Connectivity between computers with different OS’es

... Is it all about security, and why?




. Some “frightening” background, which is well-known to everybody, but worth re-
peating three times a day...

. Inter-computer communications from the user’s viewpoint:

* remote command execution — exchange of terminal output;

« “client-server tasks” — exchange of specially formated information;
« file transfers — exchange of arbitrary files.

. ssh —what it provides and how is it configured?
. ssh-tunneling and how can it help us in remote X-client execution.

. “Client-server tasks” — should we use ssh-tunneling and how, if we would?

. File transfers

« pecularities of ssh-tunneling with FTP;
 netbios and samba —is there netbios-over-ss|?

. The wireless “nightmare” — could we releave it using ssh?
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ssh (sshd server/ ssh client pair) — what it provides?

ssh1

server host identification by means of asymmetric encryption +
algorithm (private/public key pair)

negotiation of the session encryption algorithm and the sym-
metric session key

session integrity verification (hashing, keep-alives over the
encrypted channel)

user authentication on the server host (host-based, public
key, TIS challenge/response, password)

port forwarding (local, remote, X11 session)

Interactive or non-interactive command execution on the
server host

auxiliary subsystems (key generator, authentication agent,
file transfer subsystem)

ssh2

+




ssh clients and client-side configuration

« ssh1-onlyclients: C. Igaly ssh16/ssh32; teraterm/ttssh

« ssh1/ssh2clients: Putty; mindterm (Java-based); OpenSSH
(command line only)




ssh local and remote port-forwarding

Forwarded portis) Local Fort:
17070.0.0.1:170 ] £h

Delete

Feszeat

Femote Pt Forwarded portis)

25 BOOO 10011231113 I ey
22 1007112321123

I_ [:ln|'_.:|,.'||:||: Delate

Feset

Cancel

Local Port:

|22

Host:

|1 0.0.1.123

Femote Fort:

FAREE

I~ COnly local

OpenSSH ssh-client and port-forwarding configuration
e ssh-L110:10.0.0.1:110-L 25:10.0.0.1:25 user@10.0.0.1
e ssh-R11123:10.0.1.123:6000 -R 21123:10.0.1.123:22 user@10.0.0.1




ssh daemons and server-side configuration
* OpenSSH (UNIX and Win NT/2000/XP only)

sshd.conf and some useful settings there

# Port 22
Port 8022

PasswordAuthentication yes
PermitEmptyPasswords no

X11lForwarding yes
AllowTcpForwarding yes
GatewayPorts yes
X11DisplayOffset 10
X11lUseLocalhost yes
KeepAlive yes
ClientAliveInterval
ClientAliveCountMax

authorized keys(2) format and per-user (per-key) customization of sshd

[ options ] { public key components } { comment }
access-control OptionS: from="pattern-list" permitopen="host:port"
feature-limiting OptionS: no-port-forwarding no-Xll-forwarding no-agent-forwarding no-pty

forced-command options: command="command" environment="NAME=value"




ssh key generation:

) S5H - cose.math.bas.b i

Action Edit Setup | Keys
Last login: Thu AL Generate key 19.191.186. 133
Disks status: EGF to 'autharized_keys'

[Filesystem 1k-blocks Used Awvailable Use® Mounted on

fdev/hdas - : o
fdewvihdad Generate private/public keys

fdev/hdag -
fdevihdatd Key description:

fdevihdag
fdevihdaiD Imath_user@:u:use

fdev/hdal
fdev/hda’
lpsaloviEcose: fhome/ps: AEEPLEE @ bits ipher Type:

Cancel
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Confirm:
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Cancel |




establishing an ssh connection and executing commands on the remote host (receiv-
Ing character-based output):

Host s not khown

Mew ke

1024 35 ~
1167785591 73089039294905241 70678294920 712605837197 7070331 652106970557 749095563 =
AB05228040T141R85700E7 130131 0540640944 3031 88032904007 45264961 3207608451523484

sl Possword for psalov@cosemathbasbg

N

Bl S5H - cose.math.bas. by
Action  Edit | Setup  Eeys

Last login: Background colour from 213.181.185.133
ODisks statu:

Text colour

IFillesystem electfont lsed Avallable Mounted on
jdev/hdas e EEt e el rEy ba7E 262836 /

fdevihdad oet screen size 278 11443 fboot
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idevihdag Slelie BBl 2 rTTE 5452764 fusr
fdev/hdaid St dlatauh SheraEr SEte 308 5143288 fusrflocal
fdev/hdaB 240 4777200 fvar
fdevihdar 656144 1898560 424252 fvar/log

lpsalovidcose: fhomefpsalov- %

F.evs submenu




Programs with graphics output or GUI

 UNIX graphical X-terminal,
X-server, X-font server and X-clients;
where does X-server reside?
displays and how to connect to them?
X-server access control (host-based via xhost and user-based via xauth);

VNC servers / clients (Virtual Network Computing) as an extension of the idea of
X-terminal.




—Host Access Control List

X-servers for Windows: is there anything free except for OpenVNC?

X-server configuration:

Curity

xhost bd
" Enabled (no host access)

" Disabled {any host access)

[~ Allow Clients To Modify Host Access Control List

iz oonfig

oettings  Help

—exlend

[ Enable Extension

Browse...

%7

Communication

El4

Welindow bMode FPedormance

kevhoard, Mousze

148 |

Frotocaol

= Selection

8%

Transpors

Clexceedifontiandrewh
cilexceedifontipch
clexceedifontthpfonth

OK

Cancel

Adwvanced...

Help

‘ Change...

Change All__. Delete

Font List for Directony...

Resolve Font Name. ..

Rebuild Database...

Mowve Up

Mowve Down




X-server runtime reconfiguration and troubleshouting:




establishing an X-connection with the assistance of ssh in cases of:

. application server (host where X-clients are executed) is running sshd without X11-
forwarding, X-server host has a real IP;

. application server is running sshd without X11-forwarding, X-server host is posi-
tioned behind a NAT-firewall.

. application server is running sshd with X11-forwarding allowed;

Security settings ssh connection type of forwarding  additional
of the X-server to ... used requirements

user-based application firewall should
(MIT-cookie) server allow transit of
X-traffic

user-based firewall remote firewall should

(MIT-cookie) host accept inbound
X-traffic and
allow gateway

ports

host-based (only application none
localhost allowed)  server
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“Client-server” tasks — exchange of specially formated information (files). Should we
use ssh-tunneling or the alternatives?

 pop3 (post office protocol), smtp (simple mail transfer protocol), imap (internet
mail access protocol) as examples;

SSL (secure socket layer) and pop3s, smtps, imaps;

TLS (transport layer security); pop3 (post office protocol), smtp (simple mail
transfer protocol), imap (internet mail access protocol) as examples;

certificates vs. public keys (is it really “vs.”?) and some common problems;

ssh local port forwarding and configuration of the clients.

server-side configuration; stunnel — SSL “wrapper” for no-SSL servers.




SSL (TLS)-enabled pop3, smtp , imap clients: Outlook Express, Netscape mail, Mozilla
mail, Eudora, Pegassus mail ...

kdail & Mewsgroups Account Settings x|

bail & Newsgroups Account Settings
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Arbitrary file transfers

FTP pecularities and the pecularities of ssh-tunneling of FTP; TLS-enabled
FTP-servers and clients;

netbios, SMB, samba (access of Win-hosts to UNIX-resources);

smb-client and smbfs — samba inside-out (access of UNIX-hosts to Win-re-
sources);

SSL-enabled netbios clients?
scp and sftp — file transfer subsystems of ssh




& MindTerm - Basic Tunnels Setup FTF: connection details

Current local tunnels:

Session: iph-psalow

local: 21 ->= remote: iphi#:l
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& MindTerm - Basic Tunnels x| FTF: connection details

Current local tunnels:

Session: iph-psalow

local: 21 ->= remote: iph/2l [(plugin: £tp)

Host named. localhost
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Lser name: |p5aln:w

Esacowinrdd |

O] x|
Local port: 21 Protoch Help
. o IEE 4.
Femote host: iph —
J Waiting far senver... i‘
s e s A PR Tranctar chmnlota = T
Femote port: 21 P hdd Delete | e e d e S R0 F=y 4 J
ftp:localhost
Close Dialog 0/ homefpsalow™™*
T e [TEAT ] =) e Adttr TE):T Size Date Adtr
o] ] <DIR> 12.08.0321:53 — N <DIE> 00.00.8000:00
_[hostkeys] <DIR> 1208032154 — [ d[download] <DIR> 2006031441 -7EE
| Tidentity 778 1208032216 -a— [_d[mail] <DIR> 29.08.0315:22 -700
| Tiph.mtp 1896 29.08.031554 -a— |_J[pictures] <DIR> 10.03.0300:00  -751
| Jidentity. puk 599 12.08.032216 -a— [_J[public_htmi] <DIR> 04.03.03 0000 -755
_[tmp] <DIR>  0407.031256 -755 prowser)
_[wir_callection] <DIR> 31.01.0300:00 -700
|_Tauthfile 49 0708031335 -B40
@ kinetic_treatment_new.doc RO 592 04.08.0322:29 -R44 |
"indesx html 1606 2705030000 -640
Ekinetic_treatment_new.pdf B3 /10 04.08.0322:29 -R44
op.ps 493 194 21.06.02 00:00 -444 ‘ HE|FII
| Tregex.samples 162 03.08.01 00:00 -B44
| Jreplace.script 216 06.08.98 00:00 -744
Dk{2kin0/3files Ok/1 097 kinD/ 7 files
0:/homefpsalow | ﬂ
F3 siew F4 Edit Fh Copy F& hdowe F? MewFolder Fa Delets Alt+F4 Exit




samba server configuration (smb.conf)

[global]
# workgroup = NT-Domain-Name or Workgroup-Name
netbios name = TOX3
workgroup = PHYSIOL
browse list = yes
browseable = yes

Browser Control Options:
local master = yes

OS Level determines the precedence of this server in master browser elections. The default
value should be reasonable
os level = 65

Security mode. Most people will want user level security. See security level.txt for details.
security = share

Password Level allows matching of n characters of the password for all combinations of upper
and lower case

password level = 8

username level 8

Case Preservation can be handy - system default is no_ NOTE: These can be set on a per share
basis

preserve case = yes
short preserve case = no

Default case is normally upper case for all DOS files
default case = lower

Be very careful with case sensitivity - it can break things!
case sensitive = no

How much free space to report to the clients (DOS connectivity)
max disk size = 1000




samba server configuration (smb.conf)

[e]
comment = software archive
browseable = yes
path = /mnt/e
only guest = yes
writable = no
printable = no
veto files = /iso/recycled/*.swp/
public = yes

[opt]
comment = software archive
browseable = yes
path = /opt
only guest = yes
writable = no
printable = no
public = yes

[cd]
comment = r cd
browseable = yes
path = /mnt/r cd
only guest = yes
writable = no
printable = no
public = yes




scp and sftp — file transfer subsystems of ssh
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The wireless “nightmare” — could we releave it using ssh?

WEP (Wired Equivalent Privacy) — what is it and how secure is it?




Pecularities of the wireless ethernet communications.

« SSID, SSID broadcasts and WEP keys;
arp (Address Resolution Protocol) problems with WEP;
additional anti-eavesdropping features of WAPs (MAC-filters);

DHCP servers on WAP —to use or not to use?

authentication gateways — PAM-netfilter, NoCat, sshd




Building an authentication gateway with a “default” Linux installation.

* necessary components (what NOT to uninstall !): bash; iptables; OpenSSH; sudo;

configuration:

/etc/ssh/sshd.conf:

PasswordAuthentication no || PermitEmptyPasswords no
ClientAliveInterval 15
ClientAliveCountMax 3

[etc/init.d/ipfw_start:

iptables -t filter -N wrls login

/etc/sudoers:

$wireless ALL = NOPASSWD: \

/bin/iptables -t filter -[ID] wrls login -s [0-9]*.[0-9]*.[0-9]*.[0-9]* -j RETURN
~/.ssh/authorized keys2:

command=""
trap '. .bash logout ; exit' 2 ;
trap '. .bash logout' 0 ;
sudo iptables -t filter -I wrls login -s ${SSH CLIENT%% *} -j RETURN ;
read -n 1 -p 'Press any key to logout:' 1l out ;
sudo iptables -t filter -D wrls login -s ${SSH CLIENT%% *} -j RETURN
" ssh-dss AAAAB3NzaClkc3MAAACBAKolg JOUTNWItVG4mkV39g= wireless test@tox3

~/.bash_logout:

sudo iptables -t filter -D wrls login -s ${SSH CLIENT%% *} -j RETURN




