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ABSTRACT

Disruptive Events (DE), such as disasters, virus outbreaks, and mil-
itary conflicts, are often hugely affecting human life, and works
featuring resilience against DE are receiving much attention. A key
priority in this regard is the effective monitoring of the affected
systems’ state after a DE has occurred. Earlier work shows relevant
strengths of drone technology for that purpose. In this paper, we
take a functional perspective of this technology, for the sake of
considering monitoring services and addressing DE. We conceptu-
alize those services and provide explicit insight as it concerns the
alignment between user needs and technological (drone-specific)
solutions. Further, we zoom in, considering adaptation features,
sensing features, and data analytics features accordingly. Finally,
we present our general implementation vision that puts drones in
a system-of-systems perspective. Since this is work-in-progress,
validation is left for future research.
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1 INTRODUCTION

Disruptive events, such as disasters, virus outbreaks, and military
conflicts, are often hugely affecting human life [1-4, 7, 28]. Hence,
we need resilience in this regard [5]. We argue that the main
resilience-related functionality is recovery — bringing a system
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back to its normal state. Monitoring [13] is considered a key pre-
requisite here — we need situation-awareness during/after disrup-
tions, such that we are adequately prepared to bring a system back
to its normal state.

In the current paper, we consider monitoring for resilience (in
general) and we study relevant strengths of Unmanned Aerial Ve-
hicles (UAV) [33-36], inspired by previous work [5]. We use the
label drones in the remainder of the paper. Why consider drones?
Because, as studied in [6], drones are capable of: (i) replacing peo-
ple in dangerous environments; (ii) effectuating advanced sensing
capabilities allowing for situation-awareness; (iii) appearing in dif-
ferent sizes - the small ones can reach difficult to access places;
larger drones can stay high in the sky for many hours, effectively
monitoring buildings, cities, regions.

In this position paper, we take a functional perspective of

drone technology, for the sake of considering monitoring services
and addressing disruptive events. For the design of such services,
it is important to use proper conceptual modelling, and here the

alignment of user needs and technology solutions is a concern [12, 18].
In this, we state several key assumptions / deliberate restrictions:

e Our current work is about “drones for resilience” (of society)
and not about “resilience of drones”. Hence, with regard to
the three adaptation perspectives we consider [19] - serving
(i) user needs; (ii) system needs; and (iii) public values, we
are essentially focusing on just serving user needs.

e Those user needs in turn concern people/organizations who
are involved in the recovery from a disruptive event; this
is not to be limited to people/organizations negatively im-
pacted by the event

Further: touching upon system engineering [8] and resilience [9],
we firstly conceptualize the monitoring service (see above), putting
it in a broader perspective; secondly, we provide explicit insight as
it concerns the alignment between user needs and technological
(drone-specific) solutions.

On that basis we provide further conceptual elaboration that is

three-fold:

o Adaptation features: They concern the delivery of services
that depend on the situation at hand (the situation of the
user as discussed above).
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Figure 1: (top) Disruptive events and monitoring requirements; (bottom) A drone as seen from a functional perspective

o Sensing features: They concern the data supply mechanisms
of a drone, in support of the abovementioned service adap-
tation.

e Analytics features: They concern AI, ML, and other rele-
vant techniques considered helpful in extracting meaningful
information from “big data”, in support of the sensing.

Finally, even though we are presenting work-in-progress and
are neither offering experimental results nor prototypes, we
present our general implementation vision that puts drones in
a system-of-systems (SoS) perspective [37]. This means that ser-

vices can be delivered not only by a drone itself but also by a fleet of
drones (centrally controlled, de-centrally controlled, or implicitly
controlled by peer-to-peer adaptation). We argue that the SoS can
offer synergetic solutions for effective and efficient monitoring after
disruptive events.

The remaining of this paper is organized as follows: In Section 2
we present our conceptual modeling featuring monitoring as well
as the desired functional solution featuring drone technology. In
Section 3 we present solution elaborations, considering adaptation,
sensing, and AI/ML. In Section 4 we discuss the relevance of cross-
cutting concerns. In Section 5, we present our SoS realization vision.
Finally, we conclude the paper in Section 6.

2 DRONE TECHNOLOGY - DESIGN VISION
FOR MONITORING

When considering monitoring in the case of disruptive events, and
possible relevant strengths of drone technology, two conceptual
“milestones” surface to be addressed in the current section: (i) An-
swering the question WHAT type of monitoring is needed for the
sake of mitigating the effects of disruptive events; (ii) HOW can
this be (partially/fully) fulfilled by drone technology. Hence, the
former mainly concerns the demands/requirements posed by Soci-
ety while the latter is about our corresponding design vision. This
is visualized in Figure 1

As suggested by Figure 1 - top, we are always to essentially (ex-
plicitly or implicitly) consider three situations with regard to Disrup-
tive Events (DE), namely: the normal situation (what it is without
any DE having occurred), the “during DE” situation (how things
are changing during the disruptive event), and the situation after
the DE. Further, the “during DE” situation is kind of “in-between”
in the sense that not all negative DE effects have yet manifested
themselves (this is indicated by the dashed line in the correspond-
ing rectangle on the figure). Hence, we are to be mainly focused on
capturing and analyzing the before-DE situation and the after-DE
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situation, extracting the negative “deviations” that have taken place.
As it concerns the before-DE situation, it is expected to be well doc-
umented in system archives, logs, and so on. Hence, monitoring is
to be essentially focused on the after-DE situation, and drones have
a role to play here, as also visualized in Figure 1 (top). Replacing
people in dangerous environments, the situation-awareness capabil-
ities, and the device diversity (see the Introduction) are among the
arguments in this direction. Finally, monitoring is not to be done
just for the sake of realizing monitoring. It needs to be done for the
benefit of those generating recovery-related recommendations. It
would be those recommendations that are supposed to play a cen-
tral role in achieving mitigations. This all helps us formulate several
key requirements accordingly. Requirement 1: Effective monitoring
shall be realized, featuring the situation after the occurrence of a
disruptive event. Requirement 2: The captured monitoring infor-
mation shall be sufficient for establishing the actual “deviations”
from before the disruptive event. Requirement 3: The monitoring
output shall be sufficient to generate recovery recommendations.
Actually, the output from a drone monitoring [13] can also be
used to intervene in the affected system. E.g., sending a rescue
mission to a certain location after the drone has sensed trapped
people in a collapsed building. We also have “enablers” support-
ing the drone in its delivering monitoring services, such as GPS
satellites, cellular services with radio towers and supporting net-
works, and a ground station with an operator, launch pads, and
so on. This allows the drone to obtain instructions about the ob-
jects or region of monitoring, and to get sufficiently close to it.
On that basis the recording or real-time data feed can start that
provides useful monitoring output, needed by members of Society.
Two important functions exist in this regard: (1) the operation of
the drone, encompassing mission definition, power management,
steering and safety during the mission, and drone recovery after the
mission (which is beyond the scope of this paper). (2) the operation
of the monitoring function during the mission, including real-time
data feed processing, starting/stopping recording functions, and
providing guidance to the drone operator on adapting the mission
based on the data feed. Finally, the core entity that provides the
monitoring functionality is the drone itself (considered as a system).
This concerns the instruments through which it is delivering its
monitoring services. Examples are the power subsystem (batteries
and/or fuel), the propulsion subsystem (engine/rotors), the control
subsystem (featuring the avionics and navigation), the sensing sub-
system (comprising the sensors that allow the drone to function
effectively and safely), the communications subsystem (radio, wi-
fi, GPS satellite communication), and the monitoring subsystem
(providing the function for the purpose we discuss, with different
types of cameras, radar, microphones, and other sensors). We make
a specific distinction between the sensors used for operating the
drone and those needed for the monitoring function. The moni-
toring sensors are modular and flexible, and linked to people and
services engaged in the operation of the data feed, whereas the
sensors used for drone’s safe operation are often fixed, linked to its
control system, and further controlled by the drone operator.
These services are, in the end, all delivered for the benefit of
those who are “suffering” from the effects of the disruptive event(s)
and/or those who are involved in the recovery from the disruptive

ICTRS °21, November 15, 16, 2021, Virtual Conference, Bulgaria

event. These are mainly persons, but it can also be organizations.
For this, we will reserve the term “End User” in the current paper.

Functionally: (a) The End User is impacted by the disruption,
for example: a person is trapped in a collapsed building; a group
of inhabited houses is approached by a fast-moving fire. (b) What
the End User needs therefore is MITIGATION for the situation at
hand, for example: a rescue team is sent to the collapsed building; a
firefighting team or water dropping plane is sent to the fast-moving
fire. (c) Each mitigation is situation specific. (d) Special services,
such as rescue services, are supposed to deliver such mitigation.
(e) And finally, drones can support those services, by delivering
useful output of the monitoring action, e.g., photo/video recordings,
infra-red images, temperatures, sound recordings, levels of toxic
gases, or radar images.

And in the end, we also need vision beyond the purely functional
requirements discussed already in this section. We need to also
consider crosscutting concerns of non-functional nature, such as
technical aspects and public values whom we would need to reflect
in functional solutions; this will be considered in Sect. 4.

In Figure 1 — bottom, we have presented our design vision in-
spired by the requirements. There has been quite some literature
about architectures for autonomous systems, with a nice overview
in [15]. In this position paper, we mainly focus on the design choices
that are essential for positioning the drone monitoring system be-
tween societal demands and governance, as well as the technical
capabilities of the drone. In this, we view a drone as AGENT, in the
category of Multi-Agent Systems, referring to Wooldridge [16]. As
such, the drone is autonomous to some degree and adaptive, and
is driven by three key features, namely: (i) The ability to gather
relevant contextual information by means of sensing; (ii) The abil-
ity to analyze this data (and possibly generate conclusions and/or
decisions), by means of algorithms; (iii) The ability to adapt its be-
havior in response to changes in the environment. This is visualized
(inspired by previous work [5, 14], Wooldridge [16], and [17]) also
in Figure 1

Hence, drones essentially count on context management for
realizing their pro-active behavior, driven by a pre-defined mission.
In this, it is necessary for a drone to get relevant information (for
the sake of determining the “current” situation) and be able to
adapt its behavior accordingly (for the sake of delivering situation-
specific services); as it concerns the former/latter, a drone counts on
sensors/actuators, while sensing in turn needs further “mappings”
towards usable meaningful information, for which data analytics is
to count on.

In Section 3, we will “zoom in” with regard to each of those three
essential directions.

3 ELABORATION

Monitoring represents complex behavior where numerous view-
points need to be synchronized and prioritized - What is to be
monitored? How risky is the monitoring? Which are the regarding
priorities, and so on. Hence, the drone needs to be situation-aware
in the sense that it adapts to the constantly evolving environmental
changes. And what it needs in this regard is proper input data that
helps determining the situation and the actual current needs - this
is delivered by sensors. What the drone also needs is capabilities
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to extract higher-level meaningful information based on the sen-
sor data. All those three crucially important issues are elaborated
further in the current section.

Context Management

As studied in previous work [18, 19, 32], context-awareness es-
sentially concerns adaptive service delivery. User needs (see Sect.
2) are primarily the needs of the End User (EU): those who are
affected by a Disruptive Event (DE) and/or those who are involved
in the recovery from the DE. EU are hence not the drone users
/ ground navigators. Further, CONTEXT is anything concerning
the drone environment that is relevant as it concerns the EU sit-
uation. Hence, essentially, the EU is part of its context. Also, the
EU has user needs but at the same time, the user context has many
possible context situations. If this is the case, then we should ex-
pect that each context situation corresponds to a particular user
need. Thus, the context-awareness “feature” of a drone is to be
about DETECTING the “current” context situation (which is sim-
ilar to detecting a situation change) and then when it is “known”
which the situation at hand is, the drone is to offer a correspond-
ing situation-specific service that in turn is to fulfill correspond-
ing user needs. In this the drone (being context-aware) interacts
with its context; also, the user “consumes” the situation-specific
service(s) delivered in this way. The SITUATION DETECTION is
to be enabled by: sensors that are the drone’s “eyes and ears”,
and data analytics modules that would translate raw sensor data

into higher-level meaningful information, do data filtering and pre-
processing, “re-build” missing data, do quality-of-data checks, and
so on (see further below). The delivery of SITUATION-SPECIFIC
SERVICES is about the behavior adaptation that the drone is to carry
out in response to changing context. We argue that all this could be
implemented, by counting on four key components relevant to the
context management: Data acquisition and pre-processing compo-

nent, Situation detection component, Adaptation to situation com-

ponent, and the Service delivery component.

As studied by Shishkov & Van Sinderen [18], in order to be use-
ful, a context-aware system’s services should fulfill the user needs
in different context situations. Complications are possible never-
theless, threatening the validity of this utility even if the technical
system design is correct. For example: (i) The situation-specific ser-
vices may not fulfill the user needs - possibly because of “tensions”
among different user perspectives, with no clear criteria which
perspective to “prevail”: Imagine that a drone should follow one
“monitoring route” if the goal is supporting those who are affected
by a DE and another “monitoring route” if the goal is supporting
those involved in the recovery. Hence, clear prioritization is needed
in this regard. (ii) The relationship between user needs and context
situations may be unclear — Imagine that a drone approaches a
person and starts blurring its videorecording because of privacy
issues, but would this be necessary if this person is a border police
officer whose face is recorder all the time anyway, during work
hours? Hence, it is necessary to be clear for whom the user needs
apply. (iii) It may be that a context situation is not properly defined,
for example, what would be meant by “endangering third parties”
when approaching a person — hurting the person, or making noise
that may possibly cause stress with the person, or something else?
Hence, each envisioned context situation is to be properly defined.
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(iv) The measuring methods used for an indicator may not always
provide reliable value of the indicator — this would often concern
the “mission completed” measurement. Is it adequately “explicated”
for a drone how it is to establish that the mission goal has been
achieved? Is this to be determined by the drone or by the “mission
owner” and how do we deal with precision in this regard? Those are
only several possible validity threats and in order to be adequate in
delivering context management for drones, we need to be aware of
such threats, and know how to resolve them as part of the design.

Sensing

The principal payload that provides the monitoring capability
of the UAV drone may broadly be categorized as "sensors". The
drone is used as a vehicle that carries one or more devices (sensors)
that observe characteristics of the environment and objects in it,
and gather data related to those objects. Several authors already
described drones as a suitable platform that allows development
and optimization of various remote sensing methods - some of
those even proclaiming drones as "the third-generation source of
remote sensing data” (the first and second one being, respectively,
manned aircraft and satellites) [20].

One of the most common types of sensors carried by drones
is those that produce imagery. Even most of the consumer class
drones have a camera that produces images or video in the visible
spectrum (400-700nm wavelength). Along with that, several ven-
dors provide multispectral sensors which produce series of images
of an object (usually 5-10) representing several regions of the 400-
1000 nm spectral range and hyperspectral sensors that produce a
large number (in some cases tens of thousands) of imagery of con-
tiguous spectral bands in the 400-2500 nm range. The generalized
use case of these sensors is for the observation of objects which
have important characteristics, that cannot be perceived in just one
spectrum region.

Radiometric infrared sensors (RIS) produce thermograms that
can be used to identify temperature differences. A key advantage
is that the images are not obstructed by smoke, haze, vegetation -
factors that do not allow optical observation. RIS are small enough
to be carried by medium drones. Along with defectoscopy [21]
and some applications in archaeology [22], the drone carried RIS
have been successfully used for the detection of living organisms
[23] or their use was proposed to detect people with abnormal
temperature (possibly ill) in a crowd [24] - which are use cases
that can be adapted and applied to various activities during or after
disruptive events.

Another sensor that is available for drone deployment is the
LiDAR, using laser waves to determine distance to an object. The
drone carried LiDARs are widely used in the construction industry
for creating digital models of existing structures and buildings. It
is also cited as a "prevalent active remote sensing technique for
the direct measurement of the effects that close-to-surface buried
archaeological remains have on the topography of a landscape" [25]
RADAR sensors are similar in principle, but their usage is limited by
their size and they are used prevalently in military drones. However,
there are studies for the development of low-cost drone carried mini-
RADAR sensors with rapid deployment and the ability to easily
focus on selected spots as the key advantages [23].
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All of the cited authors argue that the key advantages of the
drone platform are its inexpensiveness and ability for quick deploy-
ment. Along with that, we propose that several drones can be used
to quickly deploy a sensor network that could provide the data
necessary for early-warning decision support systems (before the
disruptive event) or disaster management systems (during or after
the event). Another opportunity during and after the disruptive
event is the integration of drone data with data obtained by satel-
lites or planes. Also, small drones with inexpensive sensors can be
deployed for gathering preliminary observation data - before even-
tually focusing better, but much more expensive remote sensing
capabilities of the satellites and airplanes.

A key advantage for adopting drone based remote sensing meth-
ods is the existence and employment in the practice of methods
that actually use most of the sensors. For example, thermography
is used by the firefighters and handheld sensors are used at least
since 1990s. The clear advantage that the drones (actually, in that
particular case "drones" is not restricted to UAVs only) will provide
is not risking the lives of the firefighters to obtain the information,
that they already know how to use in their work. Multispectral and
near-infrared imagery is used "for decades" in archeology [26].

Data Analytics

At present, Al (Artificial Intelligence) technologies support the
work of drones both in the organization of their independent flight
and in the implementation of their mission to identify various
objects.

In the context of a system of systems, information processing
is done locally in the drone but also in the ground station when
executing (parts of) algorithms. For example, just getting the GPS
coordinates for departure and destination points is not enough
to perform the flight correctly. GPS navigation alone is also not
enough to ensure an unobstructed flight. Hence, computer vision
based on high-performance on-board image processing mainly sup-
ports the functions of object tracking and self-navigation, which is
important especially in the environment where continuous commu-
nication cannot be guaranteed. On the other hand, drone training
for recognizing a variety of static and dynamic objects is done on
the basis of a large amount of annotated data sets, which due to
their volume are positioned in the ground station.

Machine Learning technologies and especially Deep Learning
technologies play an important role in solving many of the tasks
facing the drone to fulfill its mission such as: semantic mapping of
the environment; visual analysis to find a goal / obstacle / point of
interest; 2D / 3D target tracking [27].

4 CROSSCUTTING CONCERNS

As it is well-known, crosscutting concerns with respect to soft-
ware development are security, distribution, recoverability, logging,
performance monitoring, and so on [10]. They are often labelled
“aspects”. They are essentially non-functional, requiring neverthe-
less functional solutions [30]. This makes them crosscutting in the
sense that those functional solutions would affect numerous sys-
tem modules. We argue that each of the abovementioned aspects
are drone-relevant: (i) Security is of key importance, especially
for military drones — it would be much undesired if third parties
are able to access mission-related information. (ii) Distribution is
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important as well, especially when multiple drones are used in a
mission, this posing needs for coordination and synchronization,
assuming distributed processes. (iii) As it concerns recoverability,
it is crucial in drone systems because failures may take place but
still the system should be able to adequately recover, such that
the mission continues. Otherwise, the reliability of drone solutions
would be considered low. (iv) Logging is also important since in
case of an accident, it would be needed to analyze what happened
and log files would be essential in this regard. (v) Also, performance
monitoring is of relevance because this would help identifying “up-
coming” tech problems early enough to allow effective measures.
Such monitoring could be established counting on performance
indicators, for example.

Next to aspects, we need to take into account as well the so-
called public values (“values” for short) that are also crosscutting
[11]; values represent desired system features that are not so tech-
nical (as aspects) but are more oriented towards societal relevance
[30]. Hence, values are about all societal norms (implicit or explicit)
that pose societal expectations towards corresponding (technical)
artefacts. Among the most widely considered values are privacy,
transparency, and accountability [31]. We argue that they are all
relevant as it concerns drone technology: (i) In many situations,
privacy may pop up as an important issue because a drone is fast
moving and hence passing through many context situations — some
of them may concern nearby persons whose privacy should be
respected. (ii) Transparency is also of importance because the “mis-
sion owner” should always be able to prove that in what a drone
has “done”, no criminal or other societally unacceptable actions
had taken place. (iii) Finally, as we have studied in previous work
[14] the accountability concerns related to drone technology are of
huge relevance mainly because it should be possible to establish
who is responsible something bad caused by a drone.

5 TOWARDS SYSTEM-OF-SYSTEMS
IMPLEMENTATIONS

In [37], Sauser at al. list five characteristics of Systems of Systems
(SoS): autonomy, belonging, connectivity, diversity and emergence
(ABCDE). All five play an important role in drone monitoring sys-
tems for disruptive events. Autonomy is important, because in a
crisis situation, a drone has to be able to make independent deci-
sions on the path to follow and on where and when to monitor;
not all can be preprogrammed or tightly controlled. Belonging is
especially important when multiple drones have to work together.
There has to be the notion of a joint mission, to which every drone
belongs, and that the group of drones tries to fulfill together. Con-
nectivity plays on two levels: drone-drone communication in the
case of a swarm of drones, and drone-mission control communi-
cation to allow feedback, control, and adaptation of the mission.
Diversity can be utilized maximally by not having the drones in
a mission be all the same: they could be deployed with different
sensors, have different sizes and flight ranges, and different levels
of autonomy. Heterogeneity increases the chance of the mission
being successful, by exploiting the complementarities within the
fleet of drones. Emergence is an important property, but one of the
hardest to implement. Learning and adapting during the mission
can have enormous benefits, but it is not easy to decide how much
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freedom would still keep the drone(s) within the bounds of safe
operations. Emergence and autonomy also link closely to the notion
of context-awareness (see Sect. 3).

As it concerns multi-drone systems, a discussion is needed from
a data analytics perspective. This concerns situations when: (i) tasks
are to be coordination among “members” of a drone fleet (utilizing
low-power close-range communication and maintaining the de-
sired inter-drone distance); (ii) multiple targets are to be localized;
(iii) the sub-goal of each drone is to be defined (based on the com-
mon fleet goal); and so on. Here technologies featuring Artificial
Intelligence and Machine Learning are broadly used, especially in
the processes of forming the so called “collective intelligence” (also
labelled “swarm intelligence®) of the fleet [29].

Finally, “System-of-Systems” is different from “System-of-
Subsystems” [37]. The ABCDE characterization above makes the
system-of-systems more independent, adaptable, de-centralized
and heterogeneous as compared to a regular system-of-subsystems.
This asks for a network-centric implementation, where the focus is
on peer-to-peer communication rather than on top-down central
control. Given the nature and unpredictability of disruptive events,
following the System-of-Systems characteristics results in a more
resilient and robust drone-based solution than a homogeneous,
centralized and pre-configured system.

6 CONCLUSIONS

Acknowledging the importance of monitoring with regard to system
recovery (the main resilience-related functionality) as it concerns
Disruptive Events (DE), we have taken a functional perspective of
drone technology, for the sake of considering monitoring services
and addressing DE. For the design of such services, it is important to
use proper conceptual modeling; here the alignment of user needs
and technology solutions is a concern.

In tackling this and taking a drone technology perspective, we
have considered system engineering and resilience, in order to (i)
conceptualize monitoring services; (ii) provide explicit insight as it
concerns the abovementioned alignment. Further, we have provided
a conceptual elaboration accordingly, that is three-fold: adaptation
features, sensing features, and data analytics features; this is about
using sensor data, by reflecting it (supported by data analytics) in
higher-level meaningful information, such that this information is
used for system behavior adaptation.

Moreover, we have presented our general implementation vision
that puts drones in a system-of-systems perspective.

Our proposed design vision is reflecting research-in-progress
and as such is not backed by corresponding validations - this is left
for future research.
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