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PART 1

TERMINOLOGY, GENERAL CONCEPTS

Fundamental nature of Interoperability

First of all, the vision of the concept of “interoperability” in our course — obviously, we
mean information-related interoperability. This leaves out predominantly physical and
mechanical aspects of interoperability, such as connectors for cabling, electric sockets, screws
and threads etc.

Among the many modifications of the information-related interoperability we will focus
on the interoperability of applications related to the e-Government (strictly speaking, e-
Governance).

At the same time, however, we should not be confined to the technical aspects of
interoperability. The area of our activities should include interoperability of legislation,
organizational availability, business process model compatibility, skill capabilities of potential
users, etc.

Interoperability can be defined from different point of view. The table below provides
examples of some general definitions.
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Focus of a definition

Definition

Definition from the field

of engineering of

technical systems

The capability to communicate, execute programs,
or transfer data among various functional units in a
manner that requires the user to have little or no
knowledge of the unique characteristics of those

units

Definition specifying the
nature of systems and
components exchanging

and using information

Interoperability is the ability of two or more systems
or components to exchange information and to use

the information that has been exchanged

Definition including a

concept of “process”

Interoperability is the ability of a system or process
to use information and/or functionality of another
to common

system or process by adhering

standards

Definition specifying the

nature of a process and a

Interoperability means the ability of ICT systems and

of the business processes they support to exchange

system data and to enable information and knowledge to be
shared
Definition specifying | Interoperability is the ability of systems and

interoperability levels

machines to exchange, process and correctly
interpret information. It is more than just a technical
challenge, as it also involves legal, organizational

and semantic aspects of handling data

The definitions considered allow

interoperability:

Table 1-1

inferring of main general characteristics of

e itis the ability of ICT systems and business processes they support;

o the ability is related to exchange, processing, correct interpretation, use, and
sharing of information;

e it involves technical, legal, organizational, and semantic aspects of handling data;
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e manipulations with information adhere common standards.

The MODINIS program defines interoperability in the context of e-Government and
specifies that ICT systems and business processes belong to public authorities, as well as points
out a reason for exchanging of information. Therefore, interoperability is the ability of public
authorities’ ICT systems and business processes to share information and knowledge within and
across organizational boundaries in order to better support the provision of public services as
well as to strengthen support to public policies and to democratic processes

Therefore, interoperability in the context of e-Government is characterized in the
following way:

e it is the ability of disparate and diverse organizations to interact;

e the interaction is needed for achievement of mutually beneficial and agreed
common goals;

e the interaction involves sharing of information and knowledge between the
organizations;

e the sharing occurs through the business processes of the organizations;

e the sharing occurs by means of the exchange, process, and correct interpretation of
data between ICT systems used in the organizations;

e the interaction can happen between organizations of different levels: national,
European, sectorial, etc.

We consider that the European Commission’s definition of interoperability, announced in
the ”European Interoperability Framework for European public services” as follows:

e “interoperability is the capability of the information systems and the business
processes they are supporting to exchange data and to integrate information and
knowledge”,

e is not fully adequate for all purpose.

It is advisable to adhere to more broad definition, which includes the human, the social
and the organizational factors.

The good example is the definition of the Australian Government:

“Interoperability is not just a technical matter of connecting computer networks. It also
embraces the sharing of information between networks and the re-design of business processes to
deliver improved outcomes and efficiencies and to support the seamless delivery of electronic
Services.

Interoperability is an important element in the delivery of e-Service and integration
initiatives. Within this context, it should be understood that:

* interoperability is not an end in itself, but an enabling capability;
« while standards are necessary, they are not sufficient for interoperability;

* an understanding of the business, social, political and cultural context of the
organizations is essential;
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* to be interoperable, an organization must actively engage in the ongoing process of
ensuring that its systems, processes and people are managed in a way which maximizes
opportunities for internal and external exchange and re-use of Information;

» organizational boundaries should not stand in the way of the right people having access
to the right information to make informed decisions or to provide high quality service.”.

Aspects of interoperability

Interoperability has 3 main aspects — organizational, semantic, and technical - which must
be taken into account when developing a public service.

The organizational aspect of interoperability arises from differences in business processes
and internal structures of organizations which are involved in the establishment and provision of
public services and need to collaborate towards mutually beneficial and agreed European public
service-related goals. Therefore, the aim of achieving organizational interoperability is to
overcome all organizational obstacles, thus being able to set up the relevant intra- and inter-
organizational workflows. In practice, organizational interoperability implies integrating business
processes and related data exchange. Organizational interoperability also aims to meet the
requirements of the user community by making services available, easily identifiable, accessible,
and user-focused.

The semantic aspect of interoperability comes from different linguistic, cultural, legal,
and administrative environments in the Member States in particular and multilingualism in the
EU in generall. The main semantic conflicts are related to the structure of data and the meaning
of data, for example, different values are used for the same entity (e.g. the value “foreigner” in
one database may mean that the person is not a citizen of the country, while in another database it
may mean that the person is not a citizen of the EU), different format for representation of the
same data (e.g. data), different measuring units (e.g. centimeters in one database and in inches in
another), etc.

Therefore, semantic interoperability is about managing of all semantic conflicts among
different systems in a fully automated manner and possibility to add new systems or remove
existent one at any time. Semantic interoperability enables organizations to process information
from external sources in a meaningful manner and ensures understanding and preservation of the
precise meaning of exchanged information. Resolving semantic conflicts can be achieved by
using an agreed knowledge representation language. In other words, it is necessary to elaborate
common taxonomy, dictionary of used terms or a catalog of inclusive proper data, which further
will be made available to information systems.

The technical aspect of interoperability is related to ability of exchanging information
between heterogeneous IT networks, applications, and theirs components. Technical
interoperability is concerned with all technical issues (technologies, standards, policies) to
guarantee that the technical components of the information systems of the collaborating
authorities will be able to work together7. Therefore, technical interoperability covers the
technical aspects of linking information systemsl. It should be noted that technical
interoperability is concerned not only with technologies at the physical connection layer (such as
network protocols), but also with technologies that support the organizational and the semantic
layers. It includes aspects such as interface specifications, interconnection services, data
integration services, data presentation and exchange, etc. It is the most obvious aspect of
interoperability because computer systems are built and developed with utilization of engineering
technique and for every technical problem is possible to find a proper solution.

10
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Benefits and beneficiaries of interoperability

Interoperability is both a prerequisite for and a facilitator of efficient delivery of European
public services. Animation illustrates the impact of achieved interoperability. Therefore, the
interoperability addresses the need for:

e cooperation among public administrations, to establish public services;

e exchanging information among public administrations to fulfill legal requirements
or political commitments;

e sharing and reusing information among public administrations to increase
administrative efficiency and cut ‘red type’ for citizens and businesses.

The results are:

e improved public service delivery to citizens and businesses, by facilitating the
‘one-stop-shop’ delivery of public services;

e |lower costs for public administrations, businesses and citizens due to the efficient
delivery of public services.

In the framework of the MODINIS program, the following five different settings in which
the advantages of interoperable ICT systems are evident were identified:

e between different services referring to the same customer, namely bundling
services (e.g. according to life events or problem scenarios) to save resources or to
improve service quality (one-stop government);

e Dbetween different stages of a supply chain that is producing one or more services,
namely when a single service cannot be produced completely by one single
agency, there is a need for interoperability between data and workflow
contributions from other agencies/ back offices;

e Dbetween single agencies in different geographical areas, namely interoperability
referring to the direct data transfer from the system of one administration to the
system of another administration (mainly geographical);

e between directories of services or documents, namely interoperability between
local directories, common metadata about the services as well as algorithms for
locating the right agency. One crucial issue concerns common descriptors for
services and agencies;

e inauxiliary services (identity management, digital signature, etc.).

The next table summarizes the main beneficiaries of interoperability and advantages they
receive from interoperable public services.

11
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Beneficiary Advantage
: - gain in efficiency when establishing European
Public Jain In Smelency 9 EHrop
. . public services;
administrations : :
- greater awareness of the risk of creating new
of member L ) : .
e-barriers if they opt for public services solutions
states and . .
that are not interoperable at European Union
European
Commission level,
] - cooperation which facilitates the exchange,
services

sharing, and reuse of information.

Citizens and
businesses

- efficient and effective delivery of public
services to citizens and enterprises across
borders and sectors;

- reducing costs;

- preventing duplication of efforts;

- reducing the administrative burden.

EU as a whole

- contribution to the achievement of the Lisbon
goal of making Europe the most dynamic and
competitive, knowledge-based economy by
improving citizens’ quality of life and by reducing
administrative burden on enterprises;

- more efficient implementation of European
Union policies and initiatives;

- fostering the enhancement of the common
market via the four freedoms;

- support of the economic integration of the
countries and the consolidation of the internal
market.

Table 1-2

12
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PART 2

EUROPEAN ASPECTS
CHAPTER 2.1

LEGAL REGULATION AND STANDARDIZATION OF
INTEROPERABILITY

Interoperability barriers

There are numerous obstacles that can hinder progress towards realizing the concept of e-
Government, as has been recognized within the EU through various related Directives,
communications and research initiatives. Substantial legal, political, administrative, social,
institutional and cultural differences between Member States and regions in the EU make such
understanding of the main impediments to e-Government of particular relevance to the growing
number of important public services in the EU that seek to span national and regional boundaries
(e.g. e-Procurement for cross border public tenders and support for employment mobility). New
initiatives are also often needed when rapid technologically-enabled change creates problems.

There are seven main categories of barriers that can block or constrain progress on e-
Government:

1. Leadership failures - slow and patchy progress to e-Government can result from a lack
of adequate leadership during any stage in the initiation, implementation, promotion and ongoing
support of developments.

2. Financial inhibitors — inappropriate cost/benefit analyses can fail to release the flow of
investment at the levels necessary to support future e-Government innovation.

3. Digital divides - inequalities in skills, access to appropriate systems, knowledge and
motivational support can limit and fragment take-up of e-Government.

4. Poor coordination - lack of coordination and harmonization can put a brake on
establishing appropriate e-Government networks and services that cross governance,
administrative and geographic boundaries.

5. Workplace and organizational inflexibility - the wide realization of e-Government
benefits can be constrained or blocked by inflexibilities in responding to the need to make
necessary changes in public administration practices, processes and organizational structures to
allow them to be better able to make appropriate effective use of electronic networking
capabilities and their facilitation of more sharing of information and service provision.

6. Lack of trust - heightened fears about inadequate security and privacy safeguards in
electronic networks can undermine confidence in applications of e-Government that might pose
risks, such as through unwarranted access to sensitive personal information or vulnerability to
online fraud or identity theft.

7. Poor technical design - interoperability blockages caused by incompatibilities between
ICT systems or difficult-to-use interfaces to e-Government services exemplify the kinds of
practical flaws that can become serious operational obstacles to take-up of what otherwise appear
to be valuable e-Government systems.

13
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Legal dimensions of the main barrier categories highlight how laws and regulations are
core foundations for building policies affecting e-Government within and between European,
Member State and regional levels.

For example, EC Directives relating to e-Government include:

e Directive 1999/93/EC on electronic signatures;

e Directive 2001/29/EC on the harmonization of certain aspects of copyright and
related rights in the information society and

e Directive 2002/58/EC on privacy and electronic communications.

Eight key legal dimensions are provided:

e Administrative law;

e Authentication and identification;

e Intellectual Property Rights;

e Liability;

e Privacy and data protection;

e Public administration transparency;

e Relationships between public administrations, citizens and other ICT actors and

e Re-use of public sector information.

Workplace —
Barriers: Leadership Financial Digital Poor and Lack of &
% 2 i e T o o technical
Legal area: failures inhibitors Divides coordination | organizational &
Rt s = design
inflexibility

Administrative
Law

Authentication
and
Identification

IPR

Liability

Privacy and
Data
Protection

Public
Administration
Transparency

Relationships

Re-use of
Public Sector
Information

4008 408 4008 4008 4008 4008 4008 40

4008 408 4008 4008 40 4000 400 4008

—400 4008 4000 400 4008 4000 4000 4008

—408 408 4008 48 408 408 -0 -4

—4008 4000 008 4008 4008 4008 400 4008

Figure 2-1
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Legal regulations of interoperability

Development of any European public service needs to take into account the current EU
and national legislation concerning interoperability and e-Government. Since the first effort on
interoperability at the end of 90s, the legal base is growing each year. Moreover, a lot of
initiatives and events are related to interoperability issues and aspects.

The following documents made the legal European framework for interoperability:

- “Towards interoperability for European public services”, COM(2010) 744, 16.12.2010.
The document contains the approved European Interoperability Strategy and the European
Interoperability Framework as its annexes;

- “Decision 922/2009/EC on interoperability solutions for European public
administrations (ISA), 16.09.2009”. It adopts the ISA program (ec.europa.eu/isa/), which
focuses on back-office solutions supporting the interaction between European public
administrations and the implementation of Community policies and activities in the area of
interoperability;

- “Directive 2007/2/EC on establishing an Infrastructure for Spatial Information in the
European Community (INSPIRE), 14.03.2007”. Regarding the environment, the directive
establishes an infrastructure for spatial information in Europe for the purposes of EU
environmental policies and policies or activities which may have an impact on the environment.
To ensure that the spatial data infrastructures of the Member States are compatible and usable in
a Community and trans-boundary context, the directive requires that common implementing rules
are adopted in a number of specific areas (Metadata, Data Specifications, Network Services, Data
and Service Sharing and Monitoring and Reporting).

- “Directive 2006/123/EC on services in the internal market, 12.12.2006”. Regarding the
internal market, the directive obliges Member States to offer service providers the possibility of
completing electronically and across borders all procedures and formalities needed to provide a
service outside their home country. It calls on Member States to establish single contact points to
help service-providers enter their markets. It requires all procedures involved in establishing a
business and providing services in another EU country to be fully online;

"Interoperability for pan-European e-Government services”, COM(2006) 45,
13.02.2006. The document sets out the basic requirements for implementing pan-European
interoperability of e-Government services, outlines priorities in a structured set of policies and
measures for achieving interoperability of e-Government services in the pan-European context
and proposes further action as first steps to fill in this framework;

- “Ministerial Declaration on e-Government”, 18.11.2009. The Ministers recognized that
better public services need to be delivered with fewer resources, and that the potential of e-
Government can be increased by promoting a common culture of collaboration and by improving
the conditions for interoperability of administrations. One of the policy priorities, to be achieved
by 2015 is - the implementation of the policy priorities is made possible by appropriate key
enablers and legal and technical preconditions. There, it is pointed out that Public administrations
should: - pay particular attention to the benefits resulting from the use of open specifications in
order to deliver services in the most cost-effective manner; - regard innovation as an integral part
of working. The Ministers took responsibility to promote innovation in e-Government services
through research and development, pilot projects and other implementation schemes, to explore
and develop the possibilities offered by new open and flexible service architectures.

“Granada Ministerial Declaration on the European Digital Agenda, 19.04.2010”. In the
declaration, the action related to advanced use of the open internet, security and trust and
especially increase the strength of a smart, sustainable and inclusive European Digital Economy

15
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by promoting inter alia smart and open public services such as e-Health and e-Government is
mentioned.

In relation to public digital services the following actions are specified:

e respond to the Malmo Declaration on e-Government by developing more effective
and efficient interoperable public services;

e ensure the implementation of e-Government strategies at an organisational, legal
and technical level including e-1D and e-signatures;

e embed innovation and cost effectiveness into e-Government through the
systematic promotion of open standards and interoperable systems, development
of EU wide e-Authentication schemes and proactive development of e-Invoicing,
e-Procurement (and pre-commercial procurement).

A number of other official documents, events, and initiatives are relevant in the context of
interoperability of e[Government. They are displayed in the figure below and specified in
chronological sequence.

16
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General concept of standardization

Standardization is the process of establishing and implementing technical standards,
which could be a standard specification, standard test method, standard definition, or standard
procedure. Standardization means that there is a standard specification, unit, instruction or
something that is understood globally.

The Directive 98/34/EC of the European Commission suggests the following definition:
“Standard is a technical specification approved by a recognized standardization body for repeated
or continuous application, with which compliance is not compulsory and which is one of the
following:

— international standard: a standard adopted by an international standardization
organization and made available to the public;

— European standard: a standard adopted by a European standardization body and made
available to the public;

— national standard: a standard adopted by a national standardization body and made
available to the public.”

A technical standard is an established norm or requirement about technical systems. It is
usually a formal document that establishes uniform engineering or technical criteria, methods,
processes and practices. In contrast, a custom, convention, company product, corporate standard,
etc. which becomes generally accepted and dominant is often called a de facto standard.

The major players in the standardization

A technical standard may be developed privately or unilaterally, for example, by a
corporation, regulatory body, military, etc. Standards can also be developed by groups such as
trade unions and trade associations. Standards organizations often have more diverse input and
usually develop voluntary standards: these might become mandatory if adopted by a government,
business contract, etc. The standardization process may be by edict or may involve the formal
consensus of technical experts.

International standards are standards developed by international standards organizations.
They are available for consideration and use worldwide. The three largest and most well-
established international standards organizations are the International Organization for
Standardization (ISO), the International Electro-technical Commission (IEC), and the
International Telecommunication Union (ITU), which have each existed for more than 50 years
(founded in 1947, 1906, and 1865, respectively) and which are all based in Geneva, Switzerland.
They have established tens of thousands of standards covering almost every conceivable topic.
Many of these are then adopted worldwide replacing various incompatible 'homegrown’
standards. Many of these standards are naturally evolved from those designed in-house within an
industry, or by a particular country, while others have been built from scratch by groups of
experts belonging to various technical committees. The mentioned three organizations together
comprise the World Standards Cooperation (WSC) alliance.

In addition to the mentioned institutions, a large variety of independent international
standards organizations such as the ASME, the ASTM International, the IEEE, the Internet
Engineering Task Force (IETF), the World Wide Web Consortium (W3C), etc., develop and
publish standards for a variety of international uses. In many such cases, these international
standards organizations are not based on the principle of one member per country. Rather,

18
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membership in such organizations is open to those interested in joining and willing to agree to
the organization's by-laws — having either organizational/corporate or individual technical experts
as members.

In the context of business information exchanges, standardization refers to the process of
developing data exchange standards for specific business processes using specific syntaxes.
These standards are usually developed in voluntary consensus standards bodies such as the
United Nations Centre for Trade Facilitation and Electronic Business (UN/CEFACT), the
Telecommunications Industry Association (TIA), and the Organization for the Advancement of
Structured Information Standards (OASIS).

While European integration by way of the European Union has made remarkable progress
in the last two decades, the process was — as we all know — by no means free of fric-tion.
Ten-sions often emerge when the supranational institution and the individual member states clash
over ques-tions of authority in a particular domain. Apart from more visible examples such as a
common foreign policy or a common constitution, standardization policy can be a contested field
of this kind. On the one hand, standardization contributes "in a significant way to the functioning
of the single market, the protection of health and safety, the competitiveness of industry and the
promotion of international trade, and has been supporting an increasing range of Community
policies”. To this end, the European Union endorses the work of the three European standards
bodies: The Comité Européen de Normalisation (CEN, founded in 1961), the Comité Européen
de Normalisation Electrotechnique (CEN-ELEC, founded in 1973), and the European
Telecommunications Standards Institute (ETSI, founded in 1988). However, many mem-ber
states have since long maintained standards (and standards bodies) of their own and have a vested
interest in adhering to these established norms for a variety of reasons — some symbolic and some
economic. The unification of the European currency system provides an excellent example for
such possible tensions. While the unification process — starting with the implementation of the
European Monetary System and the European Exchange Rate Mechanism in 1979 — beyond
doubt helped to create a single market, the adoption of a common currency also met national
resistance — partly out of fear of economic disadvantages and partly due to the high symbolic
value of a national currency.

Relations of standardization to the interoperability

Many reasons explain the introduction of standardization and interoperability concepts.
This is the main reason for having standards, as instruments can be tested and integrated in a
defined procedure before deployment. It lends itself to the concept of introducing quality
management or mission assurance procedures. Using standards make interoperability possible at
interchange-ability level but also when dealing with data processing. On top of that schemes of
sensor information, metadata would facilitate the interoperability by enabling the integration of
different sources of information into a common system.

The standardization processes are expected to generate added value and benefits in an
economic context: - enhanced product quality and reliability, reduction in costs, increased
efficiency and ease of maintenance, simplify and improve usability, greater compatibility and
interoperability of goods and services, improved health, safety and environmental protection.

In order to meet these requirements, it will be essential to get European industrial
players involved in the standard definition process with the aim of reaching consensus between
the major players from academia, government institutions and industry. Involved actors will be
gathered in a group of Providers of Equipment and Services for Observatory Systems (PESOS);
their specific objective will be the sharing of best practices and knowledge and the definition of
standards for installing and operating systems.

19
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Over the past two decades, standards related to the systems integration and
interoperability underwent a remarkable evolutionary process. Its main steps of this process are
marked as follows:

1. Information-oriented integration - ability of information systems to access information
in applications of other systems. So called "Format Standards" correspond to this integration;

2. Process-oriented integration - exchange between applications in the context of process
models models and abstractions of process automation. So called "Orchestration Standards"”
correspond to this integration;

3. Portal-oriented integration - visualization of internal processes through aggregated user
interface - "Portal Standards";

4. Service-oriented integration - not only the transfer of information between applications,
but also creation of complex applications from multiple "Back-End" systems - "Service-oriented
Standards".

Selection of standards related to interoperability

Openness of standards or technical specifications is important for public administrations
because of its relationship with interoperability, freedom and choice:

e openness lowers barriers to market entry, thereby widening the field to
competition — leading to more choice, better quality and lower prices;

e openness spurs innovation by allowing more talent to contribute ideas and
advance the state-of- the-art;

e openness strengthens the position of consumers vis-a-vis their suppliers;

e openness enables consumers to combine off-the-shelf products with custom-built
products and turn-key systems;

e openness facilitates interoperability through transparency;
e openness enhances security through transparency;

e openness ensure access to information and services, now and in the future, as it
avoids lock-in situations, making such access dependent from specific products.
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The basic criteria for choice of the standards are as follows:
- Openness;

- level of accessibility and maintenance;

- maturity;

- potential;

- applicability to the national conditions.

It is necessary to explain that the term “Maturity of Standard” has been introduced in
compliance with so called “e-GIF Standards Maturity Model”, presented above. The
development process of an e-GIF standards falls into four phases: - development/adoption; -
implementation; - maintenance; - governance.

The quality of this succession affects the effectiveness and applicability of the respective
standard.

The choice of a fundamental standardization platform is of crucial importance, because of
the exceptional diversity of the standards and the specifications related to the system integration
and the interoperability. The evolution of the standardization process in respect to the system
integration and the interoperability directs this choice towards the integration oriented to services.
The latter allows not only for transfer of information from one application to another application
in different information systems, but also creation of a complex application through services
maintained in remote systems through the distribution of common business logics between the
applications.

21




INTEROPERABILITY IN ELECTRONIC GOVERNMENT APPLICATIONS Part 2

The basic practical approach to the choice of standards related to interoperability is a
combination of:

- the classical Reference model for open distributed processing (international standard
ISO/IEC 1076 : 1998), which defines the infrastructure for distributed processing of information
between heterogeneous technological resources and multiple organizational domains;

- the last level in the evolution of the standards for system integration — the so-called
“Service oriented architecture (SOA)” where “loose coupled” modules of applications are
distributed, combined and used for the creation of new applications in the network.

The standardization of the information systems in the field of system integration and
interoperability covers wider area than that of the so-called “formal harmonized standards”
approved by official intergovernmental standardization bodies (such as ISO, ITU at a global level
or CEN, CENELEC, ETSI — at European level). It covers informal and hybrid standardization
processes — the production of sector consortia, such as: OASIS, IETF, W3Consortium,
UN/CEFACT, OMG, etc.

The standards can be divided into two main groups related to the fields of application:
* horizontal standards — with general application (in all areas);

« vertical standards — with application in a specific area (branch, etc.). As an example for
the objectives of the e-Government information systems these can be medical information,
banking, geographic information systems, industrial product systems, etc.

Usually the interoperability frameworks are treating thoroughly only the horizontal
standards, ensuring interoperability in the information systems within the administration. The
vertical standards from areas concerned with these systems can be maintained by branch groups.

European project CAMSS

The "CAMSS' (Common Assessment Method for Standards and Specifications), an
initiative of the European Commission's IDABC program and of Member States, aims to initiate,
support and coordinate the collaboration between volunteer Member States in defining such
method and to share the assessment study results for the development of e-Government services.

Member States are currently organizing the assessment of standards and specifications,
e.g. within the context of their National Interoperability Frameworks. The CAMSS aims to
improve interoperability through the sharing of expertise and best practices in the use of
standards and specifications for software in e-Government, contributing to the efficiency of
European government organizations thanks to the re-use of established assessments.

The CAMSS defines a method for assessing standards and specifications. It does not
provide a general policy, and does not make recommendations at a European level. The project
provides a tool enabling structure and exchange of information on standards and specifications
for software in the field of e-Government. The second phase of the project provided a
methodology for collaboration and exchange of assessment results among Member States, set up
proposals for assessment studies to be carried out and subsequently shared, disseminated the
assessment study results and conducted specific studies. It is left to the convenience of the
Member States to decide on how to proceed with their own interpretations/
recommendations/regulations in using the assessment study results.

The four CAMSS criteria (Suitability, Potential, Openness, and Market Conditions) figure
as a list of qualitative aspects of a standard or specifications to be taken into account, rather than
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a guantitative evaluation. Each criterion is described with a series of questions and suggestions
on how to implement the assessment. These elements will have to be adapted / interpreted
according to the identified context and scope of the assessment.

Group of standards related to the interoperability — best European practices

The UK Technical Standards Catalogue defines the minimum set of specifications that
conform to the technical policies as defined in e-Government Interoperability Framework (e-
GIF). The current specification for the e-GIF covers the following areas: - interconnectivity, -
data integration, - content management metadata, and e-services access.

Each area comprises tables containing specifications and includes version numbers and
notes. Government is, however, committed to ensuring that these technical policies and
specifications are kept aligned to the changing requirements of the public sector and to the
evolution of the market and technology.

Technical specifications and standards under consideration are:
» standards for electronic forms;

* selection of specific business area related specifications;

* guidance on semantic web;

* ISO/IEC standards for XML schema languages;

* W3C XML 1.0 (third edition);

* XML specifications for office applications;

» standards for the UK government ICT architecture;

» standards for transactional interchanges.

SAGA document

SAGA section on the
KBSt website

Mandatory

Black List

Recommended E .1 —
t
Under ohservation White List

Mew standards

Figure 2-3
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The German document “Standards and Architectures for e-Government Applications
(SAGA)” divides standards into three categories:

- standards are under observation if they are in line with the intended development trend,
are finalized and meet the minimum requirements for the openness of standards, defined in
SAGA as follows: a. the standard has been published and the standard specification document is
available either freely or at a nominal charge; b. the intellectual property (for instance, in the
form of patents) of a standard or of parts of a standard must, if possible, be accessible without
being contingent upon the payment of a license fee; c. the federal administration and the users of
its services must be able to use the standard without restriction; d. the standard must remain
published and freely usable in the future. These standards may not yet have proven their worth in
practical application or do not meet all the aims of SAGA;

- standards are recommended if they have been tried and tested in practical application
but if a more suitable, mandatory standard exists or if they do not meet all the aims of SAGA.
However, minimum requirements for the openness of standards must be fulfilled and investment
security warranted,;

- standards are mandatory if they have been tried and tested in practical application and
represent the preferred solution. They are established on the market and meet all the aims of
SAGA. Such standards must be observed and applied with priority.

The picture above shows the dynamics of transitions of the standard between the

categories of this classification.
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The Danish methodology for identifying, defining and documenting interoperability

standards, and thereafter maintaining and disseminating them to users, is based on existing
software and knowledge engineering and management processes and procedures. There are two
primary concepts, both derived from established engineering practices, underlying this
standardization activity: information objects and communities of practice. The applying
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knowledge engineering and management procedures to the standardization process is justified in
several ways.

First, the information objects that are the core of the digital public service’s standards are
derived from current practice and engineered to be re-usable between interchange formats. The
information objects form the standardized core data and create interchangeable and re-usable
“units of knowledge”. These are derived by analyzing existing practice and applying application
knowledge and expertise.

The second major concept, the communities of practice, deals with the usability of the
standards and the end-users. In order to assimilate the domain knowledge of the users into the
standardization process, a social framework is devised where users can be integrated — on their
own terms.

The picture above depicts the phases of the standardization process.

Compliance with requirements of interoperability

Compliance refers to any explicitly stated rule or regulation prescribing any aspect of an
internal or cross-organizational business process. Examples include service composition policies,
service deployment policies, service sequencing or ordering policies, information exchange
policies, security policies, Quality of Service policies, business policies, jurisdictional policies,
preference rules, and intellectual property and licenses.

An existing process or process activity can be annotated to be compliant to a certain
compliance rule of a specific regulation as probably implemented by a standard framework. This
allows for reuse of legacy processes that need to be marked as compliant. Such processes would
have to be validated manually, thus no validation at runtime may occur using this approach. Also
the compliance for a process or process activity can be modelled. Thus for each of the
compliance concerns an appropriate precisely specified model has to be defined using modelling
techniques.

It is specific approach for design of the business process compliance. There are two
primary roles involved in this approach: (i) a business expert, who is responsible for defining and
managing business processes in an organization while taking compliance requirements into
account, and (ii) a compliance expert, who is responsible for the internalization, specification,
and management of compliance requirements stemming from external and internal sources in
close collaboration with the business expert.

The approach encompasses two logical repositories: the business process repository and
the compliance requirements repository, which are semantically aligned via shared domain
ontology. Process models are defined and maintained in the business process repository, while
the compliance requirements and all relevant concepts are defined, maintained and organized in
the compliance requirements repository. The approach assumes the overall process to start either
from the business process side or from the compliance requirements side. Process models can be
specified in the Business Process Execution Language (BPEL); the de-facto standard for
workflows that provides an XML-based language to describe the operational logic of the process
and its execution flow.
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Compliance in the telecommunication constituent of information systems
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Systems that implement a set of standards need to be assessed for their interoperability
with other systems. It is also necessary to demonstrate that they conform to the standards. At the
standardization level, this in turn can be facilitated with the availability of open and validated test
specifications.

Interoperability testing is the most intuitive way of confirming that two or more systems
work together. A number of standardization organizations use interoperability testing events as a
means to raise the status of a specification to the level of a standard. At European
Telecommunication Standards institute (ETSI), interoperability testing procedures, so called
Plugtests™, are organized and executed to provide feedback to technical bodies on the maturity
of a given technology and its underlying standards. Such procedures can only be successful if
testing is based upon an agreed set of interoperability tests.

The purpose of interoperability test specifications is to assess that a communicating
system can provide functionality as defined in a specification, e.g. a set of standards. In the
context of distributed systems, each system is called an Equipment Under Test (EUT) and the
collection of all EUTs is called the System Under Test (SUT) as defined in the ETSI
specification EG 202 237 “"Methods for Testing and Specification (MTS); Internet Protocol
Testing (IPT); Generic approach to interoperability testing™. In order to verify the correctness of
the protocol procedures and to provide a basis for fault analysis, interoperability test
specifications can be combined with supplementary conformance checks when assessing
functionality. Such conformance checks are associated with standardized interfaces between
different EUTS.

In addition, EG 202 237 describes the basic concepts of interoperability testing, a means
of describing test architectures and a process for developing and executing interoperability test
specifications.

Compliance verification - best European practices

UK e-GIF compliance

The ultimate test for interoperability is the coherent exchange of information and services
between systems. If this is achieved then the system can be regarded as truly interoperable.
Furthermore, it must be possible to replace any component or product used within an interface

26



INTEROPERABILITY IN ELECTRONIC GOVERNMENT APPLICATIONS Part 2

with another of a similar specification while maintaining the functionality of the system. To be e-
GIF compliant, a system should satisfy both these requirements.

The aspects of the system where the tests need to be applied are:
« interconnection;

* data integration;

* e-Services access;

* content management metadata.

The ultimate responsibility for compliance rests with the system's Senior Responsible
Owner or Sponsor. Compliance is by self-regulation using normal departmental checking
arrangements throughout the system’s development lifecycle. It will be for service organizations
themselves to consider how their business processes can be changed to be more effective by
taking advantage of the opportunities provided by increased interoperability

An e-GIF Compliance Advisory Service is provided by the National Computing Centre
(NCC). The service provides a structured web-based commentary about the e-GIF and a self-

assessment questionnaire.

E Government application

Component 1 Component 2 e Component (n})

Check list for Check kst for
Components

developed in-house components

A ~/

Figure 2-6
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German SAGA conformity declaration

The SAGA conformity of an e-Government application is evaluated on the basis of the
models, procedures and standards described in SAGA:

a. consideration of standardized process models;

b. consideration of standardized data models;

c. compliance with the standards and architectures described in SAGA;
d. use of existing one-for-all offers (OFA offers).

In order to enable a comprehensive statement concerning the SAGA conformity of an e-
Government application — especially in conjunction with the implementation of complex,
specialized processes — an application should first be broken down into individual components
before evaluating its conformity. A distinction is made here between in-house developments and
product components. In order to evaluate the SAGA conformity of products, importance is
primarily attached to communication interfaces, data interchange formats and security. In the
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case of in-house developments, the technologies for creating models and implementing the
application are additionally relevant.

The homepage of the Federal Ministry of the Interior provides a blank and an example of
a completed declaration of conformity with checklists for components developed in-house and
for product components. The checklists feature topical areas which are relevant for in-house
developments or for products, respectively.

Greek compliance demonstrator

The Interoperability Standards and Compliance Demonstrator developed in the Greek
Interoperability Centre (GIC) and available only in the Greek language contributes in managing,
processing and presenting the rules and guidelines that accompany the Greek e-GIF contents in
every version published: (a) Certification Framework for Public Administration Sites and Portals,
(b) Interoperability and Electronic Services Provisioning Framework, (c) Digital Authentication
Framework, (d) Documentation Model for Public Administration Processes and Data.

With the help of a multi-criteria methodology that takes into account appropriate
thresholds for compliance in each sub-framework and weights in rules categories and
classification levels (i.e. Obligatory, Recommended and Under Consideration), as well as in
standards’ maturity levels (White List, Grey List and Black List), compliance of a Public
Authority with the specifications of a given version of the Framework can be easily assessed in
this demonstrator.

The primary objective of Demo D4 (e-GIF Standards and Compliance) is the design and
deployment of an application that manages the information that describes a rule or a standard of
the e-Government Interoperability Framework (e-GIF) and takes into account the structure of the
Interoperability Registry. This application can also be used to evaluate the compliance of a Public
Authority with the policies of a given version of the e-GIF.
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CHAPTER 2.2

EUROPEAN STRATEGY, FRAMEWORK AND
ARCHITECTURE
OF INTEROPERABILITY

European Interoperability Strategy

The European Interoperability Strategy and the European Interoperability Framework,
supporting the strategy and the framework levels of the interoperability governance pyramid, are
considered to be two key elements in the Digital Agenda for Europe together forming the basis
for future activities intended to improve interoperability for delivering European public services.

Implementation of the European Interoperability Strategy requires the following
separation of roles:

- the European Commission will: - implement the European Interoperability Strategy
through appropriate instruments such as the European Commission supported ISA program and
the CIP ICT-PSP program; - e-Government implementation in close cooperation with member
states and other stakeholders; - align its internal interoperability strategy with the European
Interoperability Strategy through the e-Commission initiative; - ensure that the European
Interoperability Framework is applied when implementing new legislation and establishing new
European public services; - ensure the governance of the European Interoperability Strategy and
related global and sectorial interoperability activities, in close coordination with member states.

- Member States should: - align national interoperability strategies with the European
Interoperability Strategy and national initiatives and actions with corresponding initiatives and
actions at European Union level; - work with each other and with the European Commission on
implementing the European Interoperability Strategy, while monitoring the progress and impact
of related actions at national level; - align their National Interoperability Frameworks with the
European Interoperability Framework;

- take into account the European dimension at an early stage in the development of any
public service that might become part of European public services in future; - contribute to the
governance of the European Interoperability Strategy and related interoperability activities.

The European Interoperability Strategy was developed by the European Commission’s
Directorate-General for Informatics in cooperation and agreement with the member states and
accepted in 2010. The strategy was prepared during the European Commission supported IDABC
and finalized after a public consultation under the ISA which maintains it. It is directly steered
by the CIOs of the member states.

To achieve the European-wide effective and efficient delivery of public services,
activities at European Union and member state level should be coordinated. In addition,
interoperability governance at European Union level should be established. The European
Interoperability Strategy is at the top of the interoperability governance pyramid and it sets
common, coherent approach and provides basis for an organizational, financial, and operational
framework to support cross-border and cross-sectorial interoperability. The European
Interoperability Strategy aims to provide guidance and to priorities the actions needed to improve
interaction, exchange, and cooperation among European public administrations across borders
and across sectors for the delivery of European public services.

29



INTEROPERABILITY IN ELECTRONIC GOVERNMENT APPLICATIONS Part 2

Activities of the European Interoperability Strategy follow a defined set of principles
which are described in the table given below.

Principle Explanation

The European Interoperability Strategy
Reusability activities will be reusable, based on

sustainable approaches

The European Interoperability Strategy
Transparency |activities are transparent and offer the

possibility of traceability

Openness and

European Interoperability Strategy activities
are open, conforming to standards, allowing

innovation further developments and improvements
and are vendor-independent
E I i —
Continuous uropean nteroperf—lbl ity Strategy activities
) are based on continuous assessment and
improvement

improvement

Community of
shared interest

European Interoperability Strategy activities
serve a community of shared interest. This
can be on various levels: interoperability
expert’'s community, European public
services community or even the Ilarger
European community

Trust

European Interoperability Strategy activities
are based on mutual trust. Public
administrations should be assured that all
transactions are secure, reliable, and
trustworthy

European interoperability activities are divided in the European Interoperability Strategy
in three clusters which are specified in the table given below.
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Main Goal Specific activities
components
to work via a limited number of
politically relevant and concrete
sectorial projects at European
Union and member state levels;
to continue supporting, at European
Union level, efforts towards the
interoperability of key enablers
(elD, eSignature, etc.);
Defines how in- to continue the SEMIC approach
Trusted formation needs (www.semic.eu) and its
Information | t© be treated to methodology;
be able to to work towards opening up base
Exchange |achieve

interoperability

registers, taking into account
associated best practices, the
possible related risks and
opportunities, as well as the various
needs and expectations of the main
stakeholders;

to work towards the establishment
of a federated catalogue of services
offered by public administrations in
the European Union.
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Main com-
ponents

Goal

Specific activities

Interoper
ability
Architect
ure

Defines how the
infrastructure
needs to be
organized to
obtain
interoperability

e to develop a joint vision on

interoperability architecture by first
defining its scope and the needs for
common infrastructure services and
common interface standards;

to provide guidance on architecture
domains where member states share a
common interest;

to ensure the systematic reuse of
architectural building blocks by the
European Commission when
developing services to be used by the
member states. Here, existing
infrastructure service components
along with generic applications (IMI,
early alert systems, grant
management, etc.) could be reused
and rationalized. Additionally, a
catalogue of architectural building
blocks available for reuse by the
member states and the European
Commission could be set up with
contributions from the European
Union and member states.

Assessme
nt of the
ICT Impli-
cations of
New Euro-
pean Union
Legislation

Defines what
the legal
framework is in
which
interoperability
can operate

to develop guidelines and methodologies
at European Commission and member
state level;

to test the usefulness of these guidelines
by applying them to concrete cases
involving policymakers and legal and
ICT experts;

to ensure continuous improvement of the
guidelines and methodologies based on
the lessons learned from experience;

to ensure general application of the
practice of assessing ICT implications
towards a more systematic approach
whenever changes occur in legislation
(e.g. amendments or additions to ICT-
related legislation).
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European Interoperability Framework

The first version of the European Interoperability Framework was approved in October
2004. At the moment the actual version is the second version of the framework which was
approved in 2010. The European Interoperability Framework is maintained under the European
Commission supported ISA program (http://ec.europa.eu/isa/), in close cooperation between the
Member States and the EC.

An interoperability framework is an agreed approach to interoperability for organizations
that wish to work together towards the joint delivery of public services. Within its scope of
applicability, it specifies a set of common elements such as vocabulary, concepts, principles,
policies, guidelines, recommendations, standards, specifications, and practices.

The European Interoperability Framework is the overarching set of policies, standards,
and guidelines which describe the way in which organizations have agreed, or should agree, to do
business with each other.

The European Interoperability Framework is a non-technical document with the
following main purposes:

- to promote and support the delivery of European public services by fostering cross-
border and cross-sectorial interoperability;

- to guide public administrations in their work to provide European public services to
businesses and citizens;

- to complement and tie together the various National Interoperability Frameworks at
European level.

The target audience of the European Interoperability Framework addresses all those
involved in defining, designing and implementing European public services, for example,
managers of e-Government projects in Member States Administrations and European Union
bodies, Member States Administrations, European Institutions and Agencies

The European Interoperability Framework is applied when:

- making decisions on European public services that support the implementation of
European Union policy initiatives;

- establishing public services that in the future may be reused as part of European public
services.

The European Interoperability Framework covers the following content:
- 25 recommendations for public administrations;

- 12 underlying principles;

- the conceptual model for public services;

- 3 levels of interoperability;

- the concept of interoperability agreements;

- the governance of interoperability.

EIF Principles

1. Subsidiarity and proportionality - the European Union only takes action when this is
more effective than action taken at national, regional, or local levels and European Union action
is limited to what is necessary to achieve agreed objectives
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2. User-centricity - the needs of citizens and businesses determine what public services
are provided and how they are delivered. Generally speaking, citizens and businesses will expect:

- to access user-friendly services in a secure and flexible manner allowing
personalization;

- multichannel delivery, allowing access to services anyhow, anywhere, anytime;

- to access a single contact point, even when multiple administrations have to work
together to provide the service;

- to provide only the information necessary to obtain the public service and to provide any
given piece of information only once to administrations;

- administrations to respect privacy.

3. Inclusion and accessibility - public services should be accessible to all citizens,
including persons with disabilities and the elderly, without discrimination

4. Security and privacy - citizens’ privacy and confidentiality of information provided
by businesses must be guaranteed

5. Multilingualism - information systems (level of the user interface and all levels in the
design of European public services) supporting public services should cater for multilingualism

6. Administrative simplification - public services should reduce the administrative
burden on businesses from information collection

7. Transparency - citizens and businesses should be able to understand and respond to
(feedback) administrative processes and decisions that could affect them

8. Preservation of information - records and information in electronic form held by
administrations for the purpose of documenting procedures and decisions must be preserved. In
order to guarantee the long-term preservation of electronic records and other kinds of
information, formats should be selected to ensure long-term accessibility, including preservation
of associated electronic signatures and other electronic certifications, such as mandates

9. Openness - to encourage the sharing of knowledge among interacting organizations
and stimulate debate to solve problems

10. Reusability - public administration solutions should be developed to facilitate sharing
and reuse

11. Technological neutrality and adaptability - specific technological solutions or
products should not be imposed on citizens, businesses, and other administrations

Conceptual model of the European Interoperability Framework

The conceptual model presented in the European Interoperability Framework suggests
ways to organize the creation and operation of public services4. It illustrates that a European
public service is a combination of existing public services provided at different levels of
government and shows where interoperability is needed in such a complex environment.

The conceptual model:

- helps develop a common vocabulary and understanding about the main elements of a
public service;

- emphasizes a building-block approach, allowing for the interconnection and reusability
of service components when building new services;
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- is sufficiently generic to be applicable at any level of government that provides public
services, from local all the way up to European Union level.

The model recognizes that European public services:

- are based on information from various sources located at different levels of
administration, in different Member States;

- combine basic public services constructed independently by public administrations in
different Member States.

Therefore, it highlights the need for modular, loosely coupled service components
interconnected through infrastructure and for working together to deliver European public
Services.

The conceptual model is shown in the figure below. It is flexible due to the fact that it
allows different aggregate services to be created by combining basic public services from
multiple providers.

AGGREGATE =
SERVICES
LAYER
Aggregate Public Services
Orchestration
Secure

DATA Comminications Secure Data Exchange/
EXCHANGE Management Management
BASIC et P
g ‘E’Et |Ig re Basic Public Services

Interoperability Base External
Facilitators Registries Services

Figure 2-7

Agreements and Specifications

The provision of European public services requires cooperation among different public
administrations at the different interoperability levels. For each level (organizational, semantic,
technical) the organizations involved should formalize cooperation arrangements in
interoperability agreements which should be drafted with sufficient detail to achieve their aim —
to provide a European public service — while leaving each organization maximum internal
autonomy.

A number of equivalent, competing specifications may be available at technical or
semantic level as a basis for interoperability agreements. From one side, public administrations
may decide to support multiple formalized specifications or technologies to communicate with
citizens and businesses. However, from another side, taking into account efficiency, it would be
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rational to reduce, as much as possible, the number of them when working together to provide a
European public service.

Decisions concerning usage of formalized specifications and technologies should be
based on transparency, fairness, and non-discrimination. One way to do this is to agree on a
common assessment methodology and selection process taking into account:

- assessing and selecting formalized specifications:

- when public administrations select the formalized specifications or technologies to
ensure interoperability, they should assess relevant formalized specifications;

- this assessment should be tailored to the specific interoperability needs of the public
administrations in question, but based on objective criteria, primarily related to functional
interoperability needs;

- when several formalized specifications meet functional interoperability needs, additional
criteria on quality of implementation, market support, potential for reusability and openness can
be used.

The specifications must be open and capable for reuse. The level of openness of a
formalized specification is an important element in determining the possibility of sharing and
reusing software components implementing that specification. This also applies when such
components are used for the establishment of new European public services.

If the openness principle is applied in full:

- all stakeholders have the same possibility of contributing to the development of the
specification and public review is part of the decision-making process;

- the specification is available for everybody to study;

- intellectual property rights related to the specification are licensed on FRAND (fair,
reasonable, and non-discriminatory terms, a licensing obligation) terms or on a royalty-free basis
in a way that allows implementation in both proprietary and open source software.

However, public administrations may decide to use less open specifications, if open
specifications do not exist or do not meet functional interoperability needs. In all cases,
specifications should be mature and sufficiently supported by the market, except if used in the
context of creating innovative solutions;

The specifications can contribute to the standardization process. In some cases, public
administrations may find that no suitable formalized specification is available for a specific need
in a specific area. If new specifications have to be developed, public administrations may either
develop the specifications themselves and put forward the result for standardization, or request a
new formalized specification to be developed by standards developing organizations.

National interoperability frameworks

In parallel with development of the European Interoperability Framework, the Member
States develop their National Interoperability Frameworks. By their nature, National
Interoperability Frameworks are, in general, more detailed and often prescriptive than the
European Interoperability Framework, which operates at a higher level of abstraction, as a ‘meta
framework’ and, in line with the subsidiarity principle, does not impose specific choices or
obligations on the Member States. The European Interoperability Framework and the National
Interoperability Frameworks are complementary and must be aligned.

The EC supports a NIFO (National Interoperability Framework Observatory), whose
main objective is to provide information about the National Interoperability Frameworks to allow
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public administrations to share experiences and knowledge. It focuses on the analysis of the
National Interoperability Frameworks based on a model that allows the comparison of various
aspects. This model aims to highlight similar characteristics of the National Interoperability
Frameworks and does not serve as a benchmarking tool. The NIFO was launched in 2008 under
the IDABC program (ec.europa.eu/idabc/), where the analytical model was developed based on
analysis of the Maltese, German and Danish National Interoperability Frameworks. The second
phase of the NIFO saw the extension of this analysis to 33 countries, including all European
Union Member States, European Economic Area and European Union Candidate Countries.

In the framework of the new European ISA program the project NIFO started in 2011 and
will continue till 2015. Its objectives are:

- revising the comparative model to take into account the new European Interoperability
Framework and the Digital Agenda;

- providing support to European Union public administrations to align their National
Interoperability Frameworks with the European Interoperability Framework;

- setting up a new maintenance process to provide the most up-to-date information
possible;

- analyzing the current national interoperability activities using the updated model and
updating the respective factsheets with the results.

The benefits of the action are the following :

- providing guidance and support both for the development of new National
Interoperability Frameworks and the alignment of current interoperability initiatives to the
European Interoperability Framework;

- providing input to decision-making processes regarding national developments, and
giving national policy officials an objective overview of the European situation and the position
of their Member State;

- providing a better insight into the status of National Interoperability Framework
developments across Europe, benefiting commercial enterprises that are involved in the
realization of e-Government solutions, such as service integrators and software vendors.

In 2012, NIFO has published 29 factsheets presenting current status of national
interoperability frameworks. The conclusion is that 17 out of 29 European countries have
national guidelines on interoperability, nine of them are well-aligned to the European
Interoperability Framework. At the same time, 12 countries do not yet have a policy or a
guideline on interoperability. Factsheets are available at
https://joinup.ec.europa.eu/elibrary/factsheet/national-interoperability-framework-observatory-
nifo-factsheets.

European Interoperability Architecture

In general, interoperability at European Union level is promoted through several
initiatives. All together they form the interoperability governance pyramid in which each
initiative complements the other one
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Taking into account the current status of initiative efforts, the previous figure can be
transformed in the figure given in the next slide. Therefore, the European Interoperability
Strategy (EIS), accepted in 2010, focuses on the governance activities for interoperability
towards European public services, the European Interoperability Framework (EIF), accepted in
the same year, looks at the conception of European public services, the European Interoperability
Architecture (EIA) study investigates the implementation of European public services, and the
European Interoperable Infrastructure Services (EIIS) support the operation of European public
services.

INITIATIVES | EUROPEAN PUBL IC
SERVICES ACTIVITIES

EIS 0 b — | Gove;nanoe
EIF : ._ i : Cc;r—)ce::tion
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Figure 2-9

Therefore, the EIA is the practical and concrete implementation following the EIF.

At the moment, the latest achievement in the development of the EIA is the study on a
common vision for an EIA, developed in 2011, in the framework of ISA program and its action
,Towards a European Interoperability Architecture - Elaboration of a common vision for a
European Interoperability Architecture — EIA”. The scope of the study is limited to cross-border
and cross-sector interactions between Member States and between Member States and
Commission services, dealing with Administration-to-Administration interactions.

It is important to stress the difference between the common vision for an EIA and the EIA
itself. The common vision for an EIA consists of the interoperability agreements that should be
common on a European level, while the EIA consists of the solution specifications and solution
instances that implement the common vision for an EIA.

Therefore, the common vision for an EIA is implemented on the meta-level by means of
templates for interoperability agreements, and by means of a common set of interoperability
agreements that are cross-border (i.e. European), cross-sectorial, highly feasible and have a high
added value for interoperability. An interoperability agreement consists of one or more
interoperability solution specifications, and an interoperability solution specification can be
implemented by means of one or more interoperability solution instances.

The vision of the interoperability infrastructure represents a set of ICT systems that
support the delivery of European Public Services to administrations, citizens and businesses. The
ICT system can be further broken down in different interacting system components, which can be
seen as the parts of the system. A system component can be of technical nature (e.g. workflow
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engine, service register, single-sign-on module) but it can also be of functional nature (e.g. a

pattern, a methodology).

Systems and their components, as part of the interoperability infrastructure, provide
services. The term service refers to a discretely defined set of contiguous and autonomous
business or technical functionality, making it important to distinguish business services from

infrastructure services.
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In order to identify and describe common interoperability infrastructure services to
support European public services the European Commission undertook a study, which has
selected components in existing systems or systems in development that were best positioned to
be part of the solution that could deliver these EIIS. The study has also proposed implementation
options for the EIIS and defined nine EIIS:

1. Audit trail and log chronologically records information about the usage of European
public services - it collects data to examine how and when events occurred, who accessed a
system and what actions he or she performed during a given period of time.

The logged information can be the exchanged information between the system and the
users of the system (incoming and outgoing messages), the log-on data, the transaction content
and properties-time, checks and other actions performed by the users as well as actions
performed by system administrators, or automated actions initiated by the system. Audit trail and
log records data generated by system processes and which do not correspond to specific user
actions, and actions taken by identifiable and authenticated users.

2. Service registration - during the last decade Web services are being increasingly
implemented by public administrations and private companies. Web services provide access to
software systems over the Internet using standard protocols and enable e.g. public
administrations to more efficiently integrate applications and improve the accessibility to
business processes for citizens, businesses, partners, and internal staff.

Looking at the situation in the European public administrations, Member States and the
European Commission currently lack visibility on the services offered by the different service
providers across Europe. It occurs often that a public administration of a Member State and/or a
Directorate General of the European Commission starts developing a certain service it wants to
offer to internal staff, citizens and/or businesses, while a similar service is already offered by
another service provider.
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Fublish Search
& Discover
Service p Consume . Service
Provider Requestor

Figure 2-12

Service registries are central registries that provide a description of available services.
The registry presents for each service how to use them, their current status, and their physical
locations. A service registry maintains the catalogue of available services in a service-oriented
context. Service producers publish services and register them into the registry such that
consumers are able to find them. An enterprise may have one or more service registries that can
be merged to one enterprise service registry, which is called a federated service registry.

3. ldentity and access management encapsulates all the processes, policies, and
technology solutions that manage digital identities and specifies how digital identities are used to
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access resources. This infrastructure service includes entity authentication (the mechanism
needed to manage controlled access of entities to applications) and authorization (the mechanism
to define what access privileges an entity has within the application by defining roles and
groups). Note that data authentication, which verifies origin and integrity of data, is not part of
this "identity and access management” infrastructure service, as this is treated in the "data
certification" infrastructure service.
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Figure 2-13

4. Data certification is defined as the process of signing an electronic information (which
could also be an e-mail, a file or a data source), and of verifying whether the origin and integrity
of information are what they are expected to be based on certificates issued by different
Certification Authorities. This infrastructure service includes the creation, validation, and
extension of advanced electronic signatures as front-end services in conformity with the
requirements of the EC Directive. Validation of certificates and time stamping are back-end
services to provide these front-end services, and may optionally offer also a direct client
interface.

5. Data transport is the exchange of data in a reliable way by providing standardized
transport capabilities. This service facilitates communication between systems for collecting and
delivering data, and does not store the data centrally. Each system independently handles its own
data and, when required, draws data from the database and sends it to another system.

6. Data translation facilitates data transfers between systems (using their own data format,
data model and data encoding) and includes semantic translation, syntax translation and
multilingualism capabilities.

7. Workflow management orchestrates interactions between workflow participants
(human and systems) and provides each participant with the information that is necessary to
complete his or her task.
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8. Document storage is used to store and to manage documents, providing features at each
stage of the document life cycle: creation, retrieving, reviewing, versioning, distribution,
publishing, archiving and eventual destruction. This service facilitates collaboration between
different contributors to the document life cycle.

9. Structured data storage facilitates the exchange of data by providing a simple and
structured interface to access data stored in large and complex databases. This service acts as an
abstraction layer between the technical data structure of a database and the functional point of
view of a standard user. The structured data service removes the need to maintain a schema,
while your attributes are automatically indexed to provide fast real-time lookup and querying
capabilities. This flexibility minimizes the performance tuning required as the demands for your
data increase.
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The assessment of the need and relevance of common infrastructure services indicated
that from nine common infrastructure services identified by the European Interoperability
Infrastructure Services (EIIS) Study Data Certification and Identity and Access Management are
common infrastructure services with the highest need and relevance to be offered on a European

level. Assessment of services is provided in the figure below.
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From the common vision for an EIA, the interoperability agreements were prioritized and
concrete and practical solutions were discussed for the implementation of the top priority
interoperability agreements. As a result, five actions related to the prioritized interoperability
agreements and one transversal action were defined. These actions were identified as key actions
to be taken into account for the ISA Program. As shown in the table below, the solutions to be
implemented for the six resulting actions include mostly common frameworks and common

services.

44



INTEROPERABILITY IN ELECTRONIC GOVERNMENT APPLICATIONS Part 2
Action Common Framework Common
Service

Action 1- security

requirements for the exchange
of information across-border

Common specifications
for security requirements
of cross-border
information exchange

Action 2 — reuse of solution

components

Framework for sharing
and reuse of solution
components

Action 3 — central platform to
publish interoperability assets

Central platform
to publish
interoperability
assets

Action 4 — implementation of
governance for EIA and RIA

Governance framework
for EIA and RIA (incl.
templates for IOP
agreements)

Action 5 - technical
connection aspects for

electronic data exchange

Common specifications
for technical connection
aspects of cross-border
data exchange

Common
platform for
electronic cross-
border delivery

Action 6 — establishment of
contact points to govern the

technical access

Guidelines document on
how to establish contact
points
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CHAPTER 2.3
INTEROPERABILITY ASPECTS

Three main aspects of interoperability

Interoperability has 3 main aspects — organizational, semantic, and technical - which must
be taken into account when developing a public service.

Organizational aspect of interoperability arises from differences in business processes and
internal structures of organizations which are involved in the establishment and provision of
public services and need to collaborate towards mutually beneficial and agreed European public
service-related goals.

Technical aspect of interoperability is related to ability of exchanging information
between heterogeneous IT networks, applications, and theirs components. Technical
interoperability is concerned with all technical issues (technologies, standards, policies) to
guarantee that the technical components of the information systems of the collaborating
authorities will be able to work together. Therefore, technical interoperability covers the
technical aspects of linking information systems.

Semantic aspect of interoperability comes from different linguistic, cultural, legal, and
administrative environments in the Member States in particular and multilingualism in the EU in
general. The main semantic conflicts are related to the structure of data and the meaning of data,
for example, different values are used for the same entity (e.g. the value “foreigner” in one
database may mean that the person is not a citizen of the country, while in another database it
may mean that the person is not a citizen of the EU), different format for representation of the
same data, different measuring units (e.g. centimetres in one database and in inches in another),
etc.
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Organizational aspects of interoperability

Provision of public services requires collaboration of different public administration
organizations which, in their turn, differ in business processes, internal procedures, and
structures. These differences could put serious obstacles for achieving interoperability and
effective supply of public services. Therefore, it is important to understand organizational issues
and to solve them in appropriate way before establishment and provision of any public service.

Organizational interoperability arises from differences in business processes and internal
structures of organizations which are involved in the establishment and provision of public
services and need to collaborate towards mutually beneficial and agreed European public service-
related goals. Therefore, the aim of achieving organizational interoperability is to overcome all
organizational obstacles, thus being able to set up the relevant intra- and inter-organizational
workflows. In practice, organizational interoperability implies integrating business processes and
related data exchange. Organizational interoperability also aims to meet the requirements of the
user community by making services available, easily identifiable, accessible, and user-focused.

Organizational interoperability is concerned with the coordination and alignment of
business processes and information architectures that span both intra- and inter organizational
boundaries. Coordination of business processes across organizational boundaries is essential if a
single, aggregated view of a service from the customers' perspective is to be achieved.

Organizational interoperability, as the name implies, is the ability of organizations to
effectively communicate and transfer (meaningful) data (information) even though they may be
using a variety of different information systems over widely different infrastructures, possibly
across different geographic regions and cultures.

Organizational interoperability depends on successful technical, syntactical, and semantic
interoperability.

Achieving organizational interoperability requires the following activities:

e identification of the players and organizational processes involved in the delivery
of a specific service;

e full examination of their organizational processes, procedures, and structures to
determine better ways of doing business and to identify and address/remove any
possible barriers. It includes alignment of existent business processes of different
administrative entities or definition and establishment of new ones for efficient
and effective interaction. Aligning business processes implies documenting them
in an agreed way, so that all public administrations contributing to the delivery of
European public services can understand the overall business process and their
role in it;

e achieving agreement between administrative entities how to structure their
interactions. This involves finding instruments to formalize mutual assistance,

e joint action, and interconnected business processes in connection with cross-
border service provision. Examples of such instruments are Memoranda of
Understanding on joint actions and cooperation and/or Service Level Agreements
signed between participating public administrations. For cross-border action, they
should preferably be multilateral agreements;

e integrating business processes and related data exchange;

e change management to ensure the accuracy, reliability, and continuity of the
service delivered to other public administrations, businesses, and citizens.
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Achieving organizational interoperability requires some key factors set on place. These
factors are specified in the table given below.
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Key factor

Explanation

Clear link between
cross-organizational
processes/services
and the business
strategies of the
broader agencies

In a public administration environment, this means that the
design and execution of the full set of public services by each
separate agency and even more importantly the set of the new
services that will derive from collaboration and interoperation
among public administration agencies should be based on and
be compliant with the general strategy and policy of the
agencies involved and linked to their broader strategic mission
and vision

Modelling and
visualization of public
administration
services/processes

The modelling of the different processes involved in the
workflow of the administration is being perceived as a crucial
factor and it should be the first step prior to the design of new
electronic services. Appropriate modelling of services and
processes may support the service/process visualization and
vice versa. Process diagrams visualizing the integration of
systems should be structured through a series of views. These
series of views should start with a customer oriented view, or
some other actor’s view, presenting the business level and add
more and more details moving from a business perspective to a
more technical perspective. Among other things, process
modelling and visualization serve as vital preconditions to
service monitoring. Both the explicit description of an electronic
service (modelling), and the ability to monitor its current
execution state bring very valuable visibility and transparency to
the entire system

Involvement of the
users by setting up
communities of
practice in the
process of new
service design

Organizational interoperability is “user-centric’ in nature and
requires the active involvement of the users in question (in this
case, governments, public administration agencies and
citizens/businesses). To ensure this customer-centric approach
to service provision and to improve the efficacy of the public
service, public organizations need to use their constituents to
evaluate their internal processes, procedures and structures

Reuse of knowledge
and experience
related to the
execution of internal
and cross-agency
business processes
Iservices from the
private sector

Public Administration agencies can easily reuse the experiences
and models that have been successfully implemented in the
private sector. To this end, e-business models developed in the
enterprise sector should be assessed. Their use by public
administration should also be encouraged where appropriate.
Public organization could try to learn from these experiences
and transfer knowledge to their own cross-agency and
constituent relationships

Support of multi-
channel service

This requirement calls for a loosely coupled back vis-a-vis
front office systems to allow the delivery of services through

49




INTEROPERABILITY IN ELECTRONIC GOVERNMENT APPLICATIONS Part 2

delivery different and alternative channels

Identification and An organizational interoperability program needs to address
documen-tation of possible common functionality across services and develop
com-mon service means for providing this identified common functionality. This
functionality and common service layer is usually called Shared Service Layer
features across public | and/or Auxiliary Services and includes infrastructure services
administration such as authentication, e-payment, security, digital signature,
agencies electronic IDs, etc. In addition to such technical infrastructure,

under this factor one can also include artefacts such as a
common public administration service model. Instead of
having each public administration organization develop its
own infrastructure to support this type of functionalities, a
centralized approach seems to be highly preferable as it
creates economies of scale, provides common solutions for
overall public administration and releases resources to be
used effectively at the local level

Consensus on the At any time, all actors participating in an electronic service
mana-gement and (e.g. civil servants, citizens) should be able to know what is
responsibility of the status of the electronic service, in other words, who is
cross-orga-nizational |responsible for its prior, present and next step(s). It seems
processes that in most cases a central ownership of the overall service

execution should be maintained by a single organization, most
probably the actual service provider

Technical aspect of interoperability

An interoperability technology is an integrated, automated set of capabilities that makes it
easier to share resources. The shared resources are usually data, but interoperability technologies
may also promote the sharing of software, physical components, or even people. A fully
deployed interoperability technology is one whose use has already saturated most of its potential
application areas. An example of a fully deployed interoperability technology is American
Standard Code for Information Interchange (ASCII), a old standard for exchanging character data
that has almost totally replaced alternative character coding technologies such as Extended
Binary Coded Decimal Interchange Code (EBCDIC) for the global exchange of character data.
Fully deployed interoperability technologies may be extended or replaced by new technologies,
but once in place they tend to remain stable due to the high cost and lack of benefits of replacing
them with a comparable alternative.

Technical interoperability is concerned with all technical issues (technologies, standards,
policies) to guarantee that the technical components of the information systems of the
collaborating authorities will be able to work together. Therefore, technical interoperability
covers the technical aspects of linking information systems. It should be noted that technical
interoperability is concerned not only with technologies at the physical connection layer (such as
network protocols), but also with technologies that support the organizational and the semantic
layers. It includes aspects such as interface specifications, interconnection services, data
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integration services, data presentation and exchange, etc. Therefore, technical interoperability
should be ensured, whenever possible, via the use of formalized specifications

The technical interoperability is considering at the following fields:

- core technical interoperability covers all technical issues that are related to and support
the very notion of interoperability, that is, data, information and meaning exchange and/or
seamless distributed process execution (e.g. understanding the data syntax and/or semantics)
amongst different information systems and organizations;

- supportive technical interoperability covers broader technical issues that do not directly
affect this central interoperability function and that although are common in almost all
information systems implementations, become more challenging and difficult to handle in
environments where interoperation is required (e.g. availability).

In the core technical Interoperability the development and usage of the technologies are
considered following key factors:

- data schemas and definitions; - SOAs and workflows;
- Semantic Web; - Semantic Web Services.
The supportive technical interoperability is considering at following key factors:

- accessibility - the front-end of an e-Government application/system must satisfy user
needs regarding usability and accessibility (easy access to information and services);

- multilingualism and multiplatform devices — e-Government applications/systems should
be multilingual and should support multiplicity of interface devices;

- security and privacy - data confidentiality and security mechanisms are considered as
important aspects that need to be addressed in a technical interoperability dimension;

- subsidiary - the front-end should be able to provide different functionalities, modules,
and options according to user rights belonging to different user categories;

- open standards - standards play a key role in enabling technical interoperability.
Government policies that support the implementation or adoption of open standards improve
technical interoperability and benefit governments as a whole.

The main technologies are often divided into four categories: structure/information
technologies, structure/service technologies, semantic/information technologies, semantic/service
technologies.

Technical interoperability — types of integration

The Conceptual Integration focuses on concepts, metamodels, languages and model
relationships. It provides us with a modeling foundation for systemizing various aspects of
interoperability, such as:

- Interoperability of processes aims to make various processes work together. A process
defines the sequence of the services (functions) according to some specific needs of an
organization. In a networked organization, it is also necessary to study how to connect internal
processes of two organizations to create cross-organizational business process. This is supported
by the CBP (cross-organizational business process) meta-model;

- Interoperability of services is concerned with identifying, composing and executing
various applications (designed and implemented independently). Services are an abstraction and
an encapsulation of the functionality provided by an autonomous entity. Modeling flexible
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execution and composition of services can be supported by the platform-independent model for
service-oriented architecture) metamodel,

- Interoperability of information/data refers are related to the management, exchange and
processing of different documents, messages and/or structures by different collaborating entities.

The Applicative Integration focuses on methodologies, standards and domain models. It
provides us with guidelines and patterns that can be used to solve real-world ICT interoperability
issues. A methodology for applicative integration should be adapted to the business situation at
hand. It should allow for both a Model Driven Development (MDD) and an Application Driven
Methodology (ADM) approach depending on whether new solutions are to be developed or
existing solutions are to be integrated. In some circumstances there will be a need for both, e.g.
developing new services using service composition to integrate existing services. The
methodology focuses on the models to develop and how to develop them. The models in question
will depend on technical issues, business domain issues etc.

The Technical Integration focuses on the development and execution environment. It
provides us with tools and solutions to develop and execute software models.
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Figure 2-17

We will use the software bus as an architectural pattern for handling technical integration
of software systems. The software bus will make us of infrastructure and registry/repository
services. A software system can be structured according to a tiered architecture. We have
identified four main tiers that should be seen as logical separations of a software system and not
as a 4-layered architecture.

1. User interface tier provides presentation and user dialog logic. Sometimes, it is useful
to make the presentation and user dialog separation explicitly, in particular to support reuse of
user dialog on multiple platforms with different graphical capabilities, e.g. Web, PDA and
Mobile phones.
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2. User service tier provides the user’s model, which may include user session logic and
user-side representations of processes and information. It is an abstraction for a set of business
services, making the business service provision (and the communication mechanisms) transparent
to the user interface tier.

3. Business service tier provides components that represent business functionality and
pervasive functionality (vertical vs. horizontal services). This tier provides enterprise-level
services, and is responsible for protecting the integrity of enterprise resources at the business
logic level. Components in this tier can be process-oriented, entity-oriented or workflow-
oriented. For performance reasons, entity-oriented components are typically not exposed outside
of this tier.

4. Resource services tier provides global persistence services, typically in the form of
databases. Resource adapters (e.g. JDBC or ODBC drivers) provide access, search and update
services to databases and its data stored in a database management system (DBMS) like Oracle or
Sybase.

In addition to these four tiers we need a software communication bus so that services
deployed at the various tiers can interoperate both within a tier and across tiers. The Connection
interoperability is defined as “Ability of information systems to exchange signals” and is the
most basic technical interoperability. Without connection interoperability there would be no way
to transfer information between two systems. Connection interoperability assures the existence of
a common channel for the systems to send information over. The use of communication
standards such as TCP/IP solves this interoperability problem because it can be expected that
every system understands the information sent with this protocol.

Main technologies

The Technical Interoperability on the other hand refers to the mere possibility to
exchange information. Technical interoperability includes the definition of transmission routes
and protocols (for instance SOAP, HTTP, FTP, IP, SMTP). The respective standards are parts of
the technology viewpoint, for instance section "Communication”. A common language for data
description is the required technical precondition for interoperability XML is identified as the
mandatory standard for exchanging data.

The main directions of the technical interoperability technologies can be systematized as
follows:

A. Process modeling — the role models and flow charts should be used to define simple
processes. All the roles and systems related to a process must be identified, and the process steps
must be described in the form of flow charts.

The Unified Modeling Language (UML) should be used for object-oriented modeling in
the preparation and documentation of large projects. Use cases and activity diagrams are a
particularly tried-and-tested way of creating and coordinating transparent specifications. These
specifications can be reused with the respective tools.

B. Data modeling — the Entity Relationship Diagrams should be used when developing
relational database schemas. Functional data models for a special rough concept should also be
presented using ER diagrams. UML should be used in data modeling for object-oriented
applications. For instance, class diagrams are the approach of choice which can also be used in
other applications or by other tools. XML data structures can be directly generated from the
corresponding specifications.

C. Interchange formats for data - XML v.1.0 is a language derived from the Standard
Generalized Markup Language (SGML) which should be used for structured data description.
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The language enables the extension and addition of tags. The data described can be prepared for
presentation using the Extensible Stylesheet Language (XSL).

XML is to serve as the universal and primary standard for the interchange of data between
all the information systems relevant for administrative purposes. New systems to be installed
should be capable of exchanging data using XML. Existing systems do not necessarily have to be
XML-enabled.

D. Data transformation - if applications use different XML schemas, conversion from one
format to another can become necessary for data interchanging purposes. This format conversion
operation is carried out via the XSLT language defined by W3C as part of XSL (Extensible Style
sheet Language).

E. Application architecture - this direction defines programming languages and
technologies for implementing the application architecture. The first part of this are the standards
for the middleware of the e-Government architecture module with special emphasis on the aspect
of application integration. This is followed by an extension of the standards to cover applications
without middleware, so that the middleware standards can also be used for simpler applications.

E1. Application architecture with middleware - the development and integration of the
following applications (integrated applications) on the middle layer, i.e.

a. One-for-all offers (OFA offers)

b. applications which directly integrate basic components or libraries provided for this
purpose, and

c. applications designed, as a whole or in part (components), for re-use (porting) require
the use of Java 2 Platform, Enterprise Edition (J2EE) technologies. J2EE is a specification which
defines several programming interfaces and a development process. J2EE in its entirety
constitutes an architecture that considers and supports major aspects of business-critical
applications.

E2. Application architecture without middleware - in addition to the standards discussed
in the previous section, the following technology is also available for simple e-Government
applications without middleware. PHP (Hypertext Preprocessor) can be used for applications
without an integration requirement, i.e. non-distributed, stand-alone applications which do not
communicate with one of the one-for-all offers (OFA offers), with legacy systems or other e-
Government applications.

F. Client Applications - the client is a software on a terminal device which makes use of a
service offered by middleware. The client layer includes both the classical user site with all the
options state-of-threat technology has to offer in order to interact with public administrations,
with access to information possible via different media. The following media are currently the
most popular, so that optimum conditions for the widespread use of e-Government applications
will exist if the information on offer is tailored to these devices:

a. Computers (PCs, notebooks)
b. Mobile phones / personal digital assistants (PDAS)
c. External systems (e.g. ERP systems by industrial companies)

The so-called "thin client" seems to be the most promising device in terms of public
acceptance. Thin clients come with very low-profile hardware and software requirements and
rely on the server to provide as much functionality as possible.

G. Communication - within the "communication™ element, a distinction is made between
application, middleware and network protocols as well as directory services.
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G1. Middleware communication - in the case of middleware communication, a distinction
is made between server applications that communicate within an administration and client
applications outside the administration which communicate with an administration server

G2. Server-to-server communication within the administration - Java Remote Message
Interface (RMI) is particularly suitable for internal communication between Java objects. Via
RMI, an object on a Java Virtual Machine (VM) can invoke methods of an object that runs on
another Java VM. Java Remote Method Invocation is part of the Java 2 Standard Edition (J2SE)
and hence also part of the Enterprise Edition (J2EE). Simple Object Access Protocol (SOAP)
should be used for communication between the party supplying the server and the user of a server
within the meaning of the SOA reference model. SOAP can be used to exchange structured data
as XML objects between applications or application components via an Internet protocol (e.g. via
HTTP).

G3. Client-to-server communication - web services should be used for access by client
applications via the Internet to server applications at administrations. By providing a web service
layer for an existing server application, it enables client systems to invoke the functions of the
applications via the Hypertext Transfer Protocol (HTTP). A web service is a software component
which uses SOAP in order to communicate with other components via the HTTP standard
protocol. XML is used for the message content itself. XML was already described as a universal
and primary standard for the interchange of data between all the information systems relevant for
administrative purposes. The Web Service Interoperability Organization (WS-1) defines profiles
of existing standards in order to facilitate the compilation of the required standards. The profile to
be applied is WS-I-Basic v1.1 and includes XML Schema v1.0, SOAP v1.1, WSDL v1.1 and
UDDI v2.0.

G4. Network protocols - the IT environment of administrations currently uses IP v4 (RFC
0791, RFC 1700) in conjunction with TCP (Transmission Control Protocol - RFC 793) and UDP
(User Datagram Protocol - RFC 768). IP v6 is the next version of the IP protocol which is not yet
very widely used. One of the changes compared to the current version 4 is the extension of the IP
address to 128 bits in order to permit addressing of multi-embedded and mobile IP-based systems
in future.

G4. Application protocols - the File Transfer Protocol (FTP - RFC 959, RFC 1123, RFC
2228, RFC 2640) is considered the standard file transfer protocol. FTP is one of the oldest
Internet services. FTP enables the shared use of files, offers users standardized interfaces for
different file system types, and transfers data in an efficient and reliable manner. FTP is typically
somewhat faster than HTTP when larger files are to be downloaded.

G5. Directory services — the Lightweight Directory Access Protocol (LDAP v3 - RFC
2251) is an X.500-based Internet protocol which is optimized with regard to hierarchically
structured information and which is used for directory service access

Platforms enabling technical interoperability

A Service Oriented Architecture (SOA) is a software model in which the concept of a
‘service’ is an abstraction of a function used by an application. SOA logically decouples the
service requester from the service provider by isolating the service definition from a service
implementation.

SOA addresses the business demand for applications to be responsive to business needs
and to adapt to dynamic business environments. In a SOA environment one often needs to
facilitate the communications between service requesters and service providers that possess
differing service characteristics (in such cases, service metadata may be available that describes a
service’s requirements, capabilities or other general information regarding service usage).
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B. The Enterprise Service Bus (ESB) provides a vital ingredient of the SOA environment.
An ESB decouples the service requester from the service provider by mediating (if necessary) the
service interaction between communicating participants. We call this decoupling service
virtualization. Interposed between requester and provider, an ESB simplifies service connectivity
by dealing with the service selection process and handling any mismatches that might occur. For
example the requesters and providers might have different security or reliability requirements, or
the interface provided by the service might not exactly match the interface expected by the
requester. An ESB can also be used to introduce additional functionality into the communications
path between interacting services. We call this aspect-oriented connectivity.

An ESB is a recommended element for any SOA-based solution that requires mediation
to facilitate a requester-provider interchange.

An ESB includes a distributed, configurable infrastructure, whose tasks are to provide:

* Routing: The ESB acts as a match-maker between service requester and service
provider.

» Conversion: The ESB handles protocol or interaction differences.

* Transformation: The ESB can be programd to handle interface mismatches that might
occur and compensate accordingly, if possible.

* Aspect-oriented connectivity: Additional “added-value” functionality.

The services that connect to the ESB may declare their service characteristics or their
expectations relating to service interactions (including any requirements on other participants).

An ESB performs the following . h
between requestor and service 4 &e y
4
P M
communications between services G
+ X ‘ e
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Figure 2-18

The ESB is given responsibility for delivering messages between requesters and
providers, ensuring the required functionality as defined for the interaction. Service requesters
send requests which are then mediated (if required) by the ESB. The ESB routes and transforms
each request message into a format acceptable to the service provider. Service providers receive
these requests and can react to them without having to know about a request's origin. Similar
mediation takes place for any response message sent back by the service provider. The ESB is
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transparent to the service requesters and providers: it matches a service requester’s requirements
with a service provider’s capability, adding value to service interactions without changing the
service providers or requesters themselves.

Information exchange

The National Institute of Standards and Technology defined electronic data interchange
(EDI) as "the computer-to-computer interchange of strictly formatted messages that represent
documents other than monetary instruments. EDI implies a sequence of messages between two
parties, either of whom may serve as originator or recipient. The formatted data representing the
documents may be transmitted from originator to recipient via telecommunications or physically
transported on electronic storage media.” It distinguishes mere electronic communication or data
exchange, specifying that "in EDI, the usual processing of received messages is by computer
only. Human intervention in the processing of a received message is typically intended only for
error conditions, for quality review, and for special situations. For example, the transmission of
binary or textual data is not EDI as defined here unless the data are treated as one or more data
elements of an EDI message and are not normally intended for human interpretation as part of
online data processing".

The most popular EDI standards are as follows:

- American National Standards Institute Accredited Standards Committee X12
(ANSI ASC X12),

- United Nations/Electronic Data Interchange For Administration, Commerce and
Transport (UN/EDIFACT) ,

- electronic business XML (ebXML).

ANSI ASC X12, chartered by the American National Standards Institute (ANSI) in 1979,
develops EDI standards for national and global markets. With more than 315 X12 EDI standards
and increasing X12 XML schemas, ASC X12 enhances business processes, reduces costs and
expands organizational reach. Members include standards experts from health care, insurance,
transportation, finance, government, supply chain and other industries. The ASC X12 body
comes together three times each year to develop and maintain EDI standards that facilitate
electronic interchange relating to business transactions such as order placement and processing,
shipping and receiving information, invoicing, payment and cash application data, and data to
and from entities involved in finance, insurance, transportation, supply chains and state and
federal governments.

Committee members jointly develop and promote EDI standards that streamline business
transactions, using a common, uniform business language. With more than 275 transaction sets,
ASC X12 standards can be used to electronically conduct nearly every facet of business-to-
business operations.

United Nations/Electronic Data Interchange For Administration, Commerce and
Transport (UN/EDIFACT) is the international EDI standard developed under the United
Nations. The work of maintenance and further development of this standard is done through the
United Nations Centre for Trade Facilitation and Electronic Business (UN/CEFACT) under the
UN Economic Commission for Europe, in the Finance Domain working group UN CEFACT
TBG5. EDIFACT has been adopted by the International Organization for Standardization (1ISO)
as the ISO standard 1SO 9735.

The EDIFACT standard provides:
- a set of syntax rules to structure data;

S7



INTEROPERABILITY IN ELECTRONIC GOVERNMENT APPLICATIONS Part 2

- an interactive exchange protocol (I-EDI);
- standard messages which allow multi-country and multi-industry exchange.

Example of XML-based standards is Electronic Business using eXtensible Markup
Language, (e-business XML or ebXML). It is typically referred to, is a family of XML based
standards sponsored by OASIS and UN/CEFACT whose mission is to provide an open, XML-
based infrastructure that enables the global use of electronic business information in an
interoperable, secure, and consistent manner by all trading partners. The ebXML architecture is a
unique set of concepts - part theoretical and part implemented in the existing ebXML standards
work.

Telecommunication and networking

European Information and Communications Technology Industry Association (EICTA)
defines telecommunication and network Interoperability as *“the ability of two or more
networks, systems, devices, applications or components to exchange information between
them and to use the information so exchanged™'.

Quoting the Institute for Telecommunication Sciences "Interoperability involves
consideration of how information is exchanged (through networks of networks) and used
(through user-based and network-based applications and services). Interoperability issues
involve, for example, specification of protocol suites, provision of basic and enhanced
services, secure information exchange among authorized users, user selection of transit
networks and content providers, connection admission control, end-to-end quality of
service, network management, and user data element format, processing, and
storage/retrieval."”

Telecommunication networks interoperability is a topic of increasing importance, because
it is the main enabler for the vision of service convergence. Contrary to what could have been
anticipated, these trends have not produced a simplification or reduction of infrastructure and
scenarios: on the contrary, the result of this transformation is an explosion of heterogeneity, an
explosion of the number and types of:

- networks,
- services and applications,
- operators and service providers.

This world of heterogeneous elements exerts a pressing and critical demand for the
concept of interoperability and its variations:

- interoperability of networks and of network management systems,
- interworking of applications and transparency between services,

- interfacing among operators and service providers, exchange of Quality of Service
(Q0S), Service Level Agreement (SLA) information and accounting rules.

Network interoperability is indispensable in order to achieve end-to-end connectivity. The
miracle of being able to call anybody in the world using the old Public-switched Telephone
Networks (PSTNSs) is due to interoperability. The same applies for the ability to call any Global
System for Mobile communication (GSM) phone in the world, or to connect to any computer via
the Internet. The more and more diverse networks exist, the greater the need to ensure that they
can interoperate, so that end-to-end communication is possible.

At the same time, the more difficult the problem becomes. Interoperability is of benefit to
all actors of the value chain: The user benefits because he can communicate with whom he wants
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or needs anywhere and anytime, with a single terminal. The network operator benefits because it
can select the best equipment from different manufacturers according to the best price and
performance. The manufacturer benefits because it can sell the same equipment to different
countries or operators, and benefit from economies of scale in fabrication and marketing. Public
authorities benefit because they can coordinate responses from different critical infrastructures
networks.

Interoperability can be achieved either by having the two networks conform to a common
protocol standard, or by defining a standard interface to which all networks need to adhere, or by
providing a gateway between them that translates between the two protocols.

In practical terms, standards are the tools that make possible the design of interoperable
systems. Actually, to speak of interoperability is to speak of standards, and vice-versa. An
interoperability standard is a document that establishes engineering and technical requirements
that are necessary to be employed in the design of systems, units, or forces and to use the services
so exchanged to enable them to operate effectively together. There are several organizations,
some established by governments and some by industry initiatives that create standards.

The key standard groups dealing with telecommunications networks interoperability are:

- International Telecommunication Union - Telecommunications Sector (ITU-T) focus on
Multi-media, Satellite, Fiber Systems, Radio systems, Broadcast Video areas,

- European Telecommunications Standards Institute (ETSI) focus on electronic
communications networks and services, and related areas such as intelligent transportation and
medical electronics areas,

- Committee T1-Telecommunications (Committee T1) focus on Multi-media, Network
Reliability areas,

- Institute of Electrical and Electronics Engineers (IEEE) focus on Local Area Networks,
Software Languages, Test and Measurements Internet, focus on TCP/IP protocol and its Uses to
Transport Information, Telnet, FTP protocols focus,

- Engineering Task Force (IETF) on Service and Network Management,
- Network Management Forum (NMF)

Standards and agreed specifications are clearly important, but manufacturers, operators
and users will be confused if new specifications are introduced too frequently, are contradictory,
or have not has enough practical validation and pre-service trailing.

Interoperability between different types of networks encompasses the following levels of
inter-working:

- physical level (e.g. opto-electric-radio),

- network level (e.g. signaling and control functions in homogeneous and heterogeneous
networks; inter-operability between fixed & mobile networks, and optical & electrical networks;
interfacing with service-provider networks),

- application level (e.g. interfacing with content providers; user Quality of
Services(QoS)),

- management level (e.g. inter-operability between network management systems;
accounting schemes; guarantee and preservation of QoS).
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Human interface design

Human (user) interface design (HID) is a central issue for the usability of a software
product. Based on theoretical and empirical work in software ergonomics (human factors) in the
seventies and the eighties, standards have been developed for defining the usability of software
products. One of the structural basis standards has become the International Federation for
Information Processing (IFIP) user interface reference model. The model proposes four
dimensions to structure the user interface: the input/output dimension (the look), the dialogue
dimension (the feel), the technical or functional dimension (the access to tools and services), and
the organizational dimension (the communication and co-operation support). The model has
greatly influenced the development of the international standard ISO 9241 describing the
interface design requirements for usability

The dynamic characteristics of a system are described in terms of dialogue requirements
contained in seven principles of the ergonomics standard. This standard establishes a framework
of ergonomic ,,principles” for the dialogue techniques with high-level definitions and illustrative
applications and examples of the principles. The principles of the dialogue represent the dynamic
aspects of the interface and can be mostly regarded as the ,,feel* of the interface.

The seven dialogue principles are:

- suitability for the task: the dialogue is suitable for a task when it supports the user in the
effective and efficient completion of the task,

- self-descriptiveness: the dialogue is self-descriptive when each dialogue step is
immediately comprehensible through feedback from the system or is explained to the user on
request,

- controllability: the dialogue is controllable when the user is able to initiate and control
the direction and pace of the interaction until the point at which the goal has been met,

- conformity with user expectations: the dialogue conforms with user expectations when it
is consistent and corresponds to the user characteristics, such as task knowledge, education,
experience, and to commonly accepted conventions,

- error tolerance: the dialogue is error tolerant if despite evident errors in input, the
intended result may be achieved with either no or minimal action by the user,

- suitability for individualization: the dialogue is capable of individualization when the
interface software can be modified to suit the task needs, individual preferences, and skills of the
user,

suitability for learning: the dialogue is suitable for learning when it supports and guides
the user in learning to use the system.

The information presentation is described in the standard for the organization of
information (arrangement, alignment, grouping, labels, location), for the display of graphical
objects, and for the coding of information (abbreviation, color, size, shape, visual cues) by seven
attributes. The ,,attributes of presented information® represent the static aspects of the interface
and can be generally regarded as the ,,look* of the interface. The attributes are detailed in the
recommendations given in the standard. Each of the recommendations supports one or more of
the seven attributes. The recommendations for presentation of information also contribute to the
application of the dialogue principles, mainly to the conformity with user expectations.

The seven presentation attributes are as follows:
- clarity: the information content is conveyed quickly and accurately,

- discriminability: the displayed information can be distinguished accurately,
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- conciseness: users are not overloaded with extraneous information,

- consistency: a unique design, conformity with user’s expectation,

- detectability: the user’s attention is directed towards information required,
- legibility: information is easy to read,

- comprehensibility: the meaning is clearly understandable, unambiguous, interpretable,
and recognizable.

The user guidance in the standard describes that the user guidance information should be
readily distinguishable from other displayed information and should be specific for the current
context of use. User guidance can be given by the following five means:

- prompts indicating explicitly (specific prompts) or implicitly (generic prompts) that the
system is available for input,

- feedback informing about the user’s input timely, perceptible, and non-intrusive,

- status information indicating the continuing state of the application, the system’s
hardware and software components, and the user’s activities,

- error management including error prevention, error correction, user support for error
management, and error messages,

- on-line help for system-initiated and user initiated requests with specific information for
the current context of use.

Interoperable content management

The basis of interoperable content management is the unification and formalization of
data definitions. This can be set up as interoperability at “data level”. The interoperability can be
defined in similar way at the level of data structures, at the level of electronic documents, etc.
The tools for practical achievement of interoperability are well known- XML-repositories,
clearing processes and so on.

In each country most of the legislative acts set up definitions of data and documents, used
in administrations and by citizens. Those data and documents can be pointed out as a “core
components”, which represent the content created and processed by administrations. Additional
data is needed, in order to manage this content. The suitable basis for defining this data is the
service oriented administrative organization (SOAO)

The Content Management Interoperability Services (CMIS) standard defines a domain
model and Web Services and Restful AtomPub bindings that can be used by applications to work
with one or more Content Management repositories/systems.

The CMIS interface is designed to be layered on top of existing Content Management
(CM) systems and their existing programmatic interfaces. It is not intended to prescribe how
specific features should be implemented within those CM systems, not to exhaustively expose all
of the CM system’s capabilities through the CMIS interfaces. Rather, it is intended to define a
generic/universal set of capabilities provided by a CM system and a set of services for working
with those capabilities

In the common vision for an European Interoperability Architecture (EIA), a consensus is
expressed on interoperability agreements that are needed at European level for cross-border and
cross-sector interoperability between public administrations. Using the common vision for an
EIA, EC projects and Member State administrations can benefit from reusing the interoperability
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agreements and solutions that are provided or implemented at European level. The
interoperability agreements that should be included in the common vision for an EIA represent a
selection of the interoperability agreements of the Rich Internet Application (RIA). Such a
selection was made based on a scoring exercise and a consensus discussion with all participants,
leading to a working hypothesis of the common vision. This working hypothesis was revisited,
by discussing whether these EIA agreements should be added, changed or removed.

Incident handling interoperability

In recent years, the use of public e-Communications networks has expanded rapidly to
encompass a far wider range of services and applications. These networks have become critical
infrastructure for Europe’s Member States, public institutions, societies and economies.

The reformed Regulatory Framework for electronic communications networks and
services further reinforces the policy commitment to incident reporting. The new framework
addresses many different issues, but among the security and integrity provisions to be
implemented by providers, there is one that establishes a legal obligation to report serious
incidents to the competent authorities.

The Special publication 800-61 of National Institute for Standardization and Technology
(NIST) define incident as follow: “A computer security incident is a violation or imminent threat
of violation of computer security policies, acceptable use policies, or standard security practices”.
Examples of incidents are as follows: - denial of service, - malicious code, - unauthorized access,
- inappropriate usage.

Incident response has become necessary because attacks frequently cause the compromise
of personal and business data. Incidents involving viruses, worms, Trojan horses, spyware, and
other forms of malicious code have disrupted or damaged millions of systems and networks
around the world. Heightened concerns about national security and exposure of personally
identifiable information (PI1) are also raising awareness of the possible effects of computer-based
attacks. These events—and many more—make the case daily for responding quickly and
efficiently when computer security defenses are breached. To address these threats, the concept
of computer security incident response has become widely accepted and implemented in the
government, private sector, and academia. The following are benefits of having an incident
response capability:

- responding to incidents systematically so that the appropriate steps are taken,

- helping personnel to recover quickly and efficiently from security incidents, minimizing
loss or theft of information and disruption of services,

- using information gained during incident handling to better prepare for handling future
incidents and to provide stronger protection for systems and data,

- Improving properly with legal issues that may arise during incidents.

It is important that organizations have a formal, focused, and coordinated approach to
responding to incidents. To effectively implement such a capability, an organization should have
an incident response plan. The plan provides the organization with a roadmap for implementing
its incident response capability. The plan should provide a high-level approach for how the
incident response capability fits into the overall organization. The organization may need to
communicate with outside parties regarding an incident.

Planning and implementing an incident reporting scheme are challenging goals. To
achieve success, it is necessary to carefully and diligently proceed through many individual steps,
working out a huge amount of detail in the process, while balancing the sensitivities of various
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organizations and individuals with whom you will have to work and coordinate, and cooperate in
both establishing and then managing the scheme. These numerous steps together form the
lifecycle of the incident reporting scheme. The lifecycle could be depicted as a four-stage
process. It begins with identifying the incident reporting need and setting the basic goals of
scheme. The lifecycle then proceeds to engaging cooperation of the potential reporting parties —
which in fact is an ongoing effort that shouldn’t stop as long as the scheme is running. The
reporting procedures are then defined, enabling the launch of the scheme. Finally, every scheme
needs an ongoing management that would, on one hand, provide feedback that enables
adjustment of the reporting procedures, and on the other hand enable longer-term improvement
and evolution of the scheme. Thus the lifecycle may naturally flow into a re-assessment of the
incident reporting needs and to establishing additional reporting arrangements.

Semantic aspects of interoperability

Semantics is the study of meaning. It's as old as the ancient Greeks. For most of us it was
a deadly dull sub-discipline of philosophy, to be avoided. But it turns out that we can't avoid it.
We are drowning in a sea of data which occasionally is generously referred to as “information.”
But the truth is that almost all of it must be interpreted by humans to be of any use. The growth
and availability of data and, therefore, our need to consider it in decision-making and planning is
growing exponentially, and our systems, rather than helping with this, are for the most part
contributing to the problem.

Semantic technologies include software standards and methodologies that are aimed at
providing more explicit meaning for the information that's at our disposal. This takes different
forms depending on where in the information cycle the semantic technology is applied and which
area of the problem it is addressing; as we’ll get into later in this paper, there are some
commonalities between the technologies but also many differences.

The semantic framework consists of the following:
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This aspect of interoperability is concerned with ensuring that the precise meaning of
exchanged information is understandable by any other application not initially developed for this
purpose. Semantic interoperability enables systems to combine received information with other
information resources and to process it in a meaningful manner. Semantic interoperability is
therefore a prerequisite for the front-end multilingual delivery of services to the user.
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Semantic interoperability is a necessary component in achieving full interoperability since
it is concerned with ensuring that the precise meaning of exchanged information is
understandable by other parties. It is an essential design element for pan-European e-Government
services, which will have to choose between a centralized architecture using single pan-European
resources or a decentralized one supported by translation gateways.

It should be stressed from the beginning that semantic interoperability cannot be achieved
separately from the other interoperability dimensions: sharing knowledge implies that the
organizational environment makes it easy and desirable, hence addressing the two dimensions of
technical and organizational interoperability as well as the semantic one.
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The main semantic conflicts are related to the structure of data and the meaning of data.
The following categorization of semantic conflicts can be considered2:

data-level conflicts are related to differences in data domains caused by the
multiple representations and interpretations of similar data:

data-value conflicts, e.g. the value “foreigner” in one database may mean that the
person is not a citizen of the country, while in another database it may mean that
the person is not a citizen of the European Union;

data representation conflicts, e.g. a date can be represented as 06-30-2005 in one
database, as 30-06-2005 in another one and as 30-Jun-2005 in a third one;

data unit conflicts, e.g. building heights can be measured in centimetres in one
database and in inches in another one;

data precision conflicts, e.g. building heights can be graded as “high”, “medium”,
and “low” in one database and as scale A, B, C or D in another one;

data language conflicts, e.g. when information is retained in different languages.

schema-level conflicts are related to differences in logical structures and/or
inconsistencies in metadata:

naming conflicts, e.g. the name “Citizen” in one database is used to capture the
same information as the name “Beneficiary” in another database;
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e generalization conflicts, e.g. when one database has a representation for
“Citizens”, while another database has two separate representations for “Males”
and “Females”.

The issue of semantic interoperability has very specific and challenging dimensions when
it is considered in relation with setting-up pan-European e-Government Services (PEGS):

e Semantic assets are crucial in PEGS, both for achieving full interoperability, and
also for achieving proper profiling of user interfaces given the large spectrum of
European users;

e Adequate support of multilingualism is required for any existing or future PEGS
deployed in Europe;

e Mapping rules between various semantic assets is sometimes the only, but
difficult, way to achieve semantic interoperability, given that imposed uniform
standards are often impossible to achieve.

e Properly addressing such challenges in the European Union implies to develop
sophisticated semantic assets. Given that harmonization of the use of such assets is
not possible in most cases, it also implies to deploy semantic gateways, which are
services in charge of translating a message exchanged between two different
actors, or adding useful contextual information to this message to help in its good
interpretation by the recipient. To fulfill this role, semantic gateways need to
discover and collect semantic assets from clearinghouses or other registries, or
exploit those locally available.

The only way to provide semantic interoperability with sufficient reliability is to use
controlled terminologies, and controlled mapping-tables and mapping-rules for any
transformation. All those controlled terminologies, mapping-tables and mapping-rules that are
developed and used for the purpose of enabling semantic interoperability in a distributed
information system are called in the sequel Semantic Interoperability Assets (SIA). They may
take several forms (thesauri, nomenclatures, ontologies, transcoding rules, etc.) and may be
encoded using various technical standards.

Looking at all the national or international initiatives, which have produced semantic
assets used by a large user community, we can identify a few success factors that should inspire a
European policy aiming at facilitating the development of pan-European interoperable
information systems. The most noticeable success-factors seem to be organizational, from which
we can draw the following conclusions:

e long-term sustainability - a semantic asset is long and expensive to produce. It
needs to be permanently updated. Developing a semantic asset cannot be handled
through a short duration project without visibility on the follow-up. This is also
necessary to motivate the partners in the Member States to invest energy and
resources in the development and adoption of such assets;

o catering for users’ feedback - user feedback is extremely valuable for the
maintenance and the update of the semantic assets. The maintenance process must
include mechanisms ensuring that these users will have the opportunity to provide
feedback to those in charge of updating the asset;

e transparent and open process for updating - stakeholders exploiting a semantic
asset for publishing or exchanging information must have immediate access to the
manuals or publications documenting the process through which the asset evolves.
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This transparency is important to build confidence in the process, and hence in the
reliability of the organization which is responsible for governing it;

e quality policy - the process must include quality control mechanisms. This means
that it should not only establish how the asset is modified, but also what happens
exactly when an error is discovered and reported. Modifying an asset must be
planned. Transition mechanisms must be defined;

e adaptation to expected use - an asset must be designed with sufficient
understanding of its intended use. A good semantic asset is not abstract knowledge
about a domain. The choice of the terms and the granularity of the concepts must
be chosen according to the expectations and background of future users. This
obviously means that the sectors must be involved and take on an important part
of the workload;

e focus must be on the process, not on the standards - any existing nomenclature or
thesaurus may quite easily be encoded in XML. There is no other reason to
privilege a standard or another than ease of publishing and reuse;

e publish and distribute existing assets in suitable formats - several European
institutions (EU Commission, EU Parliament, European Patent Office ...) have
developed or have funded the development of a large number of multilingual
dictionaries e.g.: definitions of acronyms, definitions of terms used in legal
publications, etc. These resources should be made available in formats and under
terms and conditions that may facilitate their reuse by all those — including the
private industry - developing pan-European applications. This may require the
identification of reusable dictionaries, to encode and publish them in a convenient
exchange format (XML), and distribute them through an appropriate
clearinghouse;

e identify, reuse and extend existing assets - national public administrations and EU
institutions have a long and established track record in the development of
classification systems, i.e.: thesauri, nomenclatures, taxonomies which are
produced in the national language.

A large number of public organizations in Europe also contribute to the work of
international societies, which produce classification systems. Domains covered by such national
or international efforts are extremely diverse from cultural heritage to healthcare or other
scientific areas. PEGS should be able to reuse and extend existing assets.

registries should play a key-role - the document entitled “Technical description of target
e-Gov infrastructure for delivering PEGS”, published on behalf of IDABC explains in some
details, how semantic interoperability in open architectures may be obtained thanks to some
semantic gateways. Such architecture requests that semantic assets must be machine-browseable.
They must be available from online services, using protocols and coding standards that facilitate
the implementation of the semantic gateways.

Finally the document proposes broad lines of an action plan for the European
Commission and for concerned stakeholders in the Member States, based on the factual analysis.
The central item of the action plan is the set-up of a Semantic Interoperability Clearinghouse,
which will disseminate semantic interoperability assets developed and used by public
administrations and organizations in the EU Member States, namely: Core components with
companion terminologies, taxonomy of services and life-events, nomenclatures of public
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services, etc. A second function of the clearinghouse will be to facilitate the implementation of
the semantic gateways.

SEMIC.EU (Semantic Interoperability Centre Europe) is an EU-Project to support the
data exchange for pan-European e-Government services. Its goal is to create a repository for
interoperability assets that can be used by e-Government projects and their stakeholders.
SEMIC.EU is offering the following services for the public sector in Europe:

e it will provides access to interoperability assets, which have been developed in
previous governmental projects;

e a clearing process will safeguard certain rules and standards to assure the quality
of published assets;

e community features will be available on the platform, e. g. a forum to discuss best
practices for the use of assets;

e it will invite to seminars and workshops that are related to its activities and
e it offers coaching services for the creation and/or reuse of interoperability assets.

The SEMIC.EU platform is primarily intended as a cooperation and collaboration
platform, which deals with semantic interoperability assets. The resulting assets may be of pan-
European nature and enable a partly or fully interoperable communication between the different
administrations of the Member States.

SEMIC.EU is targeted to provide the conceptual base, technical infrastructure and support
services in order to establish a pan-European repository for interoperability assets. It is a major
goal to freely include all interested and related parties in the development of interoperability
assets using an open and community-based process.

However, SEMIC.EU is neither a governmental agency nor a standardization committee
of any kind. The platform holds neither the political power or the political intention to develop
and enforce binding communication regulations for semantic interoperability, nor the intention to
create new standards for inter-agency communication. Therefore, the SEMIC.EU platform should
not be mistaken to represent any standardization efforts of any kind but as an enabler for
harmonization between the communication partners.
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CHAPTER 2.4
EUROPEAN INITIATIVES

The main programs and projects

Interoperability has 3 main aspects — organizational, semantic, and technical - which must
be taken into account when developing a public service.

The programs IDA (Interchange of Data Between Administrations), IDA Il, IDABC
(Interoperable Delivery of European eGovernment Services to Public Administrations,
Business and Citizens), and ISA (Interoperability Solutions for European Public
Administrations) should be considered as a chain of sequent continuous efforts directed towards
improvement of Public Administrations sector in the EU.

Similarly, ICT PSP program (2007-2013) is the successor of e-TEN program (2000-
2006).

Whereas:
e eCODEX - E-justice Communication Via Online Data Exchange (2010-2013);
e epSOS — European Patients — Smart Open Services (2008-2013);
e PEPPOL - Pan-European Public Procurement Online (2008-2012);
e SPOCS - Simple Procedures Online For Cross-Border Services (2009-2012) and
e STORK - Secure Identity Across Borders Linked (2008-2012)

e are large scale pilots projects.

The IDA and IDABC programs

The IDA and IDABC programs together have provided a forum for exchange of ideas and
experience, and have lent support to the execution of Community policies through sectorial
projects leading to the establishment of a wide portfolio of operational trans-European networks
and services in traditional policy areas such as agriculture, fisheries, employment, as well as in
newer policy areas such as home and justice affairs, communicable diseases, and health and
consumer protection. They also provided administrative sectors and member states with
infrastructure services, i.e. frameworks, common services, generic and complementary tools
aiming at achieving interoperability between the back-office administrative systems and
processes, as well as between back- and front-office services

Taking into account e-Government initiatives existing at that time, the IDA Program
gradually profiled itself as an e-Government program. It was focused on ‘networks’:

. use of IT in public administrations and facilitation of transition from paper-based
to electronic exchanges across Europe;

. measures and services to be applied and used to ensure seamless interaction within
and across networks at the trans-European level.

The program main activities supporting interoperability include the preparation of the
draft version of the European Interoperability Framework and an XML Clearinghouse feasibility
study.
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The IDABC program launched in January 2005. It was a Community program managed
by the EC's Directorate-General for Informatics, working in close cooperation with the member
states and the different EC’s services concerned.

IDABC contributed to the 12010 initiative of developing of the European public sector
and played a key role in reaching the e-Europe 2005 objectives, more particularly in the field of
e-Government .The objective of the IDABC program was to identify, promote, and support:

1. The development and establishment of European e-Government services;

2.The underlying interoperable telematics networks supporting the European member
states and the European Community in the implementation of their respective policies and
activities, achieving substantial benefits for public administrations, businesses, and citizens.

To achieve its objectives, the program:
e issued recommendations,
e developed solutions,

e provided services that enable national and European administrations to
communicate electronically while offering modern public services to businesses
and citizens in Europe.

IDABC was designed to help to achieve targets set in the area of e-Government by:

e continuing to promote the introduction of information technologies to policy
domains, especially where this is facilitated by legislation;

e building a common infrastructure for cross-border information exchanges between
public administrations in order to ensure efficient communications;

e encouraging the emergence of novel services for businesses and citizens.
The program provided benefits to the following groups:

public administrations, in particular national authorities and European institutions,
because by providing a forum for information exchange and funding for IT solutions IDABC
helped the administrations to improve the efficiency of their existing networks, it also offered
generic services, common tools and guidelines that facilitate interoperability across European
borders;

e citizens and enterprises which had possibility to use directly some of the IDABC
networks or more open and efficient public services;

e IT and service providers which had opportunity to participate in the open calls for
tenders in the framework of the program.

The IDABC program worked through providing funding to actions under two headings:

e Projects of Common Interest (PCIs), which focused on the use of IT solutions
for specific sectors. They were actions in the policy areas of the EU concerning
the establishment or enhancement of pan-European e-Government services in
support of public administrations, businesses, and citizens;

e Horizontal Measures (HMs), which covered cross-sector networks, services, and
tools. These measures were actions designed to support PCls but also e-
Government in general. Firstly, they provided and maintained infrastructure
services for public services in the Community. Secondly, they initiated, enabled
and managed the provision of horizontal pan-European e-Government services to
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businesses and citizens in Europe, including related organizational and
coordination aspects.

The ISA program

The Decision on the program “Interoperability Solutions for European Public
Administrations” was adopted by the European Parliament and the Council on 16 September
2009. The program addresses the following needs:

. support the implementation of Community policies and legislation: from the
internal market through the Lisbon Strategy to the Services Directive;

. avoid e-barriers to cross-boundary interactions due to lack of interoperability and
common and shared solutions.

The ISA program focuses on back-office solutions supporting the interaction between
European public administrations and the implementation of Community policies and activities.
The program will support and promote:

. creation and improvement of common frameworks in support of interoperability
across borders and sectors;

. assessment of ICT implications of proposed or adopted Community legislation as
well as planning for the introduction of ICT systems in support of the implementation of such
legislation;

. operation and improvement of existing common services as well as the
establishment, industrialization, operation, and improvement of new common services;

. improvement of existing reusable generic tools as well as the establishment,
provision, and improvement of new reusable generic tools.

The ISA program is implemented by means of actions, i.e. studies and projects as well as
accompanying measures supporting the implementation, and is structured in accordance with the
activity clusters and accompanying measures defined in the European Interoperability Strategy.
The program’s actions are as follow:

e trusted information exchange,

e interoperability architecture,

e assessment of the ICT implications of new EU legislation,
e accompanying measures.

The ISA program is implemented by means of actions, i.e. studies and projects as well as
accompanying measures supporting the implementation, and is structured in accordance with the
activity clusters and accompanying measures defined in the European Interoperability Strategy
(EIS). The program’s actions are grouped at following clusters:

1. Trusted information exchange - the cluster tackles the challenges posed by the
different administrative, technical and legal backgrounds of the MSs, which can hinder the
smooth and secure transfer of data. The cluster deals with information that is exchanged cross-
border, typically taking place in sector specific projects. The cluster addresses topics such as
semantics, information availability and usage, trust and privacy, and the catalogue of services. An
example of actions at this cluster are: - Improving semantic interoperability in European e-
Government systems; - Methodologies for the development of semantic assets; Developing
electronic procurement for Europe - PEPPOL sustainability.
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2. Interoperability architecture - the cluster aims to further align cross-border and
cross-sector IT infrastructures that are already available. The cluster addresses a broad range of
activities:

. agreeing upon common architecture guidelines,

. creating the architecture itself,

. supporting the maintenance of the architecture,

. identifying and developing common building blocks.

An example of actions at this cluster are: Towards a European Interoperability
Architecture; - Elaboration of a common vision for a European Interoperability Architecture
(EIA); - Towards the full digitalization of EU document exchange; - Document repository
services for EU policy support.

3. Assessment of the ICT implications of new EU legislation - nowadays almost all
implementation of new EU legislation requires the support of IT systems, e.g. for the exchange of
information between authorities across borders or for the delivery of online public services to
citizens. Consideration of ICT implications early in the drafting procedure will ensure a timely
implementation of legislation and offers the possibility of reusing and adapting existing solutions
as much as possible. An example of action at this cluster are: - Contributing to efficient
implementation of EU law; - Assessment of ICT implications of EU legislation.

4. Accompanying measures - in order to support the success of the other cluster actions,
accompanying measures are set up. Typically, these are horizontal measures. Actions in this
cluster address the sharing of best practice and supporting communities. This will be done by
providing the necessary tools, platforms, campaigns and support to the communities. An example
of actions at this cluster are: - Communication for increased program effectiveness; -
Communication activities; - Evaluating progress in implementing the ISA Program; - Monitoring
and Evaluation.

The e-TEN program

The European Community e-TEN program works by giving financial assistance to
consortia consisting of public and private organizations, enabling them to make e-Services
available across the European Union. It focuses particularly on the critical validation and launch
phases of a service, when assumptions about the operating costs and the potential revenues,
savings and public benefits are put to the test. It can provide:

Currently the main focuses of e-TEN are applications and generic services in the areas of
e-Government, e-Health, e-Inclusion, e-Learning and Trust and Confidence.

The program made considerable progress in involving stakeholders from New Member
States, SMEs and public bodies. Their participation strongly favors the further deployment and
uptake of project outputs at a pan-European level and the competitive health of markets for these
and related services. Activities in the latter stage of the program promise good impacts through
the formation of sector-based value chain communities (especially in the public sector). The
emphasis placed in the latter stages of activity on inclusion in projects of the full value chain
including ‘sustaining partners’ and ‘sustaining revenue streams’ was fully validated and
represents an important lesson for future programs.

The direct effectiveness of the program in achieving deployment was thus rather modest
in all but its closing years. However, its indirect effectiveness arising from the exemplary nature
both of the program itself and of its project activities was somewhat higher. Due in some
measure to the leverage provided by an effective communication strategy, e-TEN made more
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impact from 2003 onwards. Another significant component of the substantially improved
effectiveness of e-TEN was its increased emphasis on involving the whole ‘value chain’ in
project consortia. This provided significant benefits:

- the inclusion of end-users greatly increased the likelihood of eventual deployment;

- the greater diversity of participation provided links into the portions of the wider
innovation deployment.

The ICT PCP program

ICT Policy Support Program (ICT PSP) is a major component of the EU’s
Competitiveness and Innovation Framework Program (CIP). Its main objective is to develop pan-
European, ICT-based solutions and services, most notably in the areas of public interest.

In the past, ICT PSP and IDABC program complemented each other in relation to a
number of activities. ICT PSP program launched pilot actions and the IDABC program delivered
input in support of the pilot actions. Currently, actions launched under the ISA program are
continuously coordinated and aligned with the work ongoing under the ICT PSP and/or with the
EC’s internal ICT strategy as well as with actions undertaken in the context of the European e-
Government Action Plan 2011-2015. The ICT PSP program supports mainly pilot actions to
show and validate the importance of ICT solutions in real settings, both pilot actions addressing
innovative solutions or replication of best practices and pilot actions building on member states
ongoing initiatives. The ICT PSP program does not support the implementation of solutions,
which might require an EU layer. This layer can be supported by the ISA program which
endeavors to establish common operational and reusable ICT solutions which respond to generic
needs expressed by administrative sectors and member states. As a matter of fact, the ISA
program aims at supporting the implementation of solutions whereas the ICT PSP program aims
at identifying potential solutions.

MODINIS program
MODINIS had the following objectives:

. to monitor performance of and within member states and to compare it with the
best in the world by using, where possible, official statistics;

. to support efforts made by member states in the framework of e-Europe at national,
regional or local level, by analyzing good practices and establishing a mechanism of exchange of
experiences;

. to analyze the economic and societal consequences of the information society with
a view to facilitating policy discussions, particularly in terms of industrial competitiveness and
cohesion as well as in terms of social inclusion;

. to prepare for the establishment of the future structure at European level for
network and information security issues.

Considering the work programs available at

http://ec.europa.eu/information_society/eeurope/i2010/archive/modinis/index_en.htm, it
is possible to see that every year it had some activities and actions related to e-Government. In
the context of interoperability, the most important is the study provided in.

The project outcomes can be grouped under three main areas:
e exchange of experiences and case studies,

e |ocal and regional interoperability study,
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e dissemination and promoting progress and take-up of Interoperability, including
workshops.

e-Justice communication via online data exchange (e-CODEX) program

In a Europe without borders, cross-border judicial cooperation is crucial to enable and stimulate the
mobility of citizens and businesses. In an increasingly digital society, such judicial cooperation relies on
e-Justice to facilitate the interaction between different national and European judicial actors. At a time
when the physical barriers between countries in the European Union have been removed, the digital era
poses new cross-horder challenges. Challenges related to different standards, different protocols, the
cross-border recognition of identities, mandates, electronic signatures, and so forth,

A BEuropean system of e-Justice should be accessible to citizens,
businesses, legal practitioners and the judicial authorities, which
will make use of existing modern technologies. In June 2007 the
Justice Home Affairs Council of Ministers decided that it was time
to develop, at a European level, the use of information and
communication technologies in the field of justice. INn November
2008 the European e-Justice Action Plan was launched. This plan
basically states that the European e-Justice system must be
designed while respecting the principle of the independence of
the judiciary. From a technical viewpoint, e-Justice must take into
account the more general framework of e-Government, especially
on issues like secure infrastructure and authentication,
e-Signature and e-ldentity.

The European e-Justice Action Plan outlines numerous areas of
activity for the support of the European judicial area at the
service of European citizens. Examples are access to information
in this field, dematerialization of proceedings and communication
between judicial authorities. The realization of these goals calls
for common solutions to potential digital barriers between
countries. e-CODEX aims to develop the building blocks that can
help realise this.

The goal of the project is to improve the cross-border access of citizens and businesses
to legal means in Europe as well as to improve the interoperability between legal authorities
within the EU. e-CODEX will develop building blocks that can be used in- or between member
states to support cross-border operation of processes in the justice fields. These solutions, which
will be developed in different areas from safe transportation to identity and rights management to
document standards, should enable a safe environment for users (ranging from citizens and
businesses to members of the different legal professions) to access a wide range of legal services
across Europe and will contribute to the pan-European interoperability layer for electronic
exchanges in Europe in the field of Justice. Therefore, e-CODEX is a functionality which
provides an easier (digital) way to exchange legal information between EU-countries. One of the
aims of the project is to achieve interoperability between existing national judicial systems.
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In the technical work packages (4, 5 and 6) of the e-CODEX project, the three main
building blocks for cross-border e-Justice interoperability will be developed:

- identity; - transport/payment; - documents.

The seventh work package deals with integration of these building blocks. The activities
carried out by the seventh work package to set up an architecture governance structure for the e-
CODEX project and provides a description of such structure. It also presents a reference of the
Standards and Architectural Guidelines to improve interaction, exchange, and cooperation among
European public administrations across borders and across sectors for the delivery of e-CODEX
services. Furthermore, this delivery sets the general framework for the e-CODEX methodology
discussion. The actual methodology, which provides a framework and guidelines describing how
to document the architecture and specifications, so that the necessary types and levels of
documentation fit together, is provided. Lastly, the delivery presents e-CODEX high level
scenario models of use cases, and discusses the e-CODEX security policy, which provides the
basic principles for a secure operational environment and the development of a ‘circle of trust’
among actors, citizens, businesses, legal practitioners and the judicial authorities, specifying the
obligations of the parties.

e-CODEX provide ready to use and tested solutions. The products of e-CODEX are
available for everyone without any charge. Every country will be able to implement either all or
just chosen modules and provide new functionalities for a wide range of use cases and not merely
those piloted in the project. The e-CODEX solutions are built on the basis of existing solutions in
Member States. E-CODEX will actively consult representatives from the IT industry,
standardization bodies but also Member States and stakeholders not participating in the project to
incorporate their views on the solutions proposed.

The European patients — smart open services (epSOS) project

epSOS is the European electronic Health (“eHealth™) interoperability project cofounded
by the European Commission and partners.

It focuses on improving medical treatment of citizens while abroad by providing health
professionals with the necessary patient data in a secure electronic format. In particular, epSOS
aims to offer seamless healthcare to European citizens by building and evaluating a service
infrastructure.
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The project aims to design, build, and evaluate a service infrastructure that demonstrates
cross-border interoperability between electronic health record systems in Europe. It concentrates
on developing a practical eHealth framework and ICT infrastructure that enables secure access to
patient health information among different European healthcare systems

From a Legal and Regulatory (L&R) perspective, it is important to note that the epSOS
services will be offered on a pilot basis.

As a pilot, the primary objective of the initiative is to gather information and evidence in
order to facilitate subsequent full deployment. The mission of the L&R work area is to ensure
that L&R challenges, which are critical to the realization of the epSOS pilots in real life
situations, are appropriately recognized and addressed.

This work shall support and guide the epSOS Participating Nations in transferring this
knowledge to a national level and shall support a close collaboration with the Data Protection
Authorities of all Participating Nations.

epSOS Services are subject to extremely strict data security and protection standards. All
personal medical data is protected at all times, and most importantly, patient data can only be
accessed with the informed, explicit and specific consent of the patient.

The epSOS project is about people’s cross-border healthcare and safety as well as all
about trust. The project members emphasize this fact by setting up a high level of ethic standards
as part of our project culture. These standards are based upon integrity, respect, consent and
transparency of information and behavior according to national and European legal regulations.
This aims at generating and maintaining confidence among all stakeholders and encouraging
project participants to act in a fair and responsible way.

The main outcomes of EpSOS is providing following eHealth services:
- patient summary: access to important medical data for patient treatment;

- cross-border use of electronic prescriptions (“e-Prescription” or "e-Medication"
systems);

- integration of the 112 emergency services;
- integration of the European Health Insurance Card (EHIC);
- patient access to their data.

The epSOS Patient Summary is a standardized set of basic medical data that includes the
most important clinical facts required to ensure safe and secure healthcare. This summarized
version of the patient’s medical data gives health professionals the essential information they
need to provide care in the case of an unexpected or unscheduled medical situation (e.g.
emergency or accident). Though this data is mainly intended to aid health professionals in
providing unscheduled care, it can also be used to provide planned medical care (e.g. in the case
of citizen movements or cross-organizational care paths).

In general, the electronic Prescription Service (e-Prescription) consists of electronic
prescribing and electronic dispensing:

e-Prescribing is defined as the electronic prescribing of medicine with the use of software
by a legally authorized health professional and the electronic transmission of said prescription
data to a pharmacy where the medicine can then be dispensed.

e-Dispensing is defined as the electronic retrieval of a prescription and the dispensing of
the medicine to the patient as indicated in the corresponding e-Prescription. Once the medicine
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has been dispensed, the dispenser is to report the dispensation information using the e-
Prescription software.

The epSOS e-Prescriptions electronically transmitted to pharmacies in epSOS partner
countries contain the currently available e-Prescriptions for the medications, i.e. all prescriptions
that could also be dispensed in the patient’s home country at that moment. If a prescribed medical
product is not available abroad, the attending pharmacist may, depending on the circumstances,
dispense a different brand or package size of a comparable product to the patient.

At national level various databases exist, various ways of representations exist, and
different data models and coding systems have been used. Member States (MS) use different data
models, terminologies, and coding systems to serve different purposes and so they cannot
automatically exchange information.

Therefore, before any final recommendations can be made for development, one of the
keys tasks to be undertaken is to obtain a comprehensive map of this situation in the MS. For the
cross border setting it is clear that we need access to a common European terminology to
describe a pharmaceutical product. However, it does not seem realistic to simply impose the use
of a new single standard across Europe to describe medicines and/or clinical documents more
generally because national interests must be looked at. However, current electronic prescription
systems in some MS seem to suffer from poor availability of structured and coded information.
In epSOS, it has proven to be difficult for each country to provide structured and coded data for
unambiguous processing. Therefore the common European standard should facilitate and support
MS and their development and should contribute significantly to interoperability between any
European and existing national databases of medicines. Having such a European standard could
perhaps also facilitate a pan-European development of Decision Support.

We need to address current issues, identified not just in epSOS but elsewhere including:

e unambiguous definition and description of medicinal and pharmaceutical
products,

e including unique identification;

e handling of substitution.
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In the extended project phase, which started in 2011, the epSOS project team
consolidates, scales up and operationalizes the services for ID management, security, semantics
and standards. Additionally to the two core epSOS services Patient Summary and e-Prescription
services like the patient access to their data, the Medication Related Overview (MRO), the
Healthcare Encounter Report (HCER), the integration of the 112 emergency services and the
integration of the European Health Insurance Card (EHIC) processes were analyzed and will be
tested - if feasible. These services allows to reduce international barriers of healthcare such as
different languages, health systems and IT infrastructures.

EpSOS facilitates the secure cross border exchange of patient data. This is done for
example by communicating the necessary patient data to the treating doctor or automatic
translation of relevant electronic data. Data are processed in a secure way and only with the
consent of the patient.

The pan-European public procurement online (PEPPOL) project

The PEPPOL aims at expanding market connectivity and interoperability between e-
Procurement communities. Project enables access to its standards-based IT transport
infrastructure through access points, and provides services for e-Procurement with standardized
electronic document formats (based on UBL and CEN/BII). It addresses electronic public
Procurement (thus not any generic public procurement issue falls within its domain) and focuses
specifically on interoperability in e-Procurement.

PEPPOL does not attempt to provide an integrated platform. It offers instead a modular
set of IT specifications, and associated open source interoperable software solutions that any
organization can easily install on its existing ERP systems to interoperate with others,
exchanging specific business documents. The objective of the PEPPOL solutions is to facilitate
cross-border transactions and to lower barriers for SMEs. The solutions have been designed to
operate across European borders, regions, or business sectors.

At the heart of PEPPOL is an electronic transport infrastructure allowing governments
and companies to connect their IT systems and reliably exchange data and business documents. A
common agreement on cross border procurement processes, implemented through open
standards, makes this possible. PEPPOL has developed the BIS and the BusDox (Business
Document Exchange) as its principle standards. PEPPOL supports the use of UBL 2.0 documents
and CEN/BII profiles. A CEN/BII (Business Interoperability Interfaces Profile) is a specification
of how one or more business processes, such as ordering or invoicing, are executed. PEPPOL
implements the CEN/BII profiles to define specific business scenarios. A PEPPOL Business
Interoperability Specification (BIS) is a CEN BII Profile with additional legal, organizational and
technical requirements to support pan-European use. The transport infrastructure of PEPPOL,
based on BusDox, allows organizations to securely and reliably exchange electronic documents.
BusDox is document agnostic, meaning users can transfer any kind of XML document between
any network.

PEPPOL facilitates the pre-award and post-award procurement process with standardized
components. In the pre-award phase, PEPPOL supports the public tender process with:

o validation of e-Signatures based on electronic certificates issued by authorities;

e a Virtual Company Dossier to submit standardized company information
(evidence, certificates and attestations);

e an e-Catalogue to submit offers about goods and services in a standardized format.
e In the post-award process, PEPPOL covers:
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e the e-Catalogue to exchange information about goods and services offered under
the contract;

e e-Ordering and e-Invoicing providing the buyer and suppliers with defined
procedures to share common business information;

e the Transport Infrastructure - the foundation of all PEPPOL post-award services,
based on common, national IT compatible standards and interconnecting e-
Procurement communities.

The PEPPOL Enterprise Interoperability Architecture (EIA) is a structured approach to
present the PEPPOL artifacts (project documents, specifications, user guides, software tools, etc.)
in a repository so that different stakeholders can access information relative to their specific
needs, in a consistent and flexible way. The PEPPOL EIA is a 3 dimensional cube (the figure at
the next slide). At the top, the cube comprises 4 interoperability communities, reflecting the
PEPPOL components:

e e-Signature Validation Infrastructure — validates e-Signature certificates across
EU borders;

e transport Infrastructure — enables pan-European e-Delivery of business documents
between the e-Procurement communities;

PEPPOL project
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- post-Award e-Procurement - enables the purchasing process consisting of e-Catalogue,
e-Ordering and e-Invoicing and pre-Award e-Procurement — enables the tendering process
currently consisting of e-Attestation (VCD) and e-Catalogue.

The above 4 communities are also linked to 6 dimensions: 1. ICT Architecture —
providing the ICT scope, solutions and ICT architecture for the interoperability community; 2.
Conformance and Test — comprising the requirements, processes and tools of conformance for
the different interoperability stakeholders; 3. Life Cycle Management (LCM) — processes for
LCM of business and ICT architectures; 4. Governance - comprising the governance structure,
legal framework and processes for the business and ICT architectures; 5. Marketing — including
processes and material for increasing awareness and recruiting new participants for PEPPOL
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pilot projects; 6. Business — being the business scope and business architecture of the
interoperability community.

Currently, three of the six dimensions have been put into operation: ICT Architecture,
Conformance and Test, and Governance.

Furthermore, each community dimension is divided into 5 abstraction levels: - strategy; -
framework; - models (guidelines and specifications of the different services and components); -
services and components; - designs; - implementations.

Strategy, Framework, Models, Services and Components are generic artifacts where the
Models can be instantiated into specific designs and implementations. The Services and
Components can be used in the specific designs and incorporated into the implementations.

PEPPOL Building Blocks to enable eProcurement
Award

Tendering Purchasing W

eProcurement Components =
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Figure 2-24

During its first year PEPPOL successfully specified and designed the infrastructure to
enable cross- border public procurement in Europe. The PEPPOL infrastructure was released for
beta test on 1 May 2009. Since then it has been possible to exchange business documents through
the PEPPOL infrastructure for testing purposes. For the remaining two and a half years the
project aims to construct and pilot the solution which will be operative after the project ends in
late 2011. A plan for long-term sustainability is in progress. The pilot project will facilitate the
electronic cross-border exchange of orders, invoices, and catalogues. It also includes the re-use of
company information required for bidding. The mutual recognition of electronic signatures will
also be addressed.

In order to enlarge the geographical coverage of PEPPOL, to strengthen specific focus
areas and to ensure long-term sustainability, the project budget has been increased by EUR 11.2
million. It makes a total budget of EUR 30.8 million, half of which comes from the European
Commission. Greece, Portugal, Sweden and the United Kingdom entered the project as of 1
November 2009. The PEPPOL consortium consists now of 18 partners from 12 EU countries.
The project timeframe has been extended by six months, with completion by 31 October 2011.

Small- and medium-size enterprises will benefit from reduced costs through automated
and simplified processes, and could ultimately see an increase in their sales thanks to access to
new and larger markets. The higher maturity in eProcurement at both buyer and supplier side,
will create new innovative IT projects for the software industry, by expanding optimization of
business processes to the whole supply chain. EU governments at federal, regional and local level
will see reduced costs through automated and simplified processes and reduced costs through
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more competition in bids. Electronic processes ensure transparency and better control of funds, as
well as possibility of facilitating green and sustainable procurement. PEPPOL can also contribute
to the export of domestic products and support economy modernization.

Simple procedures online for cross-border services (SPOCS) project

The project is closely related to the Service Directive which implementation calls for
setting up Points of Single Contact (PSC). The PSCs are acting as intermediaries between service
providers and the national public administrations. SPOCS aims to build the next generation of
online portals PSC, that every European country now has in place, through the availability of
high impact cross- border electronic procedures. Therefore, the SPOCS pilots are using the
SPOCS building blocks for Syndication, e-Documents, e-Delivery, e-Safe and e-Services in the
national production environment of the Points of Single Contacts in member states.

The aim of SPOCS is to develop an interoperability layer to foster the services economy
in Europe by facilitating the Service Providers to apply via the Points of Single Contact for
businesses the EU member states have set up. Therefore, the aim of our pilot is to show that the
building blocks developed within SPOCS composing this interoperability layer indeed do
function in a real life environment.

The process followed within the SPOCS to reach live testing consisted in:

- specifying the SPOCS building blocks (Syndication, e-Documents, e-Delivery, e-Safe
and e-Services);

- developing the SPOCS building blocks based on their specifications;

- deploying them in the SPOCS piloting countries;

- assessing the results and iteratively adapting the specifications and modules as needed,;
- scaling and sustaining the SPOCS building blocks.

The work packages related to technical activities are the following:

- WP1: Content syndication, multilingual issues and glossary. Its objective is to enable
content syndication related to glossaries and the multilingual reality. 27 different member states,
23 different languages, 3 different alphabets — content syndication + multilingual issues must be
qualified. Syndication is used to supply SPOCS enabled PSC’s the metadata on the available
licenses, procedures and other relevant information available from competent authorities;

- WP 2: e-Documents. Its objective is to enable understanding and recognition of e-
Documents and their authentication and validation processes. SPOCS will develop
interoperability models and common specifications for documents to assist convergence and
reduce heterogeneity;

- WP 3: Interoperable delivery, e-Safe, secure and interoperable exchanges and
acknowledgement of receipt. The objective is to enable understanding and recognition of e-
Delivery systems in different member states. SPOCS will provide solutions such that competent
authorities and PSCs of one member state can effectively communicate the outcome of an
administrational procedure (usually e-Documents) to a service provider or agency in another
member state;

- WP 4: Interoperable e-Service Directories. Its objective is to enable definition and
description of services to form a better understanding and recognition of e-Services that are
provided in different national service directories. SPOCS will focus on structuring and
seamlessly connecting resources and systems (i.e directory services/relational databases)
containing information about authorities and services.
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Such approach allow to achieve following main result of SPOCS:

- the completion of the open consultation and common specifications;

Part 2

- providing seamless electronic procedures by building cross- border solutions based on

your country’s existing systems;

- creating four pilots: Real Estate Agent, Travel Agent, Master Builder and Architect,

The project's enlargement to 9 new countries (Lithuania, Luxembourg, Malta, Norway,
Portugal, Romania, Slovenia, Sweden and the United Kingdom) pending final contractual
arrangements, its collaboration with similar large scale pilots and further new projects to be

launched.
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eDocuments
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Figure 2-26

Secure identity across borders linked (STORK) project

The aim of the STORK project is to establish a European elD Interoperability Platform
that will allow citizens to establish new e-relations across borders, just by presenting their
national elD. Cross-border user authentication for such e-relations will be applied and tested by
the project by means of five pilot projects that will use existing government services in EU
member states.

The STORK project will make it easier for citizens and businesses to access online public
services across borders by developing and testing common specifications for mutual recognition
of national electronic identity (elD) between participating countries.

It will do so by:

. developing common rules and specifications to assist mutual recognition of elDs
across national borders;

. testing, in real life environments, secure and easy-to-use elD solutions for citizens
and businesses;

. interacting with other EU initiatives to maximise the usefulness of elD services.

STORK will focus on pragmatic elD interoperability solutions, implementing several
pilot cross-border elD services chosen for their high impact on everyday life.

STORK will test cross-border services in areas:

. a demonstrator showing that cross-border electronic services can operate in a
number of member states;

. student Mobility, to help people who want to study in different member states;

. electronic Delivery, to develop cross-border mechanisms for secure online delivery
of documents;

. change of Address, to assist people moving across EU borders.
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The main achievements are as follows:

- establish a European elD Interoperability Platform that allows citizens to establish new
e-relations across borders, just by presenting their national elD (created a set of common
specification, a set of quality assurance level, a common code, six pilots in production);

- STORK sustainability action, which will address various legal and organizational
barriers to widespread implementation of STORK supported by analysis of significant business
cases and applications;

- minimization of time & cost & energy savings;

- functionality & openness of authentication components;

- reinforcement of European mobility in the Digital Single Market;

- proven variety of secure authentication dimensions to foreign e-Services;

- scalability overtime;

- easy and effective application of existing processes in cross-border context;
- trust and wide acceptance by various stakeholders.

National online services today with elD

CENTRAL GOVERNMENT
ONLINE SERVICES

LOCAL GOVERNMENT
ONLINE SERVICES

BUSINESS
ONLINE SERVICES

CITIZEN

NON PROFIT
> ORGANISATION
ONLINE SERVICES

Figure 2-27
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All MS have their own elD infrastructure

Part 2
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STORK: Communication structure
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PART 3
NATIONAL ASPECTS
CHAPTER 3.1
NATIONAL INTEROPERABILITY FRAMEWORK

Introduction

The Bulgarian national interoperability Framework for Governmental information
systems is adopted by the Council of Ministers with Decision Nr. 482 of 28 June 2006. This
document is developed in compliance with the “European Interoperability Framework for pan-
European e-Government Services” version 1.0 published in November 2004. The European
framework has been created in pursuance of the initiative “e-Europe 20057, adopted at the Seville
summit (June 2002). In accordance with its Recommendation Nr. 1: “Member State
administrations should use the guidance provided by this European Framework to introduce a
pan-European dimension into their own interoperability frameworks and administrative
infrastructures”.

The high priority of the interoperability problem has been underlined in the
Communication of the European Commission COM (2006) 45 dated 13 February 2006, entitled
“Interoperability for pan-European e-Government services”. According to it, the interoperability
is one of the four major challenges for the establishment of a Common European information
space, as it is formulated in the Strategic initiative “12010”.

The IDABC Program (Interoperable Delivery of European e-Government Services to
public Administrations, Businesses and Citizens) of the European Commission has proposed the
following “road map” for the creation of a pan-European environment, ensuring system
integration and interoperability of the information systems, passing through the following basic
phases:

e development of an “Interoperability Framework for Information Systems”;

e development of Guidelines and specific rules for System Integration and
Interoperability of applications related to the e-Government;

e development of “Architecture Guidelines and Reference Models”;

e setup of XML Clearinghouses - centralized storages of information resources,
required for achieving Interoperability;

e development of a “pan-European Administration Orientation Map”.

The interoperability framework cannot be a static document — it requires being
permanently adapted to the changes in the technologies, the standards and the administrative
infrastructures.

One of the most essential problems of the development of administrative information
systems is the achievement of system integration and interoperability — both in the context of the
information exchange between the systems of administrative bodies, and in the realization of e-
Services for citizens and organizations.

86



INTEROPERABILITY IN ELECTRONIC GOVERNMENT APPLICATIONS

The integration of the information systems (the so called “System-to-System Integration -
S2Si”) is facing a number of challenges:

e heterogeneity of the processes;

e heterogeneity of the system realizations;

e heterogeneity of the data structuring and presentation;

e requirements for security and reliability of the exchange.

Beside the discrepancies in software and technological aspect, the unregulated exchange
between the partners also represents a problem.

While the heterogeneity is not having so serious consequences in the realization of e-
services for natural persons, for the business information services where the problems of the
different providers of e-services are transferred into the corporate systems of the companies-
users, the situation is extremely serious. The problems become deeper also because of the
requirements for integration of the national systems of the EU member states with the aim to
organize cross-border e-services.

All this imposes the necessity for the development of the National Interoperability
Framework in conformity with the internationally adopted standards and the practices in the EU
member states.

Guiding principles

In accordance with Recommendation Nr. 2 of the European Framework, in order to reach
a pan-European level of the services of the authorities the following main principles have to be
adopted: - accessibility; - multi-linguistic character; - security;

- personal data protection; priority to the decentralized responsibility;
- use of open standards; - benefiting from the advantages of the open code;
- multilateral relations.

In accordance with Recommendation Nr. 3 of the European Framework, the
interoperability contains three aspects:

- technical - enabling exchange between the applied systems in various computers;
- semantic - providing one and the same meaningful content of the exchanged data;

- organizational - creating organization for the management of the processes for data
exchange and processing between different organizational structures.

Besides that, the technical interoperability is distributed on:

- the methods for data presentation;

- the methods of access;

- the methods for data integration;

- the architectures for distributed applications;

- the protocols for exchange of messages and files;

- the network services;

- the services for the security of the exchange and the storage of the messages.

The semantic interoperability is based on specific information resources of two types:
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- resources providing for morphological compatibility (nomenclatures, thesauruses,
ontologies, etc.).

- resources providing for syntactical compatibility (XML-schemes, models and schemes
of metadata, etc.).

The maintenance of the Interoperability Framework is a permanent task requiring
institutional structure and well-defined rules.

In accordance with the “Strategy of IDABC for interoperability of the content” the
following conditions have to be observed for the successful application of the Interoperability
Framework”:

- continuous stability of the basic parameters of the Framework;

- feedback from the users;

- open and transparent process of changes of the basic documents;
- policy and mechanisms for quality management;

- adaptation to the expected new applications;

- focus of the changes on the processes and not on the standards;

- publication and allocation of the resources, oriented to the provision of the
interoperability (definitions, terminologies, vocabularies, rules, etc.) in suitable formats;

- identification, enlargement and multiple use of the existing resources, oriented to the
provision of the interoperability;

- key role of the registers with meta data.

Objectives of the National Interoperability Framework

The general objectives of the unification and rationalization of the Information
infrastructure of the governmental information systems can be formulated as follows:

- social efficiency, minimization of the capital investments and the exploitations costs;
- equal treatment of the participants in the exchange;

- security, confidential exchange, personal data protection, intellectual property
protection;

- homogeneity and interoperability of the information structures — basis for macro-
management of the cybernetic principles;

- integration in the global and regional information structures.

From practical point of view the pointed out overall objectives can be achieved through:
- invariance of the access to the systems and their exchange with the environment;

- compatibility of the processes and the data flows;

- integration of the applications;

- automation of the processes of information exchange;

- multiple use of single input of data (data blocks);

- multiple use of already developed or bought software components and products;

- use of already built information systems;
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- scaling of the decisions;
- transferability and independence from the platforms;

- possibility for flexible readjustment of the procedures after changes in the environment
and the requirements.

Subject area

The interaction of the information systems in the governmental information systems in
the Republic of Bulgaria is defined in the following documents:

- Strategy for the modernization of the State Administration — from accession to
negotiation, adopted with a Decision of the Council of Ministers Nr. 465 dated 2003;

- e-Government Strategy of the Republic of Bulgaria, adopted with a Decision of the
Council of Ministers Nr. 866 dated 28 December 2002;

- Plan for the implementation of the e-Government Strategy of the Republic of Bulgaria
for the period 2003 - 2005, adopted with a Protocol Decision of the Council of Ministers dated 11
March 2004.

In essence these information systems (not depending on the common technical and
telecommunication environment) perform comparatively autonomous functions — three basic and
one auxiliary:

A. Function “Macro-management of the country” where analytic-synthetic procedures are
predominating, related to the processing of unstructured information, with non-formalized
preliminary exits and continuous time periods for generation of the decisions.

B. Function “Electronic services for the citizens and the business” where predominating
are the formalized procedures for processing of structured information in a regime close to the
real time.

C. Function “Exchange of information between the units of the administration” — data
exchange predominantly connected to the technological processes in the administration itself.
This covers: - exchange of structured data; -  exchange of unstructured data (including
graphically organized data and multimedia); - exchange of meta-data.

D. Auxiliary function “Adaptation and upgrading” which on the basis of the information
from the functioning of the three basic systems enables that analysis will be prepared for the
effectiveness of the actions of the units of the administration branch and recommendations for
their improvement.

The applications related to the e-Services are first and foremost critical for the integration
between the information systems. This is stemming from the circumstance that the latter are most
dynamic, they act in the most heterogeneous environment and include in themselves procedures
with different degree of automation.

The functions of the information systems in the governmental information systems
develop in the hierarchical environment of the public and the local administration, which from a
system point of view represents a non-canonic hierarchy (because of some autonomy of some of
the levels and the functional relations, leaping across several levels). Irrespective of this, the
principles for obtaining integration and interoperability are invariant in respect to the levels of
functioning of the information systems.

The modern infrastructure for complex e-Services supposes:
- realization of the services as a complex value added chains;
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- centralized management of the process of provision of services in its whole “life cycle”;

- requesting and receiving the services from ‘“one-stop shop” (including territorially
distributed ones).

However the exchange of data between the information systems (the applications
respectively) is realized at four levels:

« transport (between the systems);

« transactional;

* syntactic (between the applications);
* semantic

The choice of fundamental standardization platform is of crucial importance, because of
the exceptional diversity of the standards and the specifications related to the system integration
and the interoperability. The evolution of the standardization process in respect to the system
integration and the interoperability directs this choice towards the integration oriented to services.
The latter allows not only for transfer of information from one application to another application
in different information systems, but also the creation of complex application through services,
maintained in remote systems through the distribution of common business logics between the
applications.

The basic approach to the creation of the National Framework is a combination of:

- the classical Reference model for open distributed processing (international standard
ISO/IEC 1076 : 1998), which defines the infrastructure for distributed processing of information
between heterogeneous technological resources and multiple organizational domains;

- the last level in the evolution of the standards for system integration — the so-called
“Service oriented architecture (SOA)” where “loose coupled” modules of applications are
distributed, combined and used for the creation of new applications in the network.

The standardization of the information systems in the governmental information systems
in the field of the system integration and the interoperability covers wider area than that of the so-
called “formal harmonized standards” approved by official intergovernmental standardization
bodies (such as I1SO, ITU at a global level or CEN, CENELEC, ETSI — at European level). It
covers informal and hybrid standardization processes — the production of sectorial consortia, such
as: OASIS, IETF, W3Consortium, UN/CEFACT, OMG, etc.

The above mentioned standards can be divided into two main groups related to the fields
of application,:

* horizontal standards — with general application (in all areas);

» vertical standards — with application in the specific area (branch, etc.). As an example
for the objectives of the governmental information systems these can be: medical information,
banking, geographic information systems, industrial product systems, etc.

The Bulgarian National Framework is treating thoroughly only the horizontal standards,
ensuring system integration and interoperability in the information systems within the
administration. The vertical standards from areas concerned with these systems will be
maintained by branch groups and an information relation with the Register of the standards,
object of the present document, will be realized.

Relying on the definition perceived in the European Union, the National Interoperability
Framework is built on the hierarchical principle:
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* the main directions are formulated from several basic principles;

» the principles are realized by procedures, formulated in the respective methodologies
and instructions;

 the technical aspect of the interoperability is guaranteed by a dynamic series of
standards;

» the whole application of the National Framework is ensured with respective
organizational and technological events.

Basic principles

The document specifies the scenarios and the technologies for obtaining system
integration and interoperability. Here, the principles, the observation of which ensures them, are
supplemented by rules, definitions and recommendations which make them more detailed.

Principle Nr.1: In accordance with Recommendation Nr. 14 of the European
Interoperability Framework, the main factor ensuring system integration and
interoperability is the application of open internationally adopted standards. This is
guaranteed through the support of a Register of the standards with “on-line” access,
containing standards of different degree of compulsory character.

The basic criteria for choice of the standards are as follows: - openness; - level of
accessibility and maintenance; - maturity; - potential; - applicability to the national conditions.

The term “Maturity of the standards” has been introduced in compliance with the so-
called “Model of maturity of the standards” considering five levels of effectiveness and
applicability of the respective standard.

The Registers treated in the present National Framework (Register of the standards,
Register of the information objects, Register of the electronic services) are specific information
resources, intended for the developers of information systems and providers of software products
for the e-Government. This predetermines the technology and the instruments for their support.

The name “Register” in the present National Framework means both an information
resource and the Registration body in the sense of BDS ISO/IEC 6523-2:2000.

The Register of the standards is a dynamic structure, reflecting the current situation of the
standardization processes and the possibilities for their application in the current moment. The
register is supported and updated by a double-unit structure containing expert and executive part
through procedures regulated in the respective Instruction Manuals.

Principle Nr. 2: The “Service oriented Architecture (SOA) is accepted as the basis for
building of the information systems within the governmental information systems. In
accordance with SOA all procedures related to exchange of information in the
infrastructure of the governmental information systems (including: the information
exchange between the systems of the different administration units; the information
exchange between the administration and the citizens and the citizens and the companies
when delivering e-services) can be represented, defined and parameterized as “services”.

On its part, every so presented “service” forms the following hierarchical structure: -
complex (composite) service; - primary (elementary) services; - documents (information,
official); elements of data (segments, composite elements, simple elements).

In the document the term “Electronic Service (e-Service)” is defined in accordance with
the Directive of the European Parliament and the European Council Nr. 98/48/EC dated
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20.07.1998 as “a public service, provided by the administration at a distance, in electronic way,
called (activated), related to exactly defined transactions”.

The primary services provided by different units of the governmental information
systems, can be of different degree of automation (they also can contain manual operations) but
for the customer they represent an unified process with one entry and exit and with a possibility
for “on-line” tracing of the phase of execution.

In order to realizing complex services with a single interface, integrating primary services
provided by different units of the governmental information systems, all services (primary and
complex) have to be mandatory registered in the Register of the e-Services.

The Register of the e-Services organizes an environment of complex e-Services
including: standardized nomenclature and classification of the primary and the complex services,
rules for joining the services in Value Added Chains and their provision to the customers.

The entry into the Register of e-Services can be done with examination of the conformity
with the mandatory and recommended standards registered in the Register of the standards. The
Register will be supported and updated by a double-unit structure analogous to that for the
Register of the standards.

Principle Nr. 3: All services are realized as transactions of formalized information
objects — electronic documents.

“Electronic document” in the context of the “interoperability” is: "logically completed
self-describing information structure, which can be visualized and at the same time processed by
the information systems of the governmental information systems even without direct human
intervention. Here, the electronic document contains mechanisms for undisputed authentication
and protection against illegal access”.

In order to ensure traceability of the transaction process and demonstrability of the
participants in its individual steps, the storage of copies has to be provided both of the electronic
document filed by the consumer of the e-service to the provider of the service, and of the
documentary confirmation for its receipt on the part of the provider.

Definition — The transaction realizes exchange of messages between two interacting
processes, in such a way that they coordinate the performance of their functions. The transaction
protocol guarantees either the complete performance of the functions or the recovery of the
environment in the status in which it has been before the transaction in case of interruption or
fatal error.

In accordance with the general recommendations of the European Interoperability
Framework to the national frameworks of the member states, the e-Services have to be consumer
oriented: thoroughly described, correct, understandable, clearly differentiated into anonymous,
requiring identification, etc.

In order to ensure electronic documents exchange management in the governmental
information systems, every administrative unit has to maintain a system for effective
management of electronic content, consistent with: - the MoReg specification for management of
electronic recordings, based on the European Regulation 94/C 235/03; - the IDABC Strategy for
interoperability of the electronic content (document ENTR/02/21-MIDDLEWARE-XML).

Principle Nr. 4: All data of the companies and the citizens, interacting with the
governmental information systems, can be entered only once. The administration units are
obliged to use the data already gathered on a multiple basis. The holders of the information
resources are obliged to provide access thereto of all providers of e-Services using the
respective information resource on the basis of regulated rights to access.
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The single entry of the data and their multiple uses as well as the semantic interoperability
between the various applied systems of the e-Government is realized through the Register of the
information objects.

It is obligatory to enter in the Register of the information objects every electronic
document foreseen to be used in newly developed information systems as well as the segments
composing it, composite and simple elements of data. In case of presence of already registered
elements and segments from the composition of the newly proposed document, they are used in it
synonymously without repeated registration.

Every information resource, referred to the e-Government, has to have an exactly
specified owner (holder). The latter is obliged to coordinate with the Register of the information
objects every change in the structure of the information resource.

The entry of the information objects in the Register is realized with examination of the
conformity with the standards adopted to be mandatory and recommended, registered in the
Register of the standards. The Register will be supported and updated by a double-unit structure,
analogous to the Register of the standards.

The Register of the information objects has to contain a comprehensive specification of
the organizations having different rights of access to the information resources (including entry,
reading, corrections, etc.).

The management of the life cycle of the information in the e-Government systems has to
be consistent with the Recommendations of the so called “Data Management Forum (DMF)”.

“Management of the life cycle of the information” means the complex approach for
management of the data flows and the metadata associated with them in the information systems
from the formation and the initial storage to the moment of their falling into disuse.

Principle Nr. 5: In order to ensure a common interface in the information exchange
between:

a) the units of the governmental information systems;

b) governmental information systems and consumers of complex e-services
(physical persons and legal entities).

every exchange between the providers of information (units of the governmental
information systems) and the consumers of information (units of the administration,
citizens, companies) must be realized through “integration (intermediary) environment”.

Definition — according to the “IDABC architectural principles”: the intermediary
environment organizes the communications between the applications and the objects (local and
remote) by connecting different parts of the allocated IT-architecture and maintains the exchange
between remote applications.

The intermediary environment is built-up of “Basic components” performing specific
functions. The basic components are “complex autonomous, self-controlled modules of
applications having clearly defined interfaces and functions in the context of the general
architecture of the information systems within the administration”.

In accordance with recommendation Nr. 5 of the European Interoperability Framework
the transactions between the “integration environment” and the consumers should be based on
conventions for exchange, forming so called “interfaces for business interoperability”.
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Principle Nr. 6: In accordance with Recommendation Nr. 12 of the European
Interoperability Framework the security aspects of the intersystem exchange cover the
following levels:

- analysis of the global and local environment; - analysis of the type of information
during the design or enlargement of the functional capabilities of the network; - building of
the public key infrastructure (PKI); - monitoring, diagnosis and measures for protection in
a situation of threat for the information security; - controlled access to information; -
ensuring of authenticity and completeness of the information; - measures for protection at
the level of working stations, including at client’s level (including “firewalls”, antivirus
protection; Trojan horses and other programs bringing the computer systems into
undesirable status or results).

The permanent analysis of the type of information has to be performed in accordance with
the classification levels for information security, defined in the European Security Regulation,
adopted with a Decision of the European council 2001/264/EC.

The aspects pointed out cover the following areas of the definitions in the “Ordinance for
the mandatory general conditions for security of the automated information systems or networks
wherein classified information is generated, processed, stored and transferred”: - documentary
security;

- communication security; - cryptographic security; - computer security.

The exchange of electronic documents between the units of the administration should
follow the policies of the European Union for authentication and authorization of the participants
in the exchange of electronic documents and data, presented in the document “ENTR/01/67-
CONSEC SA6/IDA_Auth Pol”. This includes: - coordinated authentication of the users; - single
public key infrastructure (PKI); - unified services for the integration of the directories; - unified
services for secure exchange with external systems.

The provision of conditions for trust services is an essential element from the “Integration
environment”. Here one has to follow the “European Trust Recommendations”.

Principle Nr. 7: The adequate application of the standards for interoperability (fixed
in the dynamically supported register of the standards) in the information systems within
the administration must be realized through conformity assessment procedures.

Every software product or information system being developed or bought with the aim to
be applied in the administration has to be certified for conformity in accordance with a special
Instructions Manual.

The certification for conformity is based on conformity tests, carried out by organizations
authorized for this. The test methodic is based on the ETSI (European Telecommunication
Standardization Institute) Recommendations and are adopted by the Authority, empowered to
support the Register of the standards.

Besides the conformity with the entries in the three registers mentioned, the certification
procedure should include a testing for the minimum requirements for security, corresponding to
the European recommendations mentioned above.

Measures for practical application

The practical application of the National Interoperability Framework requires the
resolution of the following immediate tasks:

The document has to be an integral part of the e-Government strategy of Republic of
Bulgaria adopted by Decision Nr. 866 of the Council of Ministers dated 28 December 2002 The
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National Framework has to be obligatory for all newly introduced information systems in the
units of the administration.

The documentation for participation and the technical specifications for all procedures for
design, development or supply of departmental information systems in accordance with the
Public Procurement Law should be consistent with the National framework.

“A Program for bringing the existing information systems in conformity with the
National Interoperability Framework” to be developed in coordination with the ministries.

It is necessary to establish and ensure the maintenance of the centralized registers.

The registers, defined in the National Framework (Register of the standards, Register of
the information objects, Register of the e-services) give practical guidance of the contracting
authorities, the developers and the providers of information systems and software products for
the administration, as follows:

a) minimum amount of requirements, which the contracting authority has to set in his
specification;

b) minimum amount of requirements, which the contacting authority should set for the
technology of the exploitation and organization of the realization of the services provided by
him;

c) direction for the Contractor what kind of means to select for development. A barrier
is posed to the requirements which in essence draw the developments back in technological
aspect.

The creation and the functioning of the registers will be provided through the adoption of
regulating instructions on the basis of the following documents developed as annexes to the
National Framework: - “Methodology for maintenance and management of the working
processes for identification, adoption, application and development of the standards, providing
system integration and interoperability of the information systems within the administration of
the Republic of Bulgaria”.

- “Methodology for the building and support of a Register of the information objects,
ensuring system integration and interoperability of the information systems within the
administration of the Republic of Bulgaria”; - “Methodology for the building and support of a
Register of the e-services provided by the administration of the Republic of Bulgaria”.

It is necessary to adopt Instructions Manual for the order and the conditions for
Certification of the departmental information systems in respect of their conformity with the
present National Framework. In compliance with the European practice the so called “voluntary
certification” realized by bodies of professional associations has to be introduced.

It is necessary to define and ensure the creation and the exploitation of basic components
performing specific functions in the environment of the information systems within the
administration. In compliance with the basic formulations in the “e-Government Strategy of the
Republic of Bulgaria” and the analysis of the best practices in the EU member states the
following “basic components” can be pointed out as part of the “the integration environment” of
the information systems within the administration: - information intermediaries (messaging
brokers); - authorization and validation module; - module for electronic payments to the
administration; - virtual post office; - central portal;

- interfaces and adaptors to existing data basis; - server of application forms; - module for
content management; - module of a public desk for e-services.
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In this way the content of the Bulgarian National Interoperability Framework completely
covers the definition adopted by the European Union: - the rules are defined in the basic
document: - the required series of standards will be maintained dynamically in the current type in
the respective register; - the instructions for building and support of the three registers as well as
the Instructions Manual for certification of the information systems and products represent
specific guidelines for action.

The main levels of the National e-Government Technological Infrastructure

The Meta-Level ensures the interoperability of the public information systems and
consists of centralized registers and other informationresources.

The Application Level ensures the fulfillment of the common functionality of the e-
Governance activities and consists of Building Blocks, such as:
Authentication/Authorization System, e-Documents Exchange System, e-Services
Centralized Portal, e-Payment System, Geographical Information System, etc.

The Networking Level ensures full set of telecommunication services, optimization
of the transactions, security policies and intelligent supervision and management
of the resources.

Figure 3-1
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The National Document
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Figure 3-2

The Bulgarian e-Government Interoperability Framework (adopted by the Council of
Ministers on the 26th of June 2006) is based on the European Interoperability Framework and the
UN/CEFACT Recommendation No 33 named “Establishing a Single Window”’.

e UNITED NATIONS
- ECONOMIC COMMISSION FOR EUROPE

UN/CEFACT
RECOMMENDATION 32

ESTABLISHING A SINGLE WINDOW

to enhance the efficient exchange of information
between trade and sovernment
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Figure 3-3

The Interoperability Framework Environment

“THE EULGARIAN NATIONAL E-GOVERNMENT INTEROPERAEBILITY FRAMEWORK AND IT'S
ENVIRONMENT"
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The general approach of Bulgarian e-GIF

1. Basis on Service-oriented Architecture (SOA).
2. Establishment of Registry-based environment of meta-data.

3. Realization of “active interoperability” through homogeneous exchange system

between loose coupled heterogeneous systems.

4. Obligation for certification by accredited bodies.
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Figure 3-6

Figure 3-7

Basic consideration about three levels of the Interoperability:

Passive Interoperability - proceeding from the assumption that agents from different
heterogeneous environments can reach Interoperability by exchange of standardized messages.
However, this is not enough for meeting the requirements of the semantic and organizational
Interoperability components.

2. Semi-active Interoperability - a “registry-oriented” form of the Interoperability.

3. Active Interoperability - proceeding from the assumption that agents from different
heterogeneous environment can reach Interoperability only through the intermediation of
homogenous environment with internal standardized exchange.
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The Bulgarian e-GIF is based mainly on the second and the third levels:
A. Specifying three specialized registers:

the Register of Standards;

the Register of Information Objects;

the Register of Electronic Services.

B. Realizing common centralized solutions called “e-Documents Exchange System”.

The Register of the Standards

Now the “on-line” Register contains 108 internationally adopted standards and
specifications.
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The Conformance Testing Procedures

The Bulgarian e-GIF provides Certification Procedure based on Instruction of the State
Agency for Information Technology and Communications. In accordance with the European
practice this can be a “Third Party Conformity Assessment” realized by accredited bodies.
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CONCLUSIONS

The “Bulgarian National e-Government Interoperability Framework” together with the
attendant documents defines and regulates a consistent, functionally completed and efficient
environment, which meets the requirements of the system integration and the interoperability.
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CHAPTER 3.2

REQUIREMENTS OF THE
E-GOVERNANCE ACT AND ORDINANCES

Regulatory and legal framework

The following legislative documents form the national legal framework for the electronic
governance and, respectively, for interoperability:

1. The Law on e-Governance regulates three main groups of relations, namely:
- the ways of providing services to citizens electronically;

- the relationships related to the internal exchange of information and documents,
simultaneous movement of paper and electronic documents, assigning them creation, storing and
archiving of electronic documents;

- relations associated with the automated exchange of electronic documents between
administrative authorities.

In its Chapter Four “Interoperability and Information Security” the Law enacts:

“Article 43 Requirement for Interoperability: Provision of internal electronic services and
exchange of electronic documents between the administrative bodies shall be carried out in
conditions of interoperability.”

2. The Law on Electronic Document and Electronic Signature enacts that the legal
implications of electronic form of the statements are identical with the ones of a written one,
respectively, the electronic signature is equal to the handwritten one. The law established the
legal foundation for the security of electronic exchanges with a view to validity and content
integrity of electronic statements.

3. The Law on Electronic Communications regulates the public relations realized by
provision of electronic communications. The objectives of this Law are: to create the
indispensable conditions for the development of competition in the provision of electronic
communications, to support the development of the internal market for electronic
communications and to create conditions to ensure the integrity and security of public electronic
communications networks.

4. The Law on Electronic Commerce regulates public relations connected with the
implementation of electronic commerce. The e-Commerce within the meaning of this Act is to
provide the services of the Information Society. The services of the Information Society are those
services, which are usually onerous and which are provided at a distance by electronic means
upon an explicit statement by the service recipient. The Service Provider is a natural or legal
person providing services of the Information Society. The Recipient of services is a natural or
legal person who uses services of the Information Society for professional or other purposes,
including for purposes of seeking information or access to it.

5. The Law on access to spatial data aims to create conditions for access to spatial
information, providing services and implementing Directive 2007/2/EC of the European
Parliament and the Council of Europe on March 14, 2007 on establishing an Infrastructure for
Spatial Information in Europe (INSPIRE)

103



INTEROPERABILITY IN ELECTRONIC GOVERNMENT APPLICATIONS

6. The Law on Protection of Personal Data regulates the protection of the rights of
individuals when processing their personal data. The purpose of this Law is to ensure the privacy
through the protection of individuals against improper handling of related data in the free
movement of data.

The personal data is any information relating to an individual who is identified or can be
identified directly or indirectly by an identification number or one or more specific attributes.

7. The Ordinance on the general requirements for Interoperability and Information
Security (in force as of 25 November 2008, adopted by the Council of ministers Decree No 279
of 17 November 2008) provides for:

- the general requirements for interoperability and network and information security for
the needs of the provision of internal Electronic Administrative Services and the exchange of
electronic documents between the administrations;

- the keeping, storage and the access to the Register of the standards;

- the manner of accreditation of the persons referred to in Article 57 (1) of the Law on
eGovernance and the requirements for their activity;

- the methods for assessing the conformity to the requirements for interoperability and
network and information security.

The scope of Law on e-Governance
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The important obligations
e One-off data collection and creation

Administrative authorities, persons performing public functions and organizations
providing public services cannot require citizens and organizations to submit or prove such data
as they should receive them ex officio from the original data controller*

e Official notification: The original data controller should send the data officially to
all administrative authorities, persons performing public functions and
organizations providing public services, which are required by law to retain the
data and have requested to receive them

e Automated provision: The notification and request for data provision are carried
out in an automated way, electronically

e Obligation for identification: The obligations arise if the citizen, the organization,
respectively, have indicated a unique identifier

The architecture of e-Governance

The e-Governance Law and its ordinances define a new type of architecture in the
organization of administrative activities. These regulations contain a set of instructions
concerning the conduct of the interface of the administrations in their relation with citizens and
businesses. For the most part, these instructions concern the provision of administrative services
electronically.

The unification is the most important element in the transition to the new type of
administrative organization, namely “service-oriented activity”. In this regard:

a) all requests (external or internal) are treated similarly in respect to the start of
administrative processes (in terms of their quality of “initiating documents™);

b) all orders (external or internal) to the administration are treated similarly in respect
to the launch of its processes (in terms of their quality of “initiating documents”);

c) any process started by the initiating document is presented as a sequence of stages of
processing of the respective activity;

d) each stage is defined in a unified form.

In this regard, the organizational and process-oriented aspects of the re-engineering of
the Administrative Information System include:

- unification of the stages of the services and procedures;

- unification of internal administrative processes;

- unification of activities™ executed by administration;

- formation of the status of implementation of service or procedure;

- providing an uniform means for control of all activities in the administration;
- preparation of internal rules for conduct of administrative activities.

The model of organization of administrative activities in accordance with the
requirements for interoperability provides solutions to the following major problems:

Y interoperability.bg
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1. determination of the set of data which is present, organization of administrative
activities, organized as a "business-oriented services”;

2. determination of the structures and procedures that maintain the specified data;

3. definition of interface controls for receiving data from outside, in connection with the
implementation of legal requirements and compliance requirements for interoperability.

The standardization of government business processes and enabling more efficient and
effective connections across structural boundaries will result in a range of benefits for
government service users and providers. To make government services and information more
accessible and to improve the efficiency with which they are provided, government must build
the interoperability capability of its agencies, harmonize policies and regulations, integrate
programs and streamline business processes.

A more standardized and uniform set of processes will ensure that government is more
responsive to both challenges and change. The ability of agencies to respond efficiently and
effectively to policy or structural changes is enabled by interoperability between business
processes and the people and systems which support them.

The practical realization of business process interoperability in Bulgarian administration
is through creation and support of unified stages of services and procedures. Each procedure in
AIS must be composed of unified stages. These unified stages must be registered in the Register
of registers and data.

The base models for technological environment with interoperability are as follows:

1. Model of the procedures and data - this is a fundamental model, which is directly
related to the creation of other models. To be able to ensure its use it is necessary to perform
unification and formalization of the basic data set. According to interoperability, this set is called
the Core components. That is, the creation of these Core components is an integral part of
creating the model itself.

2. Model of organization of administrative activities in accordance with the requirements
for interoperability. The model provides the solutions to the following major problems:

a) determination of the set of data which is present in the organization of administrative
activities, organized as a "business-oriented services”;

b) determination of the structures and procedures that maintain the specified data;

c) defining interface controls for receiving data from outside, in connection with the
implementation of legal requirements and compliance requirements for interoperability.

3. Model for certification of IT resources to meet the requirements for interoperability.
The most important task of the model is to regulate in detail the involvement of a third party to
conduct the tests for certification.

4. Model for control of the administration in implementing the requirements for
interoperability. The model provides a complete regulation of the administrative capacity and its
use in control of the administration in implementing the requirements for interoperability.

5. Model for controllable and secure exchange of data between administrations. This
model is the basis for establishing a technical resource that implements a secure and controllable
exchange of data between administrations.
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The requirements of the Law on e-Governance

Art. 17: The technical requirements for provision for access to electronic administrative
services and the electronic administrative services providers’ policies for graphic and other
interfaces of the information systems used, as well as the types of electronic documents accepted
by the providers of electronic administrative services shall be published on the website of the
Ministry of State Administration and Administrative Reform and on the integrated portal for
access to electronic administrative services and shall be compulsory for all persons during
receiving, respectively transmitting electronic documents from and to the providers.

Art 20: The electronic documents submission by citizens and organizations shall be done:

1. on-line by using standard protocol by the means of publicly accessible web-based
application;

2. through the Unified Environment for e-Documents Exchange;
3. by other means for electronic documents submission, as specified in the Ordinance

The interfaces must ensure the performance of the electronic statements and the creation
of the electronic documents in accordance with the requirements of the Law on Electronic
Document and Electronic Signature in simple and comprehensible way for operation by the
users, including persons with disabilities.

Art 40: The administrative bodies shall be obliged to provide to each other internal
electronic administrative services related to fulfilment of their competences and to the provision
of electronic administrative services to citizens and organizations.

Internal electronic administrative services shall be provided compulsory through the
Unified Environment for e-Documents Exchange.

Art 43 - 46: Provision of internal electronic services and the exchange of electronic
documents between the administrative bodies shall be carried out in conditions of
interoperability.

The general requirements to the interoperability and information security shall be laid
down in an Ordinance.

The Minister of Transport, information technology and communications shall ensure
integration of the national information systems with those of the European Union Member States
with a view to create opportunity for provision of trans-border electronic administrative services.

The administrative bodies shall be obliged to use the established on the basis of this Law
uniform standards and rules setting out technological and functional parameters, which are
maintained by their information systems in order to achieve interoperability.

The semantic interoperability of the exchange of electronic documents between the
administrative bodies shall be ensured through:

1. unification of the titles of the data subject to keeping in databases or registers;

2. formalization of the data and of the administrative services for ensuring technological
opportunity for automatic exchange between the administrative bodies and the data processing;

The formalized data and formalized description of the electronic administrative services
shall be entered in the register of the information objects, respectively in the register of the
electronic services.
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Art. 56 - 57: The administrative bodies shall use information systems, which have been
certified for conformity with the requirements of this Law for interoperability and information
security.

When organizing public procurement for introduction of information systems, the
administrative bodies shall include compulsory requirement these systems to be certified for
interoperability and information security.

The conformity of the information systems introduced by the administrative bodies with
the established legal requirements shall be attested by the Minister of Transport, information
technology and communications. The methodology and the rules for carrying out the assessment
shall be laid down in an Ordinance.

Art 60: The Minister of Transport, information technology and communications may
carry out inspections of the information security and interoperability of a given information
system or of the measures taken by the administrative body by persons empowered by him/her,
as well as may give prescriptions for their improvement.

Ordinance on the general requirements for interoperability and information
security

Art. 1: The Ordinance shall provide for:

1. the general requirements for interoperability and network and information security for
the needs of the provision of internal electronic administrative services and the exchange of
electronic documents between the administrations;

2. the keeping, storage and the access to the Register of the standards;
R

4. the methods for assessing the conformity to the requirements for interoperability and
network and information security.

Connectivity requirements

Art. 4-5: The administrations shall be obliged to send and to receive electronic
documents among each other for the needs of provision of internal electronic administrative
services through the Unified Environment for Electronic Document Exchange (UEEDE).

In cases when the electronic documents are sent by exception through open networks, the
communication interfaces and the protocols for exchange should correspond to the compulsory
standards and the legal acts specified in the section “Communication and exchange procedures”
in the Register of the standards.

When the documents are sent on-line under a standardized protocol through a publicly
accessible web-based application, the communication interfaces and the exchange protocols
should correspond to the compulsory standards entered into the Register of the standards.

Interoperability of the data

Art 8: The presentation of figures, letters, punctuation marks and other symbols in the
information systems of the administrative bodies must be done through the standards entered in
the section “Data integration” of the Register of the standards.

The presentation of illustrations, photos and multimedia must be done through the
standards entered in the section “Consumers interfaces” of the Register of the standards.
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For compressing of the transmitted data when an electronic administrative service is
provided the following methods corresponding to the standards entered into the Register of the
standards must be used:

1. for text files — methods of compression without loss;

2. for illustrations, photos, multimedia, etc. - methods for compression with a loss can
also be used.

Art 9 - 10: In their activity the administrations shall use only unified descriptions of data,
registered in the respective sections of the Register of the registers and the data.

In cases of presence only of a non-unified description of data, the respective
administration shall create unified description of these data and shall start to use them after
registration in the Register of the registers and the data.

Interoperability of electronic documents

Art. 11 -19: The formalized electronic documents exchanged between the administrations
and issued by them towards other persons and organizations must have data organization
corresponding to the information objects entered into the Register.

The visualization applications of electronic documents and the editing applications of
electronic documents must be certified for conformity with the interoperability requirements .

The applications that ensure only visualization of electronic documents must visualize
their content, while:

1. the content of all data shall be visualized according to the instructions entered during
their registration in the Register of the information objects;

2. the name with which the data have been entered into the Register of the information
objects shall be visualized for all data;

3. access to the text of data definition with which they have been entered into the Register
of the information objects through a suitable interface shall be provided for all data;

4. indication for the name of an error in accordance with their registration into the
Register of the information objects if the verification for their validity is unsuccessful shall be
made for all data;

5. access shall be provided to the text of its definition with which it has been entered into
the Register of the information objects through a suitable interface for every error found.

The applications ensuring editing of electronic documents besides the functions for
visualization of content of an electronic document must contain also functions for:

1. recording and reading of file content of an electronic document in and out of the file
system environment, being directly under the control of the consumer of the editing application,
including when situated on a portable physical carrier;

2. introduction, correction and deletion of value for all data in an electronic document.

The applications must ensure an opportunity for establishing unconformities in the
content of a visualized or edited document with its registration into the Register of the
information objects.

Interoperability of information systems

Art 20 -23: The administrative information systems referred to in Article 4 and the
subsequent of the Ordinance on the internal flow of electronic documents and documents on a
paper copy in the administrations must correspond to specific requirements. These rules also to
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the specialized information systems ensuring fully or partially the functions of an administrative
information system as far as they create electronic documents regulated in the Ordinance on the
internal flow of electronic documents and documents on a paper copy in the administrations.

In case of automatic creation of electronic documents by an information system,
verification for the implementation of the requirements shall be performed during the creation. In
case of unsuccessful verification the creation is terminated and this shall be communicated to the
employee performing functions for processing in a non-automated regime or controlling the
automatic execution of a stage of a service or procedure, whereat the creation of the document is
being done.

The verification shall be performed by a certified application for verification for
interoperability of electronic documents integrated into the information system. The availability
of the application is an obligatory prerequisite for certification of an information system.

The information systems must ensure portability of all data contained in them in cases of
unforeseen circumstances while allowing for the transfer of the data from them into the content
of an electronic document of the type “Data for transfer between information systems” and their
introduction into another information system.

The data subject to transfer shall be identified as composition and content in the
Ordinance on the internal flow of electronic documents and documents on a paper copy in the
administrations.

The information systems must visualize the data they keep, while:

1. the content of the data shall be visualized according to the instructions entered during
their registration in the Register of the information objects;

2. for the relevant data the name with which they are entered in the Register of the
information objects shall be visualized,

3. access for the relevant data shall be provided through a suitable interface to the text of
their definition with which they have been entered into the Register of the information objects.

Compliance verification

Art 98 -101: The administrations shall be obliged to use only information systems and
program applications which are certified for conformity with the interoperability and information
security requirements established by the Law on E-Governance and the implementing
regulations.

No certification shall be made using the procedure of the Ordinance for:
- information systems intended for processing and storage of classified information;
- information systems with special purpose (national security, defense, etc.);

The certification shall be made while observing the principles of lawfulness,
independence, impartiality, publicity and equality.

The information systems and the program applications certified using the procedure of the
Ordinance shall be entered into a public list of the certified information systems kept

The specification for the development of information systems should contain explicit and
clear indication whether it falls into the scope of the administrative information systems.

Certification of applications for e-Documents

Art. 108 — 111: For every type of electronic document registered in the Register of the
information objects the interested person shall present a set of documents of the same type
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containing test data for performing tests for conformity with the registration in the Register of the
information objects. In the set of documents only one document should not contain deviations
from the registration of the respective type of document.

The tests shall be created in a way that permits the wrong values specified in them and the
irregularities in the organization of the data to present all possible deviations from the registration
of the respective type of document in the Register of the information objects. For every document
containing the test data the interested person shall present a document of the type “Registered
errors in a content of a document” which contains a description of the errors in the test document
in accordance with the nomenclature of the errors for the information objects contained in the
documents that has been entered into the Register of the information objects.

The certification for interoperability and information security of an application for
visualization or editing of electronic documents should cover the following:

1. reading and visualization of a content of an electronic document from file recorded in
the information system being under control of the consumer or recorded on an external carrier;

2. compiling of an electronic document of the type “Registered errors in content of a
document” containing the results from verification of the stored electronic document for
conformity with its registration in the Register of the information objects;

3. availability of functionality for true and correct visualization of all errors — a result
from tests with the set of documents containing test data in performing the verification;

4. availability of functionality for true and correct visualization of the messages
containing the names and the descriptions of all errors caused during the tests with the set of
documents;

5. availability of functionality for true and correct visualization of the content, the name
and the description of all data in accordance with the registration of the visualized electronic
document in the Register of the information objects.

Certification for interoperability and information security of an application for
verification of electronic documents for conformity with their registration in the Register of the
information objects

It is necessary to realize following verifications in order to establish the technical
functionality of the application for:

1. reading the content of an electronic document from a file recorded in the information
system being under control of the consumer or recorded on an external carrier;

2. creation of an electronic document of the type “Registered errors in a content of a
document” containing the results from the verification of the stored electronic document for
conformity with its registration in the Register of the information objects.

Certification of administrative information system

An interested person can request certification for interoperability and information security
of information systems. This person shall present an installation package along with a detailed
manual for installation and use.

The interested person shall be obliged to specify:

1. the data related to the certification of an application integrated in the information
system when making verification for interoperability of electronic documents;
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2. the technical requirements regarding the environment in which the information system
will be installed and tested.

For every document created by the administrative information system referred to in
Annex 1 to the Ordinance for the internal flow of electronic documents and documents on a
paper copy in the administrations, verification shall be made for:

1. the possibility for entering of the values of the data in the composition of a verified
document in manual or automatic regime;

2. the possibility for generation in manual or automatic regime of a valid document of the
verified type containing the data.

The verifications for the implementation of the requirements 2 shall be made in the
following sequence:

1. the electronic documents created during the tests shall be entered into the information
systems;

2. adocument “Data for transfer between information systems” shall be created,

3. the availability in the document referred to in p. 2 of the documents referred to in p. 1
and the data accompanying their entry shall be verified;

4. they shall be entered into the information system according to three values for every
type of data supported by it and their availability in the document referred to in p. 2 shall be
verified.

The set of data for the verification shall cover all data described in the Ordinance for the
internal flow of electronic documents and documents on a paper copy in the administrations,.

For all these data verification shall be made for:
1. true and correct visualization of the name of the data;
2. true and correct visualization of the definition of the data.

Register of certified systems and products

In the register of the certified systems and products, circumstances about information
systems and products shall be entered. This register is a data base managed by an information
system containing the descriptions of the composition and the organization of the data. History of
the entries shall be kept in the lists.

The following circumstances for objects of the type “certified systems” shall be entered
into the section “Certified systems” from the Register of the certified systems:

1. data identifying the certified system such as model, version, configuration, etc.;
2. data identifying the interested person;
3. data for the accredited person who has made the certification;

4. scope of certification including the types of electronic documents which are maintained
by the system;

5. number and date of the issued certificate.

The following circumstances for objects of the type “certified application” shall be
entered into the section “Certified applications” from the Register of the certified systems:
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1. data identifying the certified application such as model, version, configuration, etc.;

2. type of certified application - application for visualization and/or editing or application
for verification of electronic documents for conformity with their registration;

3. data identifying the interested person;
4. data for the accredited person who has made the certification;

5. scope of certification including the types of electronic documents maintained by the
application;

6. number and date of the issued certificate;

7. hyper connection for access to the installation package of the application when the
certified application has been entered as circumstance in the Register of the information objects
or in the Register of the electronic services.

The following circumstances for objects of the type “certified specification” shall be
entered into the section “Certified specifications” from the Register of the certified systems:

1. data identifying the certified specification;

2. data identifying the interested person;

3. data for the accredited person who has made the certification;
4. number and date of the issued certificate.
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CHAPTER 3.3

REALIZATION

Introduction

Unlike most current practice of autonomous development of information systems in each
administration, the requirement of the Law on Electronic Governance for single input of data
concerning citizens and businesses causes need for intense information exchange between the
administrative systems.

Therefore, the achievement of interoperability for the purpose of this exchange and a
certain acceptable level of the network and information security for administrative information
systems at all becomes a requirement for their interaction.

The impending inclusion of the Bulgarian administrative information systems for pan-
European cross-border electronic services is also linked to these conditions. Therefore, the Law
and its regulations provide requirements and measures to achieve them.

The six ordinances to the law constitute some kind of second level of regulation. These
ordinances as a whole create consistent and functionally complete environment of requirements
for information systems of the administration.

These requirements are aimed primarily at ensuring the smooth exchange of so called
internal electronic administrative services and the opportunity that the electronic administrative
services provided by each body can be included in the value-added chains without special action
by its supplier.

The requirements set out in the six ordinances mentioned above affect both "external”
behavior of information systems of administrative authority (having a direct bearing on the
interoperability) and “internal” behavior (relevant for the organization of administrative
processes, the data model and the network and information security).

Unlike the Bulgarian National Interoperability Framework, which has actually a
"framework" nature, the Ordinance on interoperability and information security introduces a
layer of requirements capable to be objectively checked in and to be underlid in the procedures
for certification of information systems and products.

The implementation of these requirements is objectified consequently the operation of the
systems composing so called "Meta-level of e-Government™:

- the Unified Environment for e-Documents Exchange (UEEDE) and
- the six registers making up the "National Administrative Data Model”.

Besides these requirements, which are included in the certification procedures, the
ordinances define a number of requirements, which are liable to subjective control.
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3.3.1
STANDARDIZATION

The selection of the standards

The choice of the fundamental platform for standardization is crucial because of the
diversity of standards and specifications relating to interoperability.

The evolution of the standardization process in terms of system integration and
interoperability refers this choice to the so called SOA (Service-Oriented Architecture). This
architecture not only allows the transfer of information from application to application in
different systems, but also the creation of complex applications through services supported in
remote systems by sharing a common business logic between applications.

The standardization of administrative information systems in the area of interoperability
and information security covers a wider area than that of the so-called "Formal harmonized
standards™ enforced by the official intergovernmental standardization bodies (eg 1SO, ITU -
globally or CEN, CENELEC, ETSI — at the European level). This includes informal and hybrid
standardization processes - production of the sector consortia as: OASIS, IETF, W3Consortium,
UN / CEFACT, OMG and others.

In terms of the fields of application the standards are divided into two main groups:
- horizontal - for general application (in all areas);

- vertical - with applications in a specified area (industry, etc.). As an example, for the
purposes of administration that can be: medical informatics, banking, geographic information
systems, industrial product systems, etc.

The evolution of the standardization process follows the paces of the evolution in the
system integration.
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Service-oriented integration — not
only transfer of information
between applications, but elabo-
ration of complex applications
from multiple “Back-End” systemg

“Service-oriented standards”

Portal-oriented integration —
visualization of internal
processes through aggregated
user interface

“Portal standards”

Process-oriented Integration -
exchange of data between
models and abstractions of
process automation

Information-oriented Integra-
tion — ability for information “Orchestration standards”

systems to have an access to
data from other systems

“Format standards”

Figure 3-12

Vertical components of interoperability

Each vertical (or sectorial) interoperability can be seen as an upgrade over the common
(or horizontal) interoperability provided by the National framework.

Some examples:

- in e-Health - standards developed by CEN / TC 251, ISO / TC 215, HL7, DICOM and
IEEE;

- in e-Banking - the standards developed by SWIFT, FIX, ISO 15022;

- in e-Learning — standards developed by ADL (SCORM), IEEE-LTSC
(LOM), etc.
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The Register of standards

The Register of the standards is a database managed by an information system containing
technical standards and specifications which have to be applied by the administrative bodies for
the provision of electronic services as well as for ensuring interoperability and information
security.

The Register shall be updated in compliance with the dynamics of the international
standardization processes and the possibilities for their application in the current moment.

The new versions of the standards entered into the Register must not create obstacles for
the functioning of the already realized solutions unless the standards used in these solutions could
lead to violation of the requirements for information security.

Standards in the meaning of the Ordinance are as follows:

1. formal harmonized technical standards in the field of the information technologies, the
electronic communications and the information security, approved by the intergovernmental
standardization bodies such as ISO, ITU — at international level, or CEN, CENELEC, ETSI — at
European level;

2. internationally adopted non-formal and hybrid technical standards and specifications in
the field of the information technologies, the communications and the information security — a
result of the standardization processes of the sector consortia such as OASIS, IETF,
W3Consortium, UN/CEFACT, OMG.

The following circumstances shall be subject to entry in the Register of the standards:

1. Standard title — the full title of the standards established by the international
organization that has drafted the standard and maintaining shall be entered translated into
Bulgarian language and in original in English language;

2. ldentifier of a standard — a code identifier of the standard established by the
international organization that has drafted the standard and is maintaining;

3. Clarification for the standard — a brief text clarification for the standard:;
4. Version — the last internationally accepted version of the standard;

5. Date — the date of the adoption of the last internationally accepted version of the
standard;

6. organization — the data for the organization that has drafted the standard and is holding;

7. text — text of the standard shall be entered if the standard is published with free access
by the organization that has drafted the standard and is maintaining it;

8. URL of a publication — the electronic address (URL) is entered on the Internet site from
which access is realized to instructions for supply of the standard if it is not with free access;

9. degree of applicability — a characteristics which can have values: “compulsory”,

2% <6 9% ¢

“recommendable”, “under control”, “white list”, “grey list” and “black list” is entered;

10. thematic belonging — a characteristics which can have values: “communication and
exchange procedures”, “web-services”, “data integration”, management of the content and

definition of meta-data”; “consumer interfaces”; “working stations”; “internal organization of the
2 (13

activity and working processes”, “management of the electronic identity” and “information
security” shall be entered;
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11. scope of applicability — the possibility for application of the whole standard shall be
entered or only the respective parts of it shall be enlisted;

12. URL batch — the automatically generated electronic address (URL) of the Internet site
from which access is realized to the content of the batch of the standard in the Register shall be
entered.

The procedure for initial entry of a standard or for changes for the entered circumstances
shall include:

- acceptance of the application for the entry;
- verification for admissibility and reasoning of the entry;
- verification whether the standard or the new circumstance has been already entered;
- making the entry or issuing of a motivated refusal for making the entry;
- information to the applicant for the refusal for the entry to be made.
In case of initial entry of a standard a batch shall be created for it.
For every created batch a unique register identifier shall be generated consisting of:

1. unique register identifier of the Register of the standards —the unique register identifier
created in the Register of the registers and the data during the registration of the Register of the
standards in it shall be entered;

2. batch number —the number in turn of the batch in the Register of the standards shall be
entered.

The Register of the standards shall be kept unlimited in compliance with the requirements
of the Ordinance as a system with a class of information security 3 or A.

The Register of the standards shall be accessible through the Internet site of the Ministry
of Transport, Information Technology and Communications. The Minister shall provide
opportunity for review of the actual status of the batches of the standards towards the moment of
the check-up as well as of their state towards a specific date back in time. Anyone can request
and can make a check-up for the entries in the Register through the Internet site of MTITC. The
checks in the Register shall be free of charge.

A Council for the standards for interoperability and information security shall be
established under the Minister of Transport, Information Technology and Communications. This
Council shall be an assisting consultation body and shall include experts assigned with an order
of the Minister of Transport, Information Technology and Communications.

The Council for standards for interoperability and information security shall take
decisions about the admissibility and the grounds for making entries in the Register of the
standards. It can hold meetings if more than the half of its members are present. The Council
approve methodology for assessment and preparation of standards in compliance with the
document “Common assessment method for standards and specifications” (CAMSS), developed
within the framework of IDABC Program of the European Commission.
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The structure of the Register of standards

The Public part

Under observation

The Working part

Black List

Figure 3-13
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The Classification of the Standards in the Register
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The home page

(®

C-©O NRG PO RS m-JEB

AbpXaBHAa areHUMA 33 MHDOPMALUMOHHHM TEXHONOMHK U CbBoWeHHS

1 » HauvoHaneH pervcTbp Ha CTaHaapTvTe 3a onepaTvBHa CbBMECTUMOCT U MH¢OpMOuMOHHO CUrypHocrt

| Hauanua CTparnua | HauMOHaneH PErncTYp Ha CTaHASPTHTE | HopmaTvera G | CBUMOCT Ha CTaHASpTHTE |

HayuoHaneH perucrop
Ha cTangapTure

Hopmarvena 6asza
CouHoCT Ha
cTanpapTuTe
Apyrv caiTose

« Onepatnena
CHEMECTHMOCT Ha
NPHNOKEHNA, CBDP3aHN
€ ENEKTPOHHOTO
NP3BUTENCTEO

« CNHCBK HA
SKPEAMTHPEHNTE NHUS

CHCTEMM M NPOAYKTH

AbprkaBHa areHuva 3a quJopmauwouuu TEeXHONOr4 1 cbobuenua

3aKOHBT 33 ENeKTPOHHOTO YNPasneHue, BNA3BLA B
cMna Ha 12.06.2008 r., ypexaa AeHHOCTTa Ha
3AMWHUCTPATMBHWTE OpraHnM npu paboTa c eneKTPOHHM
AOKYMEHTH, NPEeAOCTABAHET0 Ha  AAMWHWCTPATHBHH
YCAYrH NO eneKkTpoHeH NbT M 06MEHa Ha EneKTPOHHH
AOKYMEHTH MEXAY SBAMUHHCTPATHBHHTE OPraHH.

B cBOATA YETBLPTA rNaBa 33KOHLT PernaMeHTHpa
M3MCKBAHMATE 338  NOCTMFaHE  Ha  ONEpPaTHBHa
CbEMECTMMOCT B  MHDOPMAUMOHHWTE  CHCTEMH  Ha
3AMHHMCTPATMEHNTE OPraHH W NOCOMBA AbLPXKABHHA
OpraH, OTroBopeH 3a paspaboTBaHeTo W NPOBEXAaHeTo
H3 NONMTHKATa B Te3W 06NAaCTH, BKNIOYNTENHO OCHIECTBABAHETO HA CHOTBETHNA KOHTPON - AbPXaBHAaTa areHuna
33 MHHOPMAUMOHHM TEXHONOMMK M CbOBWeHNA.

CBrnacHo 3a3KOHa 33 eneKTPOHHOTO YNpaeneHne, HAUMOHANHATa PaMKa 33 ONEPATMBHA CbBMECTHMOCT W
Hapeafata 33 ofwWHTe M3MCKBAHWA 33 ONEPATMBHA CbBMECTMMOCT M WMHPOPMAUMOHHA CHrYpPHOCT,
3AMAHNCTPATHBHUTE MHPOPMAUMOHHW CHCTEMM B33MMOAEHCTBAT B YCNOBMATA Ha T.H. ,3KTMBH3 ONEpPaTHBHA
CHBMECTMMOCT”, KOATO C& OCLWECTBABA YPe3 KOMNNEKC OT MEPKH:

a)cnasBaHe Ha ONpeaeneHa CbBKYNHOCT OT MEXAYHAPOAHO NPHETH CTAHAAPTH;

6)M3rpaxaaHe Ha CNOMaraTenHu MHCTPYMEHTH, KaTO PEFMCTPH, NPEHOCHa CPEAa M T.H.;

B)CEPTHHMUNPAHE H3 3AMHHMCTPATMBHWTE WHGBOPMAUMOHHM CHCTEMW 33 CbLOTBETCTEME C NPAaBHNaTa W
CTaHABPTHTE 33 ONEPATMBHE CbEMECTHMOCT, pernaMeHTnpann & Hapeabara,

HacToawmnaT Perncrop Ha CTaHAapTMTe e paspafoTeH B CboTBeTCTBME ¢ 4n. 47 an. 1 Ha 3aKoHa 3a
EMEKTPOHHOTO YNPABEHHE, rMaBa YeTebpTa oT Hapeabara 3a obWHTE W3MCKBAHMA 33 ONEPATHBHA CbBMECTHMOCT
M MHHOPMAUNOHHA CHIYPHOCT W & NPEeAHAa3HaYeH 33 paspaboTynunte Ha HHAOPMAUMOHHN CHCTEMH M CRELNANHCTH
& 06nacTTa Ha HHHOPMAUNOHHH TEXHONOMMA.,

KbM HaUMOHaNHWA permcTep Ha ctaHaapTuTe
KbM HopMaTveHaTa 6asa
KbM CBLWHOCT Ha CTaHaapT1Te

Figure 3-15

121




Description of standard

INTEROPERABILITY IN ELECTRONIC GOVERNMENT APPLICATIONS
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HauvoHaneH perMcTbp Ha CTaHAapTMTe 3a onepaTMBHa CbBMECTAMOCT U MHdOp

HauanHa cTpaHHua | HEUMOHANEH PEFHCT 1P Ha CTEHASPTHTE , HopMaTheta 6aza | CHAHOCT Ha CTAHASPTHTE |

CranpgapTv 3a
KOMYHUKALMUA U
npoueaypu 3a obmen

CranpapTv 3a yeb-
yonyru

CranpgapTv 3a
MHTErpauu1a Ha A aHHW

CranpapTv 3a
ypaBneHue Ha
ChABPMAHUETO U
AeduHiMM Ha MeTa-
AaHHK

CranpapTt 3a
noTpebuTenck1
wHTepdercn
CTangapTv 3a
paboTHM CTaHL MM

CraHgapTv 3a
BbTPEeWwHa
0praHv3aumMa Ha
AeHHoCTTa 1 paboTHM
npoyecy

CrangapTv 3a
yNpaBneHve Ha
EeneKTpoHHaTa
MAEHTUUHOCT

CranpapTv 3a
vHdopMayoHHa
CUrypHOCT

MonsA, BvBEAETE A3Ta KbM KOATO @ BanWaeH
CTaHAspTa

HaumMeHoBaHWe Ha CTAHAAPT:

YaenTudmuKaTop Ha CTaHAapPT:
MoAcHeHwe Ha cranpapra:

Bepcua Ha cTanpapra:

Aata:

Opranvsayma:

URL na nybnukayma:

CTeneH Ha NPUAOMUMOCT:
TemMaTvuHa NPUHAANENHOCT:
D6xBAT HA NPUAONKMMOCT:
URL na napTupara:

BpemMe Ha BnvcBaHe:

Onucanwa na obcToatencreata

Post Office Protocol (POP3)

2009-06-05

MNotewpam

Post Office Protacol (POP3)

RFC 1939

MOWEHCKHAT NPOTOKON & NPeAHA3HAYeH 338 YCTAHOBABAHE Ha AWHaMWY
CTAHUMA A& NOYYH NOLWAE, KOATO ChPEBPLT CBXPAHABA 33 HER.
3.0

01.5.1995r.

Interrnet Engineering Task Force (IETF)

ceobogeH A0CTBN

3AABNHHTENEH

KOMYHHKAUHA M NPOUEAYPH 33 06MeH

UEnWA CTaHaapT

Post Office Protocol (POP3)

11.5.2009r,

Teker

Figure 3-16
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Characteristics of standard
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(( I )) HauwoHaneH pervcTbp Ha CTAHAAPTUTE 3a oNepaTMBHa CbBMECTUMOCT
HavanHa cTpaHiua | HauvioHaNeH perkcTp Ha CTaHASPTHTE | HopMaTveHa 6aza | CBILHOCT Ha CTAHAAPTHTE
Mpernea Ha uanoTo Onucanva Ha oficToaTencreata

ChABPWAHHE Ha CalTa

Cranpapti 3a oficroaTencTeo BPEME HA BMCB3HE  33ABMTEN HA BNHCBAHE
:;m;:;‘:“::nﬁum HABHTHDHKATOP Ha CTAHAZPT 11.5.2009r, AAMTC

HAHMEHOBAHWE HA CTAHASPT 11.5.2009r. HoHKko BomrHoB

CranaapTy 3a yeb- o

yenyri BEPCHA Ha CTaHAapTa 11.5.2009r. HoHKko BoHHOB
cr pTH3a AaTa 11.5.2009r, FoHko BowrHos
WHTErpauys Ha JaHH | NOACHEHHE HA CTAHAAPTA 11.5.2009r. FoHko BownHos
S Rantins OpraHusauma 11.5.2009r. FioHKko BowiHoE
ypasnexue Ha URL Ha nyBnikaumna 11.5.2009r. FAoHKD BowHHOB
CHABPMAHAETO K CTEMNEH Ha NPHADKMMOCT 11.5.2009r, HoHKo BoHHOB
::2::”“"" HaMETa~ [ atiaHa NPHHAANEHHOCT 11,5.2009r, HoHKko BoxnHoB
E 0BxBaT Ha NPUNOXMMOCT 11.5.2009r, HoHKko GoxuHoB
n;mi "6:::;?“ URL Ha napTHaa 11.5.2009r. FioHKko BowHoB
uHTepdedcu TEKCT Ha CTAHASPTA 11.5.2009r. HoHKo DoHHOB
CTanaapTH 3a

paboTHH CTaHLMK

CranpapTH 3a

BbLTpEWHa

OpraHMsaumMa Ha

AeRHoCTTa U pabioTHu

npouecu

CranpapTy 3a

YNnpasneH1e Ha

ENeKTpoOHHaTa

HAEHTHYHOCT

CTanpapTy 3a

uHopMaLHoHHa

CUrypHOCT

5] Kowue

Figure 3-17

123



INTEROPERABILITY IN ELECTRONIC GOVERNMENT APPLICATIONS

Concrete characteristic
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X

(((0))) HaunoHaneH perucTbp Ha cTaHAapTUTE 3a onepaTuBHa CbBMeC

CUTMYPHOCT

Hauanna cTpaHnua | HalHOHaneH perncTp Ha cTaraapTiTe | Hopmathena 6asa | CulHOCT Ha cTanaspThTe |

Post Office Protocol (POP3)

lﬁl Hoe enemMeHT EPB&BK‘I‘MDGHB Ha eneMeHT X M3TpHBaHE Ha ENeMEeHT %VHDBBHBHMB Ha paspeweHnsa | MNpeaynpex,

HavmeHoBaHWe Ha CTaHgapT
3aABMTEN Ha BNMCBaHe
¥PH Ha 3aABNEHKETO 3a BNMCBaHe

Bpeme Ha BNMCBaHe

CNyXUTen M3Bbpuwun BNMcBane
Y¥PH Ha pervcTep Ha cTaHgaprure
Homep na naprupa

Homep Ha BnucBaHe

¥PW na obcroatencreo

CvAbpxkanve Ha ofictoatencreo

DbcroaTencreo

Co3A348H0 & 11.5.2009 1. 14:30 oT CHCTEMEH BKaYHT
Mocneana npomana B 11.5.2009 1, 14:30 oT CHETEMEH aKayHT

Post Office Protocol (POP3)
AoHKO BoXHHOE

URI-2238

11.5.2009 r. 00:00
SERVER4\ionko

13

76

596

3

MNoWweHCKWAT NPOTOKON & NPEAHA3HAYEH 33 YCTAHOBABAHE Ha
AHHAMHYEH A0CTLN HA paﬁoma’ra CTAHUHA 40 NOWEHCKHA CHPELP.
To#H nozsonasa Ha paﬁo‘rna'ra CTAHUHA A& NONYYH Nowa, KoATo
ChPBBLPLT CEXPAHABA 38 HERA.

MOACHEHHE Ha CTaHAapTa

Figure 3-18
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3.3.2
NATIONAL DATA MODEL
REGISTERS

e-Government National Data Model

For the purpose of providing electronic administrative services across the entire Bulgarian
Public Administration, a National Data Model is required to ensure semantic interoperability of
data. Therefore, all data requires a unified definition that includes:

- Data Name and
Extended Data Explanation.

The inclusion of the 'Extended Data Explanation' component in the descriptions of unified
data definitions is a precondition for establishing the context in which they are used. Once
qualitative good unified data definitions are developed, they provide a sufficient basis for making
the relevant formalized definitions in XML format. Further, data unification by using the scheme
‘Data Name / Extended Data Description’ enables standardization of interfaces for editing and
virtualization purposes.

The next figure shows the National Data Model with its interrelationships of Registers,
which will be explained in more detail further.
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e-Government National Data Model

non-unified data
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document
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Document Document
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Interoperable Content Management

The basis of interoperable content management is the unification and formalization of
data definitions. This can be set up as interoperability at “data level”. The interoperability can be
defined in similar way at the level of data structures, at the level of electronic documents, etc.
The tools for practical achievement of interoperability are well known- XML-repositories,
clearing processes and so on.

In each country most of the legislative acts set up definitions of data and documents, used
in administrations and by citizens. Those data and documents can be pointed out as a “core
components”, which represent the content created and processed by administrations.

Additional data is needed, in order to manage this content. The suitable basis for defining
this data is the service oriented administrative organization (SOAO).

The electronic services can be represented by the definitions of service request, service
response(s) and service workflow description. The service requests and response(s) are electronic
documents, consisting of a set of data types, registered in the e-Government XML-repository,
named by the Law on e-Governance as Register of information objects.

Each type of electronic documents used by administrations has to be registered in the
Register of information objects. The purpose of this registration is to legalize the XML-
construction of the type of document and the availability of free of charge certified viewer  for
document’s content.

The availability of a certified viewer guarantees the interoperability related to the user’s
understanding of the document’s content.

The interface of electronic services has to be registered in the Register of electronic
services. The main component of registration is the service interface definition represented by
documents transferring the content of service request and service response(s). Those documents
have to be legal, which means that they have to be already registered in the Register of
information objects.

The second component of registration is the service workflow. The legalization of service
interface and service workflow guarantees the interoperability related to usage and execution of
electronic services.
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The “heart” of interoperability

The Bulgarian meta-datamodel Register of the information Objects
consists of definitions for:
e Terms
* Values
e Nomenclatures \_ -
* Segments
The main part of the definitions The e-documents are the 5-th type of
for values, nomenclatures and information object, liable to registration.
segments is the corresponding This registration guarantees that for every
XML- construction. e-documentis available free of charge

application for viewing or editing.

The process of registration and the Register of the information objects itself are under
regulation of the Ordinance on the Registers of the information objects and the electronic
services

Figure 3-19

A matter of fact

The process of registration and the / Register of the
Register of the electronic services information objects
itself are under regulation of the
Ordinance on the Registers of the

information objects and the Reei h
electronic services | ef'St‘?r of t .e i
electronic services
7 \ /

Two type of electronic services are under registration: “Primary services”
and “Complex services”. The Complex services are “services invoking
other services”,in accordance with DIRECTIVE 2007/2/EC - INSPIRE.

The main subject of the registration is the services interface, represented
by e-documents for service request and e-documents for service
response(s).

Figure 3-20
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Two important sections of the Register of registers and data

|

Section “Non-
unified data”

l

Section “Unified ﬁ
data”

p
R

Register of the

electronic

\ services

Register of the
information
objects

\

%

=

Section “Non-unified data” consists of data definitions accepted directly from law-

texts. Section “Unified data” consists of unified data definitions, corresponding to
one or more non-unified data definitions.

The process of registration and the Register of registers and data
itself are under regulation of the Instruction on the Register of
registers and data

The “clearing process”
_

Figure 3-21

Section “Unified
data”

Section “Non-
unified data”
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electronic
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Register of the
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objects

%

Tree steps to “produce” formalized data definition:

1. Extraction of data definition from law texts and registration as non-unified data definition

2. Unification and registration as unified data definition(s)

3. Formalization (XML- construction building) and registration as formalized data definition

The steps are under regulation of the Ordinance on the Registers of the
information objects and the electronic services

Figure 3-22
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The “clearing house”

v'Rules for data unification and formalization

The “clearing house” as an institution is under regulation of Law on e-
governance and some of accompanying ordinances.

» The ordinance establishes the frame of the rules of clearing process. The Council
for entries creates the full set of rules for unification and formalization

* The Council for entries consists of external experts in IT and Law
* The administration of the Ministry of TITC is supporting the clearing procedures

* The Ministry of TITC is responsible for building of IS, supporting the Registers of
the information objects and the electronic services and Register of the registers
and the data

Figure 3-237

Structure of the data model 1

— ‘Legal texts >

;—l

Register of registers and
data

A

Figure 3-24

2 interoperability.bg

130



INTEROPERABILITY IN ELECTRONIC GOVERNMENT APPLICATIONS

Structure of the data model 2
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Figure 3-25

Structure of the data model 3
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Figure 3-26
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Structure of the data model 4
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Figure 3-27

Structure of the data model 5
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Structure of the data model 6
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Figure 3-29

The Register of information objects

Register

Technological Sub-Systems Sub-Registers:

N '

Sub-Register of the Terms
Information Objects User Interface and Access ‘,
Creation and Processing Management

Sub-Register of the Elements “Nomenclature”

\

Sub-Register of the Elements “Value”

In the Interoperability context “the Electronic
Document” can be defined as “logically ¥
completed self-described information structure,
which can be visualized and meanwhile

Sub-Register of the Data Segments

automatically processed by the information i

systems without human intervention. The e-

Document  contains toc_’ls fO'_' undoybted Sub-Register of the Electronic Documents
authentication and protection against the illegal

access”.

Figure 3-30
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The Register of the information objects is a data base, managed by an information system
and containing formalized technological descriptions of the information objects collected,
created, stored and processed by the administrative bodies within the framework of their
competence.

The information objects shall be:

1. “term” - a notion, which is interpreted unequivocally by all participants in the
administrative process;

2. “nomenclature” — a final list of thematically related terms, entered into the Register;

3. “value” — constitutes a quantity and is described by a final number of meanings,
determined by formal restrictions;

4. “segment” — a structure made up of terms, nomenclatures, values and/or other
segments, already entered into the Register;

5. “document” — a segment for which a program application is ensured, enabling full,
precise and true visualization of the data contained.

The content of the information entered for different information objects is almost
similar. As an example - the circumstances concerning an information object of the “segment”
type, subject to entry into the “Segments” section shall be:

1. name of an information object - the full name of the information object of the
“segment” type shall be entered, whereby the object is unambiguously individualized; the name
shall be unique;

2. purpose of an information object - a brief text explanation of an information object of
the “segment” type shall be entered;

3. unique register data identifier - unique register identifier of the entered into the
“Unified data” section of the Register of the registers and the data of a unified definition of data,
corresponding to an information object of the “segment” type;

4. status of an information object - an indication shall be entered concerning the
possibility to use the object in regulations, including in the definitions of other information
objects; the possible values shall be “usable” or “unusable”;

5. Internet site for access to an information object - the electronic address (URL) of the
Internet site shall be entered, from which access to the content of the segment batch is taking
place;

6. instructions on the handling of an information object - entered in free text or in
computer-executable descriptions, which unify the creation of procedures for revising,
visualization and other types of processing, related to the information object;

7. XML definition of a segment — the object structure shall be entered — a definition in
XML format with a name, which is unique for the Register of the information objects, containing

other information objects of the “term”, “nomenclature”, “value” or “segment” types, which have
already been entered into the Register of the information objects;

8. instructions on checking the validity of the segment - rules shall be entered for
checking the validity of the segment content in formalized type according to a standard, entered
into the Register of the Standards or by way of exception in free text;

9. nomenclature of the errors - a set of errors, defined under point 8, shall be entered and
in accordance with their entry as terms in the “Terms” section.
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The information object under may be entered into the Register only if an entry exists in
connection with it in the “Unified data” section of the Register of the registers and the data. In
this case the circumstances shall be entered with content, similar to that entered into the Register
of the registers and the data.

To the content of each entered circumstance shall be maintained a description, containing:

1. the entry number — an automatically generated serial number of entry in regard to a
circumstance in the batch content shall be entered,;

2. unique register identifier of a circumstance - a unique register identifier of the type of
the circumstance/the data shall be entered into the “Types of circumstances” section or the
“Unified data” section of the Register of the registers and the data;

3. content of the circumstance — the data shall be entered, forming the content of the
circumstance, subject to entry;

4. unique register identifier of the application for entry — the unique register identifier of
the application shall be entered, whereby the entry had been applied;

5. applicant of the entry - the name, BULSTAT code, respectively UIC Code, e-mail
address and telephone exchange of the administrative body, having applied for the entry,
respectively — of the individual under Article 14(2) shall be entered;

6. time of entry — automatically generated data for the time of the performed entry into the
register shall be entered;

7. employee, having performed the entry — data shall be entered automatically, identifying
through the information system, maintaining the register, employee who performed the entry into
the register.

One example — information object “segment”

» TepMuHmn 06w undopmaumus
YPH 0009-000002
» HomeHknarypu Hawmenosanne [l0CTaBuMK Ha ENEKTPOHHN AAMUHUCTPATUBHN YCNYri

Npeanasnauenne ONUCBa A3HHN 33 AOCTABYWKA HA ENIEKTPOHHN 3AMUHUCTPATMBHM YCNYTW. [JOCTABHMKDT € WK IOPMAMHECKO MU, PETMCTPMPAHO NO BbArapaKoTo 33KOHOAATENCTEO MM
nuue, ynpaxHasawo csoboaxa npodeais, perucTpupato s perucTop BY/ICTAT

» CToiHoCTH —
a
= lm[:g “:: 0003-000010 (1oCTaB4AK Ha ENEKTDOHHN 3AMUHUCTDATUBHN YCIYTM)
» CermenT Craryc usnonssaem
Wnrepuer-
crpannuya na http://ereg.egov.bg/public/rio/segment/view.rg?Uri=0009-000002
» [JOKyMeHTH naprugarva
Yxasanna 3a HauwH Ha BUSYanu3aLmin: I.lanwne 33 AOCTaB4YMKa Ce BU3Ya/mM3MPaT C OCHOBHM AaHHM 33 IOPMANYECKOTO MUE, A0CTABYMK Ha ENEKTPOHHATA AAMAHMCTPATUBHA yCnyram C
PerucTbp Ha eneKTPOHHK o6paborka BUAa Ha A0CTaB4MKA. HaunH Ha obpaboTka Mpu peaakTHpaHe enexTpoHHaTa ¢opma TPRGEa 42 Aane BH3MOXHOCT A3 CE NOMBLAHAT A3HHUTE 33 A0CTABHMKA C OCHOBHM
ycnyrn A3HHM 33 IOPUAMHECKO NMUE U A3 ce oTbenexu suaa Ha AOCTaBYMKa.

XML gedurnuma <?xml version="1.0" encoding="UTF-8"2>
<xsd:schema targetNamespace="http://ereg.egov.bg/segment/0005-000002"
xmlns="http://ereg.egov.bg/segment/0009-000002"
xmlns:ebd="http://ereg.egov.bg/segment/0009-000013"
xmlns:espt="http://ereg.egov.bg/value/0008-000034"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema™
elementFormDefault="qualified">

<xsd:import namespace="http://ereg.egov.bg/segment/0009-000013"/>
<xsd:import namespace="http://ereg.egov.bg/value/0008-000034"/>

<xsd:complexType name="ElectronicServiceProviderBasicData">
<xsd:annotation>
<xsd:documentation xml:lang="bg"
</xsd:annotation>
<xsd:sequence>
<xsd:element name="EntityBasicData" type="ebd:EntityBasicData"/>
<xsd:element name="ElectronicServiceProviderType" type="espt:EZlectronicServiceProviderType"/>
</xsd:sequence>
</xsd:complexType>

Ha a /xsd: tion

</xsd:schema>

YKasanna sa .
Tace B CbOTBETCTBME C NPUNOXeHaTa B noneTo XML aedurmsin”™ XSD cxema, KaTo ce NpunaraT NPasUNaTa 3a NPOBEPKA Ha eNeMeHTa oT Tn

Ha 5 ~
BanuaHOCT OCHOBHI A3HHM 33 IOPUAMHECKO MUE”, KOrOTO HACNeAssa. B ciyuail Ha HECLOTBETCTBHE Ce M3BEXAA CHOBLIEHNETO 33 MPeLIKa NPY BANUASLIAR HA OCHOBHISA ENEMEHT.

Tepmnn va rpewxa 0006-000069 (+ Ha3 CTDYKTYDa Ha obexTa cornacro XML ged T3 MY, BIMCAHA B DErucTbDa Ha uHd

obextu)

Figure 3-31
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The Register of electronic services

Register
Technological Sub-Systems Sub-Registers:
e-Services Creation and User Interface and Access | Primary (atomic) services ‘
Processing Management v
| Composite services ‘
=_F z[ =
In the Interoperability
context “the primary (atomic| - e | o
) : ‘ v} e
e-Service” can be defined as 3 1%5
“autonomous completed and [ owde o
realizable functionality with 3 — -
well defined 1/0 interface (i.e. L — —
. ; UML-descriptions BPEL-descriptions
e-Documents registered in the
i-Objects Register)”. ‘ ,
XML-descriptions o s

Figure 3-32

The Register of the electronic services is a data base, managed by an information system
and containing formalized technological descriptions of the electronic administrative services and
of the internal electronic administrative services, provided through the uniform document
exchange environment.

Electronic services within the meaning of the Ordinance shall be the electronic
administrative services and the internal electronic administrative services.

The following types of electronic services shall be entered in the Register of the
electronic services:

1. primary services, which are performed within the framework of a single administration,
differentiated in geographical or functional terms, as a single process, starting from application
for the service and ending by provision of the service or statement of refusal;

2. complex services, which are performed as a process, where the access to data,
maintained by the administrations, shall take place by using primary or other complex services.

The circumstances concerning an electronic service of the “primary service” type, subject
to entry into the “Primary services” section of the Register of the electronic services, shall be:

1. name of the electronic service — the full name of the primary electronic service shall be
entered, whereby it is unambiguously individualized; the name shall be unique for services with
“usable” status;

2. purpose of the electronic service — a brief text explanation of the purpose of the
electronic service shall be entered;

3. status of the electronic service — indication shall be entered concerning the opportunity
for the primary electronic service to be provided by the administrative bodies, by the
organizations, providing public services and by the individuals, discharging public functions and
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to be used in regulations, including in the definitions of complex electronic services; the possible
values are “usable” or “unusable”;

4. Internet site for access to the electronic service batch - the electronic address (URL) of
the Internet site shall be entered, from which access to the content of the batch of the primary
electronic service is taking place;

5. unique register identifier of administrative service — the unique register identifier shall
be entered, issued upon entry of the administrative service, which corresponds to the electronic
service in the list of unified names of the administrative services, kept in accordance with the
Ordinance under Article 5a, paragraph 1 of the Law on Administration; this fact shall be entered,
where the electronic service is provided by administrations;

6. unique register identifier of application - the unique register identifier shall be entered,
under which the segment, whereby the data in the application for the electronic service is
presented, is registered in the Register of the information objects;

7. unique register identifier of reviser - the unique register identifier shall be entered,
under which an application is registered in the lists of certified information systems, enabling
full, precise and true revising of the content of the data in the application for the electronic
service;

8. list of unique register identifier of responses — a list of unique register identifiers shall
be entered, under which the documents, whereby the data is provided in response to an applied
electronic service, are registered in the Register of the information objects, and where the result
of the service provision is an administrative act, manifested in an act of entry into a public
register, the unique register identifier of the register shall be entered,;

9. unique register identifier of refusal — the unique register identifier shall be entered,
under which the document, whereby provision of the electronic service was refused, had been
registered in the Register of the information objects;

10. list of providers - a list shall be entered of data on the administrative bodies, the
organizations, providing public services and of the individuals, discharging public functions, who
provide the electronic service;

11. list of recipients of internal electronic administrative service - a list of data shall be
entered for the administrative bodies, the organizations, providing public services and of the
individuals, discharging public functions, who by virtue of regulation are entitled to access to the
data, provided by the internal electronic administrative service and the conditions, under which
they may obtain it.

The electronic service, when it is provided by an administrative body, may be entered into
the Register only if an entry exists in regard to it as an administrative service in the list of unified
names of the administrative services
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3.3.3
UNIFORM ENVIRONMENT FOR
E-DOCUMENTS EXCHANGE

Nature of UEEDE

The Electronic Control provides all internal administrative services to be provided by
mandatory single environment for the exchange of electronic documents.

UEEDE shall be constructed and maintained by the Minister of Transport, Information
Technology and Communications in accordance with the Ordinance on the requirements for
integrated environment for exchange of electronic documents adopted by the Council of
Ministers Decree Ne of and promulgated in the State Gazette number.

The Uniform Environment for Exchange of Electronic Documents (UEEDE) is
manageable environment for standardized exchange of documents, entered in the Register of the
Information Objects, among the information systems in the administration for the purposes of the
e-Governance.

The compliance between application and answer in an electronic service, ensured by the
entry of the service in the Register of the Electronic Services, shall not be subject to inspection
by the UEEDE.

The exchange of unstructured documents through UEEDE shall be performed through
their inclusion in the content of electronic documents, registered in the Register of the
Information Objects.

No processing of the content of the transmitted electronic documents shall be performed
in UEEDE.

The exchange of electronic documents among the information systems of the participants
in the exchange through UEEDE shall be performed through a Communication Server.

The connection between the information systems of the participants in the exchange and
the Communication Server shall be realized through a specialized program application for
connection (Communication Client).

National portal Gateway

Figure 3-33
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The registration of participants includes:

1. Data identifying the administration

2. Name of participant

3. IP-address

4. Unified registry identifier (URI) of the registration
5. Digital certificate

6. Other data

The addressing in the ESOED forms three levels:
- the level "release" - via IP;
- the level "transfer of document™ — via URI of the registration of participants;

- the level “service or procedure” — via URI of the registration of the application
document.

The document exchange is protected by encryption / decryption procedure through
asymmetric public key cryptography using digital certificates of the UEEDE - server and UEEDE
-clients. These transport certificates will be issued by the internal public key infrastructure for all
administrations, maintained by the Minister of Public Administration and Administrative
Reform.

The transfer protocol is based on the German standard “OSCI Transport” recognized
informally for now as pan-European one.

Transfer of documents

The transfer of an electronic document between two participants in the exchange shall be
performed through the Communication Server, within the framework of a single procedure of
document exchange under the following conditions:

1. one exchange procedure shall transfer only one electronic document;

2. the document under may consist of and contain an unlimited number of other electronic
documents, including unstructured documents.

A single information system may start several parallel exchange procedures.
Every document exchange procedure has two sessions as follows:

1. exchange session where the Communication Client of the sending participant sends a
communication to the Communication Server;

2. exchange session where the Communication Server sends a communication to the
Communication Client of the receiving participant.

The communications under contain the document to be transferred and they are part of the
protocol specification.

The communications are created as types of electronic documents and are registered in
the Register of the Information Objects.

The session under point 1 shall be terminated after return of communication on end of
session from the Communication Server to the Communication Client of the sending participant.
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The session under point 2 shall be terminated after return of communication on end of
session from the Communication Client of the receiving participant to the Communication
Server.

The sessions have the maximum permissible time of realization indicated in the protocol
“specification.

Administration “A” UEEDE Administration “B”
UEEDE UEEDE Server UEEDE
Client “A” Client “B”

Figure 3-34
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Figure 3-35
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Decomposition of answers
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3.34
THE ADMINISTRATIVE INFORMATION SYSTEM AS A CORE
SYSTEM

The nature of AIS

The Law on e-Governance and its regulations (primarily, the Ordinance on the internal
flow of electronic documents and paper documents in administrations) define the administrative
information system (AIS) as the main system in the administrative unit - a major factor in
achieving interoperability and information security of the entire IT infrastructure of the
administration.

AIS provides maintenance and processing of data referring to the movement of electronic
documents and paper documents in the provision of administrative services and implementation
of administrative procedures. Procedures are all working processes in the administration or
between different administrations, including internal turnover of documents which do not
constitute the provision of administrative services and internal administrative services,

The functional scheme of the functions of the administrative unit, covered by information
systems, shows the integrative or central position of Administrative Information System (AIS)
and its interfaces with the "external environment™ and other systems of the administration. These
interfaces are implemented by specialized applications integrated into AlS:

a) liaison with external sources of information:
e integrated Web-application;

e module for integration with Communication Client (CC) of the Unified
Environment for Electronic Documents Exchange (UEEDE);

e module for e-mail,
e module for input of information stored on magnetic or other external media.
All these modules interact with integrated AIS application for validation.

b) interface modules for interconnection with other systems of the administrative unit —
the e-Governance Act don’t provide for this any specific regulations. In order to ensure
unification, it is recommended to organize this exchange through XML-messages without
restrictions to their content.

The e-Governance Act requires that AIS has to be certified, i.e. it must pass specific
procedure for assessment of conformity with the requirements for interoperability and
information security.

Furthermore, AIS must meet the following requirements that are not included in the
formal conformity assessment:

1. AIS shall maintain one or more official documentary registers that are entered in the
Register of registers and data;

2. AIS shall maintain the following types of information objects:
* user;* task; * document; ¢ individual;  entity , etc.
3. AIS should support the following departmental nomenclature :

* of the types of documents;
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* of services and procedures;
» of unified stages of services or procedures

4 . AlS shall maintain the status of implementation of each service or procedure, enabling
applicants to check the status of the services they have ordered.

5 . AIS should provide connectivity to the average for the Unified Environment for
Electronic Documents Exchange (UEEDE);

6 . AIS should provide an integrated application for validation of signed electronic
documents in accordance with the protocol XAdES (XML Advanced Electronic Signature),
outlined in the recommendation of ETSI (European Telecommunication Standardization
Institute) TS 101 903

The Refference Model of AIS
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The core position of AIS
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Model of the status of procedure
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3 STATE AGENCY FOR INFORMATION TECHNOLOGY AND COMMUNICATIONS
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State agency for information technology and communication. Figure 3-45
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The technological process of the re-engineering of the AIS consists of the following
sequence of actions:

1. analysis of the type and quantity of indispensable Document Registers; registration of
these registers in the Register of registers and data; adjustment of AIS for processing these
registers;

2. establishment and maintenance into AIS of Classification schemes for following types
of information objects:

a) users; b) documents; c) tasks; d) personal data; e) nomenclatures.

3. establishment of Departmental nomenclature of types of documents for concrete
administration; adjustment of AIS for processing this nomenclature;

4. establishment of Departmental nomenclature of stages of services and procedures for
concrete administration; adjustment of AIS for processing this nomenclature;

5. establishment of Departmental Nomenclature of Services and Procedures for concrete
administration; adjustment of AIS for processing this nomenclature;

6. establishment of Departmental nomenclature of schemes for storage of documents for
concrete administration; adjustment of AIS for processing this nomenclature;

7. creation of Interfaces between AIS and “external environment” by specialized
applications, integrated into the AlS, such as:

a) module for Web-application; b) module for integration with the Communication Client
of the UEEDE; c) module for e-Mail exchange; d) module for reception of documents stored on
magnetic of other external media

8. interface modules for connection with other specific system of this administration — the
regulations of the e-Governance Law do not prescribe any special requirements for these
connections. The administration has an alternative between direct communication (i.e. the
method of components call) and communication based on messages. The advantages of the
second one are related to the ability to separate components from one another;

9. establishment of internal rules for working with the AIS adapted to the specifics of the
particular administration. Creation of profiles for access of various groups of employees to the
resources of the AIS. The profiles correspond to the duties of employees included in their job
description.
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3.3.5
COMPLIANCE VERIFICATION

According to the e-Governance Law, the administrative bodies shall use information
systems, which have been certified for compliance with the requirements of the Law for
interoperability. When organizing public procurement for introduction of information systems,
the administrative bodies shall include mandatory requirement that these systems must be
certified for interoperability.

The compliance of the information systems implemented by the administrations with the
requirements for interoperability is certified by persons who are accredited by respective
accreditation authority. The accreditation is done while observing the principles of rule of law,
independence, impartiality, publicity and equality. The persons accredited along this procedure
are enlisted in a public list of the accredited persons. The period of validity of the accreditation is
3 years.

The certification shall be made while observing the principles of lawfulness,
independence, impartiality, publicity and equality. The information systems and the program
applications certified using the procedure of the Ordinance shall be entered into a public list of
the certified information systems and products.

Subject to certification for compliance with the interoperability requirements shall be:
1. Specifications for:

- development or acquisition of an administrative information system;

- building of direct connectivity between the information systems;

2. Information system which:

- has a functionality to ensure the maintenance and data processing concerning the
circulation of electronic documents and documents in hard-copy form when delivering
administrative services and performing administrative procedures;

- is a new version of an information system which has been already certified,;
3. Program applications that:
- perform functions for visualization and/or editing of electronic documents;

- in composition of other applications or systems perform functions for verification of
electronic documents for conformity with their registration in the Register of the information
objects.

In the lists of the accredited persons and of the certified systems and products,
circumstances about the persons accredited for certification of information systems, respectively
about the certified information systems and products shall be entered.

The lists are data bases managed by an information system containing the descriptions of
the composition and the organization of the data.

History of the entries shall be kept in the lists.

The following types of objects shall be entered into the list of the certified information
systems:

1. objects of the type “certified system”;
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2. objects of the type “certified application”;
3. objects of the type “certified specification”;
4. objects of the type “test set of documents”.

The following circumstances for objects of the type “certified systems” shall be entered
into the section “Certified systems” from the list of the certified systems:

1. data identifying the certified system such as model, version, configuration, etc;
2. data identifying the interested person;
3. data for the accredited person who has made the certification;

4. scope of certification including the types of electronic documents which are maintained
by the system;

5. number and date of the issued certificate.
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List of accredited persons and a list of certified systems and products. Figure 3-46
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