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1. Introduction

The idea of digital preservation of texts and other multimedia objects
and their analysis with computer means, has been used since the early stages
of such technique. The problem of information protection from unsanctioned
access is solved already in antiquity. Even then two basic resolving directions
have differentiated and now proceed to develop: cryptography and steganog-
raphy. Cryptography’s designation is hiding a message by writing it in cipher,
while in the steganography the mere fact for the existing of the secret message is
hidden The word ”steganography” has Greek origin, which means ”secret writ-
ing”. It is accomplished by several different methods and the similarity between
them is that the secret message is put in a harmless, inconspicuous object. Af-
ter that this object is transported openly to the address. In cryptography the
presence of a coded message itself attracts the attention. So it could be said
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that cryptography and steganography are not competitive information protec-
tion fields of study, on the contrary they can be used as self supplementing: one
message can be encrypted and then sent by the secret steganographic methods.
During the last decade computer steganography has approved as a protective
measure [5] [6]. Steganographical methods for digital watermark protection of
a web based multimedia system are presented in section 2. The investigated
multimedia archive keeps detailed information of the documents and materi-
als, which can be downloaded by the users and contain audio, video and text
information.

Functional dependencies are relationships between attributes of a data-
base relation. The functional dependency requires the values in a given set of
attributes to uniquely determine the value in a given attribute. The partial
dependency does not require the values in a given set of attributes to uniquely
determine the value in a given attribute in every case, but for example if in a
row the values in the attributes of a given set A = {a1, . . . , ak} are s1, . . . , sk,
respectively, then the value in the attribute b is t, i.e. uniquely determined.
The discovery of such knowledge can be valuable for analyzing the data that is
contained in the database. Also we consider an algorithm for finding the partial
dependencies in the database in section 3.

2. Security of the multimedia archive

Algorithm for image watermarking

Let s be a single bit to be embedded in an image I = (R,G,B), and
p = (i, j) a pseudo-random position within I. This position depends on a secret
key K, which is used as a seed to the pseudo-random number generator. The bit
s is embedded by modifying the blue channel B at position p by a fraction of the
luminance L = 0, 299R+0, 587G+0, 114B as: Bij = Bij +(2s−1)Lijq where q is
a constant determining the signature strength. The value q is selected such as to
offer the best trade-off between robustness and invisibility. In order to recover
the embedded bit, a prediction of the original value of the pixel containing
the information is needed. This prediction is based on a linear combination of
pixel values in a neighborhood around p. The sign of the difference between
the prediction and the actual value of the pixel determines the value of the
embedded bit.

B′
ij =

1
4c

c∑

k=−c

Bi+k,j +
c∑

k=−c

Bi,j+k − 2Bij

where c is the size of the cross-shaped neighborhood. To retrieve the
embedded bit the difference δ between the prediction and the actual value of
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the pixel is taken: δ = Bij − B′
ij The sign of the difference δ determines the

value of the embedded bit.
Also, robustness could be improved with the use of optimal error correct-

ing codes. The method is steady to filtering, JPEG compression, geometrical
transforms [8].

Next is the source code snippet for single bit embedding and retrieving:

int EmbedSingleBit(CxImage *img, int x, int y, unsigned char
bitToEmbed, double signatureStrenght)

{
int bitResult = 0;
double nB = 0;
int r, g, b;
COLORREF clr;
RGBQUAD rq;

rq = img->GetPixelColor(x,y);
clr = img->RGBQUADtoRGB(rq);
b = GetBValue(clr);
g = GetGValue(clr);
r = GetRValue(clr);
nB = b + (2*bitToEmbed - 1) * signatureStrenght

* GetLuminance(img, x, y);
b = (BYTE)nB;
img->SetPixelColor(x, y, RGB(r, g, (BYTE)b));
return bitResult;

}

int RetrieveSingleBit(CxImage *img, int x, int y, int crossSize)
{

int bitResult = 0;
int i;
int bik, bjk, bij;
RGBQUAD rgq;
COLORREF pixel;
double nBij;
double delta = 0;
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bik = bjk = 0;
for (i = -crossSize; i <= crossSize; i++)
{

rgq = img->GetPixelColor(x + i, y);
pixel = img->RGBQUADtoRGB(rgq);
bik += GetBValue(pixel);
rgq = img->GetPixelColor(x, y + i);
pixel = img->RGBQUADtoRGB(rgq);
bjk += GetBValue(pixel);

}
rgq = img->GetPixelColor(x, y);
pixel = img->RGBQUADtoRGB(rgq);
bij = GetBValue(pixel);
nBij = (bik + bjk - 2*bij)/(4*crossSize);
delta = bij - nBij;
return (delta > 0) ? 1: -1;

}

Algorithm for error correct encoding in image watermarking

We apply an error-correcting scheme by using RS code with proper pa-
rameters for outer code and other optimal linear code as an inner code. Let
RS(n, k) is a code over GF (2m). Every element in this field can be represented
uniquely by a binary m-tuple, called m-bit byte. To encode binary data which
such a code a message of km bits is first divided into k m-bit bytes. Each m-bit
byte is regarded as a symbol in GF (2m). The k-byte message is then encoded
into n-byte codeword based on the RS encoding rule. Such codes are very ef-
fective in correcting bursts of bit errors, which the inner code can produce, as
long as no more than t bytes are affected. According to the value of m we have
selected for the RS code the same value should be selected for the dimension of
the inner code. This code will correct errors on bit level in each of the m-bit
bytes. Also the length of the inner code depends on the parameters of the RS
code because the final length of the encoded sequence should be less than the
overall available capacity. So with fixed dimension and bounded length of the
inner code we could search for the largest possible minimum distance. This
could be done either in Brouwer’s table or in other sources.

E x a m p l e : Let the capacity is fixed to 400 bits and the payload is
64 bits. We could choose RS(17, 13, 5) code over GF (25) for outer code, and
(23, 5, 11) optimal code for inner code. We divide the payload to thirteen 5-bit
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bytes and encode them to seventeen 5-bit bytes. Each of these seventeen 5-bit
bytes is encoded to a 23-bit byte. So we have overall encoding length of 17 x
23 = 391 < 400 bits. The RS(17, 13, 5) is not a full length RS code. It is the
better choice in this case because we have a limited small capacity. Because RS
codes are MDS codes we could shorten RS(31, 27, 5) code to RS(17, 13, 5) code
retaining the minimum distance to 5 and respectively the number of errors we
can correct to 2.

We can conclude that the RS/Inner code scheme performs better then
others when the payload is not too small and the channel error-rate is not too
high [1].

Algorithm for text watermarking - Line-Shift Coding

This is a method, in which text lines are shifted vertically, so that the
document could be uniquely coded. {−1, 1, 0} is often used as an initial alpha-
bet, which is coded as shifting the line up, down or leaving it to its place. In
most cases decoding can be made without the usage of the original document, if
the constant space between the lines is known. It is easily found but steady to
noise. This method is used for protection of .doc .ps in the multimedia archive
system [4].

3. Analyzing the multimedia archive

The database in data warehouse is designed and the data is extracted
from the OLTP (online transaction processing) database, transformed to match
the data warehouse schema, and loaded into data warehouse database periodi-
cally by execution a batch job.

The data cube MultimediaCube is created in correspondence with the
star schema of the dimensional model of the database in the data warehouse. It
consists of four dimensions - Document, Link, User and Time. The first measure
of the examined data cube is count of downloads of the multimedia materials
from the documents by the users. The users can rank the materials with the
integer values between 1 and 7 that are stored in the measure rank and reflect
the preferences of the users.

MDX (multidimensional expressions) queries [9, 10, 11] are applied to
the data cube providing the dimensional view of summarized data [2].

Algorithm for finding the partial dependencies

Let R be a database relation and let Ω be the set of attributes of the
relation R. A partial function is called α = (a1, . . . , ak; s1, . . . , sk), where ai ∈ Ω
and if Di is the set of the possible values of the attribute ai in the relation R, then
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si ∈ Di for i = 1, . . . , k. We say that a partial function β = (b1, . . . , bl; t1, . . . , tl)
depends on α in a given relation R (we denote by α → β), if each tuple of the
relation R, which contains the values si in the attributes ai for all i = 1, . . . , k,
it contains the values tj in the attributes bj for all j = 1, . . . , l. The paper [7]
contains investigations concerning this dependency.

In [3] an approach to finding the partial dependencies between the at-
tributes in a chosen set of attributes X, X ⊂ Ω is reported. We provide the
possibility for discovering the partial dependencies that almost hold. The error
e(α → β) is defined as

e(α → β) =

|σa1=s1 and...and ak=sk and (b1 �=t1 or...or bl �=tl)(R)|/|σa1=s1 and...and ak=sk
(R)|,

where σ is the selection operator. Let π be the projection operator and δ be the
duplicate-elimination operator.

Algorithm

Input : relation R with a set of attributes Ω; chosen set of attributes
X = {x1, . . . , xp}, X ⊂ Ω; ε (0 ≤ ε < 1)

Output : the partial dependencies between the attributes in X with an error at
most ε

1. For each V = (v1, . . . , vp) ∈ δ(πx1,...,xp(R)) do
2. k = 1
3. While k ≥ 1 and k ≤ p − 1 do

4. For each two sets V ′ = {vi1 , . . . , vik} and V ′′ = {vik+1
, . . . , vip},

such that V ′, V ′′ ⊂ V , V ′ ⋃ V ′′ = V ; V ′ ⋂ V ′′ = ∅ and V ′, V ′′ �= ∅ do
5. Let α = (xi1 , . . . , xik ; vi1 , . . . , vik);

β = (xik+1
, . . . , xip ; vik+1

, . . . , vip)
6. If e(α → β) ≤ ε

7. Output α → β
8. k = k + 1

The proposed approach uses a data cube. The aggregate values needed to
discovering the partial dependencies are computed and stored in the data cube
which facilitates testing their validity and finding the error. Therefore the usage
of a data cube in the represented approach is more effective than the usage of a
relational table-based structure that requires multiple scans of the data.

The application for discovering the partial dependencies in the data cube
MultimediaCube by using the OLAP (online analytical processing) operations is
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developed. We also compute the percentage of the tuples in the initial relation
satisfying the relevant dependencies.

For example the following partial dependency is generated from the data
cube with daily downloads of multimedia materials:

(Document, Time; ”Video”, ”12/2005”) → (Link; ”linkvideo11”)
with an error 0,3329. This dependency means that one of the downloaded
materials from the documents in the category ”Video” during December 2005
is the material ”linkvideo11” (with 33,29% error). We also obtain that such
downloads represent 11,51% from all downloads under study.

The described algorithm for finding the partial dependencies is linear
on |δ(πx1,...,xp(R))| - the number of the different values in the attributes of the
chosen set X. The algorithm is exponential with respect to the number of the
attributes in the chosen set X.
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