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Cyclic Redundancy-Check (CRC) codes are shortened binary cyclic codes that are
widely used for error detection on digital communication links and data storage. Unfortunately,
many of the standardized CRC polynomials provide less error detection capability than they
might. In this work a survey on the published results about the error detection performance
of CRC codes of up to 16 bit redundancy is done. The exhaustive exploration reveals that
most previously published CRC polynomials are either inferior to alternatives or are only
good choices for particular message lengths. This leads to the conclusion that computing and
collecting of all the necessary data to evaluate the error detection performance of a CRC code
is of big importance for the future applications.
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1. Introduction

Cyclic redundancy-check codes (CRC codes) are shortened cyclic codes.
This type of codes are suitable for error detection and encoding and error detect-
ing procedures for them are relatively easily implemented using shift-registers
with feedback connections. That is why they are widely used for error detection
on digital communication links and a number of CRC codes have been adopted
as standards.

In order to detect errors in an information block of k binary digits i =
[i0, i1, . . . , ik−1], a block r = [r0, r1, . . . , rp−1] of p parity bits is added, yielding
a codeword c = [i, r] consisting of n = k + p binary digits. The block r of parity
bits is computed from i, using a linear feedback shift register (LFSR) in such a
way that

r(x) ≡ (xp.i(x)) mod g(x),
1Partially supported by the Bulgarian NSF under contract MM 1405.
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where i(x) = i0+i1x+. . .+ik−1x
k−1 and r(x) = r0+r1x+. . .+rp−1x

p−1 are the
information and parity bits, respectively, interpreted as polynomials, and where
g(x) is the generator polynomial of the code implemented in the LFSR. Let a
codeword c(x) = i(x) + r(x) has been sent through the channel. The presence
of a noise in the channel results in adding a error-vector e(x) to c(x), i.e. in
receiving v(x) = c(x) + e(x) at the receiver. The number of nonzero terms of
e(x) is exactly the number of erroneous bits in v(x).

Here are several obvious properties of CRC codes:

• Since the generator polynomial g(x) divides xnc−1, where nc = xm−1 and
m = min{m|xm ≡ 1 mod g(x)}, g(0) �= 0. Hence, g(x) has at least two
nonzero terms: xp and 1. Thus no codeword can be equal to xi. Therefore
C can detect any single error e(x) = xi, i = 0, 1, . . . , n − 1.

• If a code C consists only of codewords of even weight, i.e. if the generator
polynomial has the form g(x) = g′(x)(x + 1), then the code detects all
error vectors of odd weight.

Recall that burst of length t is a vector whose nonzero entries are among
t consecutive components, the first and the last of which are nonzero. If a given
vector is cyclicly equivalent to a burst of length t we say that it is cyclic burst of
length t. The properties presented below that concern burst error performance
of shorten cyclic codes can be found in many books and papers (see e.g. [1]).

Proposition 1. A shorten cyclic (CRC) code with a generator polyno-
mial of degree p can detect

• Any single burst error of length ≤ p.

•
(

1 − 1
2p−1

)
of all burst errors of length p + 1

•
(

1 − 1
2p

)
of all burst errors of length greater than p + 1.

Proposition 2. If the generator polynomial g(x) of a shorten cyclic
[n, n − p] code C is a primitive polynomial then C can detect any double bit
error pattern.

All these properties make CRC codes incontestable favorite when a suit-
able for error detection code have to be chosen. An usual practice when we
would like to select a CRC code for error detection is to choose a standardized
one. But do the choice of one of the standardized CRC codes is the best one and
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can we be sure that will get the best possible protection for the given number of
parity bits? The aim of this work is to summarize the results of the investiga-
tions about the performance of standardized and nonstandardized CRC codes
in order to answer the question. In Section II the complexity of the evaluation
of the performance of CRC codes is discussed. In Section III studies of current
protocols using standardized CRC codes is presented. At the end of the paper
conclusions about the directions for future investigations are given.

2. Evaluation of the error detection performance of the CRC
codes

Let we consider the binary cyclic [nc, nc − p] code D generated by the
polynomial g(x) of degree p. In practice, we often use some [n, n − p] subcode
C of the code D, obtained by shortening D in nc − n positions. A cyclic code
applied in the described manner is refer in the literature as a CRC code and its
generator polynomial is called CRC polynomial. Very often the shortened codes
are not cyclic but the same effective encoding and decoding procedures as for
the basic cyclic code can be applied. Therefore, error detection at the receiving
end is made by computing the parity bits from the received information block
i′ and comparing these with the received parity bits r′. It is possible, however,
the transmission errors to change the codeword in such a way that they cannot
be detected by this procedure. That is why the performance of a CRC code is
measured by the probability Pud of undetectable channel errors occurring.

For a Binary Symmetric Channel (BSC) let ε be the bit error rate (BER),
i.e. ε ∈ [0, 1/2]. Let Ai and Bi (0 ≤ i ≤ n) be the weight distribution of the
code C and of its dual code C⊥ respectively. Then the probability of undetected
errors for the code C can be expressed in terms of these weight distributions [2]:

(1) Pud(C, ε) =
n∑

i=1

Aiε
i(1 − ε)n−i = 2−p

n∑
i=0

Bi(1 − 2ε)i − (1 − ε)n.

It is clear that to compute the exact value of Pue we need to know either
Ai or Bi. Unfortunately the determination of these distributions is a compu-
tationally hard problem and they are know only for a very small number of
codes.

There are several methods to calculate the weight distribution of a given
code. For small values of p, the calculation of Ai is not efficient as the code has
2n−p codewords, but the dual code contains only 2p codewords and it is much
more easier to compute Bi. In order to do this Gray code [3] is suitable to
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be used to generate each word from the dual code and precomputed tables to
determine the weight of the codewords. If the word operations, bit-wise logical
and and exclusive-or are used, then the computing time is proportional to n2p/l,
where l is the word length of the computer. Method for the evaluation of Pud

of shortened Hamming codes has been proposed in [4]. The complexity of the
algorithm is O(2p) which is better than the classical algorithm with Gray code.
Castagnoly et al. [5] extended the previous method to treat arbitrary shortened
cyclic codes. They used a high-speed special-purpose processor and investigate
several classes of polynomials. The complexity of this algorithm is also O(2p).

Consequently, the problem of determining for a given value of ε the CRC
code with the smallest value of undetected error probability has time complexity
nbO(2p), where b is the number of the investigated polynomials. We need to
investigate neither polynomials with g0 = 0 nor reciprocal polynomials (they
generate equivalent codes). Thus the whole complexity of the search for the
best polynomial is O(n22p−2). This means that a full search for CRC codes
with up to 16-bit redundancy could be done within a reasonable time.

3. Case studies of current protocols

The effectiveness of the standardized CRC codes is an object for investi-
gation in many papers (see for instance [4] - [10]). All the investigations lead to
the following two problems. The first problem is that some of the standardized
polynomials simply provide very poor error detection capabilities. The second
problem is that even the chosen polynomial is good for message of a particu-
lar length, it may possess a bad performance for other lengths. Therefore the
detailed survey of the results for the error detection performance of all CRC
codes is of great importance for choosing the best one for any particular ap-
plication. Unfortunately, only a few detailed surveys of CRC codes have been
published. In [6] all 8-bit CRC polynomials with certain factorization structures
up to code length 127 have been investigated. A good polynomial which has
close but better performance than the ATM HEC polynomial is proposed. All
16-bit polynomials for code lengths up to 1024 are considered in [7] and good
polynomials for a large interval of code lengths are proposed. In a later work
[8] these results are extended to longer code lengths. The paper [9] describes a
polynomial selection process for embedded network applications and proposes
a set of good general-purpose polynomials for 3- to 16-bit CRCs for data word
lengths up to 2048 bits. Bellow we will summarize some of the results of this
works about the CRC codes of up to 16-bit redundancy.
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CRC d Number of codewords of weights
Polynomial 2 3 4 5
CCITT-5:

x5 + x3 + x + 1 2 330435 0 257909068726 0
USB-5:

x5 + x2 + 1 2 159075 163552409 128929654767 81278805135219

Table 1: Number of codewords of weights up to 5 for CCITT-5 and USB-5 for
length 3156.

• 5-bit CRC codes
5-bit CRC codes are used, among other places, for error detection for Uni-

versal Serial Bus (USB) tokens and by an ITU standard for telecommunication
systems.

C1 = x5 + x2 + 1 is the USB-5 polynomial used for error detection for
Universal Serial Bus (USB) tokens. ITU G.704 uses a 5-bit polynomial C2 =
x5 + x3 + x + 1 (CCITT-5) for telecommunication systems. There are 13 more
5-bits polynomial which can be used as generator polynomials of CRC codes. 5
of these 13 are irreducible polynomials like USB-5, 6 are polynomials divisible
by (x + 1) like CCITT-5 and 2 are divisible by x2 + x + 1.

USB-5 polynomial is used to protect data words of length 11 bits (i.e.
code length 16) and the comparison with the other polynomials shows that it is
optimal in this case. CCITT-5 is optimal at length 15 and is worse than USB-5
at lengths 16-31, and more than factor of 2 worse at longer lengths.

CCITT-5’s polynomial is divisible by (x + 1), which results in an ability
to detect all odd numbers of bit flips. At length 3156, CCITT-5 is the best
polynomial out of all 5-bit polynomials divisible by (x+1). USB-5, on the other
hand, is not divisible by (x+1) and performs better than CCITT-5 at all lengths
above 15 bits. According to the ITU G.704 CCITT-5 operates at length 3156,
but as it can be seen from Fig. 1 the performance of USB-5 at this length is
2.077 times better than CCITT-5.

To understand this strange at first sight fact, let look at Table 1, where
the number of codewords of weights up to 5 for both codes are presentsd. In the
case of bit error rate ε = 10−6, most errors have weight 1, or possibly 2, while
error pattern of greater weights are less likely. As Table 1 shows, the number of
codewords of weight 2 in USB-5 is twice less than in CCITT-5, and the existence
of 3-bit error weights in the code USB-5 is not enough to nullify this advantage.
Thus USB-5 is superior for this error rate.
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Pud

0,012

0,016

0,008

0

0,004

BER

0,00040,00020 0,0010,0006 0,0008

CCITT-5                 

USB-5                   

Figure 1: Comparison of Pud of CCITT-5 and USB-5 at length 3156.

• 8-bit CRC codes
The most commonly used 8-bit polynomial is C3 = x8+x7+x6+x4+x2+1

(CRC-8). This polynomial has minimum distance 4 up to length 85, but at
lengths 86 to 119 it has minimum distance 2 while the bound is 4. At lengths
above 119 it provides the same minimum distance (d=2) as the bound, but
with significantly higher Pud. The designers can do better if use the polynomial
C4 = x8 + x5 + x3 + x2 + x+ 1 (not a standardized one, suggested in [6]). It has
the same or better than CRC-8 performance at every data word length up to
2048. Moreover, C4 has optimal performance at length 119, the largest possible
length at which minimum distance 4 can be achieved with an 8-bit CRC.

The ATM HEC polynomial C5 = x8 + x2 + x + 1 does not dominate
CRC-8, but is close to C4. The two polynomials perform essentially the same
at lengths above 112 bits, but ATM degrades to 45% worse than C4 at length 8
bits.

A problem of choosing a published polynomial is that it might not be
good for most data word lengths. For example, the DARK polynomial C6 =
x8 +x5 +x4 +x3 +1 is optimal for length 16, but provides only d = 2 at lengths
18 and above with rather poor Pud performance. The DARK application uses
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this polynomial at lengths 24 through 56, where it performs poorly. As an
illustration a comparison with CRC-8 at length 56 is presented on Fig. 2.

Pud

0,010

0,002

0,012

0,008

0

BER

0,250,20,150,05 0,10

0,004

0,006

DARK                    

CRC-8                   

Figure 2: Comparison of Pud of DARK and CRC-8 at length 56.

Two examples of real protocols help to illustrate the potential of improved
CRC codes: SMBus and XMODEM. SMBus is a low speed communication bus
used for ”smart” batteries and portable electronic device power management
applications. Version 1.1 of SMBus uses a CRC-8 polynomial. Many of the
messages are between 16 and 40 bits in length, and are suitably protected by
CRC-8 with d=4. However, there is a data packet transfer command which
uses 35-byte (280 bit) message payloads. The minimum distance of CRC-8 is
d=2 for messages of 11 byte and longer. The ATM-8 polynomial might have
been a better choice because it has d = 4 for longer messages. The polynomial
C7 = x8+x6+x3+x2+1 (suggested in [9]) would have been an even better choice
for SMBus, depending on the expected message workload, as longer messages
are more likely to accumulate multiple errors. This code has minimum distance
d = 3 for lengths up to 247 bits and the better performance for d = 2. This
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might outweigh his smaller minimum distance (d = 3 vs. d = 4 CRC-8 and
ATM-8) for short messages. The point is that sometimes it is worth giving up
a little error detection at short message lengths to gain better protection for
longer messages. An alternative strategy would be to use C7 for long messages
and a good d = 4 polynomial for short messages.

Another common CRC-8 application is for the XMODEM protocol. This
protocol transmits packets of 128 byte (1024 bits) protected by CRC-8. Any of
the alternate CRC codes discussed here (except DARC-8) would have been a
more effective choice.

• 16-bit CRCs

A number of CRC codes of 16 bit redundancy have been adopted as
standards:
C8 = x16 + x14 + x12 + x11 + x9 + x8 + x7 + x4 + x + 1, IEC TC 57;
C9 = x16 + x14 + x13 + x11 + x10 + x9 + x8 + x6 + x5 + x + 1, IEEE WG 77.1;
C10a = x16 + x12 + x5 + 1 or C10b = x16 + x14 + x + 1, CCITT X.25;
C11 = x16 + x15 + x2 + 1, ANSI;
C12 = x16 + x15 + x13 + x7 + x4 + x2 + x + 1 IBM-SDLC.

In [7] all polynomials of degree 16 which are suitable to be generator
polynomials of CRC codes are investigated. For the codes generated by these
polynomials, minimum distance and undetected error probability are determined
for lengths between 18 and 1024. In this way the best codes in sense of minimum
distance and Pud for each length are found.

Among all the standard polynomials, only IEEE WG 77.1 polynomial
generates optimal codes and they are for lengths 254 and 255. The performance
of this polynomial is near to the optimal (up to 5% worse) for lengths between
181 and 253. For the polynomial IEC TC 57, the values of the undetected error
probability are close to the optimal (from 1% to 5%) for lengths between 94 and
128 and attain the best value for length 19. The performance of all the other
standards is unsatisfactory for all lengths between 18 and 1024.

In Table 2 the first 5 elements of the weight enumerators of three codes
are presented.

In the first row the widely used CCITT-16 polynomial is shown. It has
relatively small weight (number of nonzero coefficients) that was an advantage
in the early time of hardware implementations. The CRC code of length 56
generated by this polynomial detects all error vectors of weight up to 3. However,
its minimum distance is 4 (as it is shown in the table) and it fails to detect
84 of all possible 4-bit errors. In comparison (see Fig. 3) the code C13 =
x16 + x15 + x12 + x7 + x6 + x4 + x3 + 1 with the same number of 16 parity
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Check Number of codewords
bits CRC polynomial d of weight

2 3 4 5 6
16 CCITT-16 4 0 0 84 0 2430

x16 + x12 + x5 + 1
16 x16+x15+x12+x7+x6+x4+x3+1 6 0 0 0 0 2191
15 CAN 6 0 0 0 0 4314

x15+x14+x10+x8+x7+x4+x3+1

Table 2: Number of the codewords of weights up to 6 for CRC codes protecting
48 information bits

check bits whose generator polynomial is given in the second row of the table
(the code is suggested in [7]), has minimum distance 6 at this length (of 56
bits). Therefore, it detects all 4 and 5-bits errors. In the third row the CRC
polynomial C14 = x15 +x14 +x10 +x8 +x7 +x4 +x3 +1 of the well known 15-bit
standard CAN-15 is given. Applied to a message of length 48 bits it enables
also all errors of weight ≤ 5 to be detected, but it has one parity-check bit less.
The comparison between these three codes is depicted in Fig. 3.

On low noisy BSCs, which tend to produce low weight error patterns more
frequently than error patterns with a large Hamming weight, it is reasonable to
use CRC codes that have a maximum minimum distance. It turns out that the
best according to the undetected error probability codes have the biggest values
of the minimum distance among all the linear codes with the same lengths and
dimensions. In particular, all codes with lengths up to 256 which have the best
value of undetected error probability have also maximum minimum distance
with only one exception for word length of 152.

4. Conclusions

New applications that use CRC codes are continually being created. Un-
fortunately, the usual practice of selecting a published CRC polynomial under
the assumption that it is ”good” runs into trouble because some of them per-
form quite poorly. Moreover, even if a good published polynomial is available,
there is generally no published guidance on what range of data word lengths
it is good and no quantitative data to help distinguish that good polynomial
from any competing published or standardized polynomials. Therefore, com-
plete investigations of the all possible polynomials with a given degree will help
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CCITT-16                

CAN-15                  

C13                     

Figure 3: Comparison of Pud of CCITT-16, CAN-15 and C1 at length 56.

practitioners in selecting the most effective polynomial for any particular appli-
cation. As it is shown in section II such an investigation for CRC codes of up to
16-bit redundancy is feasible and this could be a direction for a future research.

Another interesting research problem is to develop guidelines for choice
of good generator polynomials. One approach that could be taken is stated in
[10] and is to consider the order of the generator polynomial. We will recall that
g(x) divides xnc + 1, where nc = min{m|xm ≡ 1 mod g(x)} and the number
nc is called order of the polynomial g(x). It is well known that a polynomial
of degree p can have an order of at most 2p − 1. The investigations considered
in this survey show that generator polynomials with low orders result in codes
with poor Pud characteristics. On the other hand, generator polynomials with
large orders tend to yield codes with good Pud characteristics. This is related to
the fact that the minimum distance of a CRC code whose generator polynomial
has order r drops to 2 for lengths greater than r.
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