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Two kind of attacks on cryptographic primitives - the linear and the differential crypt-
analysis, have been occupied the attention of the cryptographic community since several years
ago. Every cryptographic primitive can be examined as a vector valued Boolean function. The
prop ratio tables and the correlation matrices are important tools for analyzing the resistance
of any Boolean function to the linear and the differential cryptanalysis. There are several
cryptographic primitives based on the so called quasigroup transformations, and in this paper
we analyze these quasigroup transformations as Boolean functions. We examine correlation

matrices, prop ratio tables and some other cryptographic properties.
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1. Introduction

Most of the known constructions of cryptographic primitives use struc-
tures from the associative algebras as groups, rings and fields. Two eminent
specialists on quasigroups, J. Dénes and A. D. Keedwell [5], once proclaimed
the advent of a new era in cryptology, consisting in the application of non-
associative algebraic systems as quasigroups and neo-fields. In the past few
years, cryptographic community have been introduced with several complete
quasigroup based cryptographic primitives (complete in the sense of software
and/or hardware implementations, security analysis and proofs and external
cryptanalysis), as the binary additive stream cipher Edon80 [6], which is one of
the few left unbroken eSTREAM finalists; two Round 1 candidate hash func-
tions of NIST SHA-3 competition: Edon-R [7] and NaSHA [10]; etc. In these
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examples, different quasigroup transformations are used, with quasigroup order
that varies from 4 to 2°12.

Quasigroups and quasigroup transformations in cryptography have been
used primarily as non-linear building blocks, so one have to examine confusion
and diffusion they produce. Confusion corresponds to the nonlinearity, i.e., to
the Hamming distances of the given function to the set of affine functions. The
algebraic degree of the function is a first measure of nonlinearity. Another tool
to measure of nonlinearity is the correlation matrix, introduced in [3]. The
elements of the correlation matrices consist of the correlation coefficients asso-
ciated with linear combinations of input bits and linear combinations of output
bits. Linear cryptanalysis [12] can be seen as the exploitation of correlations
between linear combinations of bits of different intermediate encryption values
in a block cipher calculation, so correlation matrices are therefore the natural
representation for the description and understanding of the mechanisms of linear
cryptanalysis. Diffusion corresponds to the propagation characteristics of the
given function, and can be estimated by several complementary measures ([17],
[2]). One measure is connected with difference propagation, which is exploited
by differential cryptanalysis [1] so the prop ratio tables [4] can be used as a tool.

In this paper we represent quasigroup transformations as vector valued
Boolean functions and analyzed them in a term of correlation matrices and prop
ratio tables.

2. Quasigroup string transformations

A quasigroup (Q, *) is a groupoid with the property:
Va,beQ) ANz,yeQ) (axx=>b A y*xa=>0) (2.1)

Let @ be an alphabet and let * be a randomly chosen quasigroup op-
eration on Q. Let denote by QT = {xyxa...2¢ | 2; € Q,t > 1} the set of all
finite string over Q. For a fixed letter [ € @) called leader, the quasigroup string
transformations e;, d; : Q1 — Q7 are defined in [13, 14] as:

_ [k, =1
el($1...$t)—(21...zt)<:>zj—{Zj_l*xj,2§j§t
l*zl, j=1

dl(zl‘-'zt):(xl"'xt)@xj:{ zj1%25, 2<j <t

Every quasigroup transformation that apply on the given string in one
pass we will call elementary quasigroup transformation. e; (used in Edon80)
and d; are elementary quasigroup transformations. Composition of elementary
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quasigroup transformations we will call composite quasigroup transformation.
Compositions of e;, or d;, transformations with fixed leaders ly,ls,...,l; € @
define new composite F and D transformations, which are permutations [14]:

E=e¢,0e, ,0...0¢,, D=djod,  o...0d;.

Special kind of F transformation is the quasigroup reverse string trans-
formation R, first introduced in [8], where the leaders are the elements of the
string, taken in reverse order. This transformation is used in Edon-R.

There are extensive theoretical studies and numerical experiments of the
sequences produced by E and D transformations [14, 15, 16].

Proposition 2.1 The transformations e; and d; produced by a linear
quasigroup are linear functions.

Proof. Let (Q,*) be a linear quasigroup [9] of order r = 2™. Then for
all x,y, z € @, with binary representations (x1,...,x,) of x and (y1,...yn) of y
we have

=T rY = (Z 061(1)902‘ + Z@-(l)yi, cee Zaﬁn)xi + Zﬁi(”)yi)

where al(k) and ﬂi(k) are 1 or 0 for each i,k € {1,2,...,n}. For l,a',...,a* € Q
we have
e(al.. . a®) =21 25 diat.. . a®) =l ut

Let a( ) ﬁ(k) (5(k) and )\(k) be 1 or 0 for each i,k € {1,2,...,n} and each

T

7‘6{1,2,..., s}. Foreachgé{Z,...s}wehave
3 = (Lol + 38 al - Yol + YA al) = (),
F = dd = (Y d T Y Bl Y el T Y Bl =
(z,...,20),
ut=lxa = (O 6WL+ 3 AWal, 36 W+ A al) = (ul, . ud),
wW=d"txd = Z aj_1+2)\§;)ag,.. Z(Sn) I 1—1—2)\(”) J

(ujl,,u%)

So, inductively we have that every bit in ¢;(a' ... a%) and d;(a’ ... a®) is obtained
by linear Boolean function, therefore e; and d; are linear vector valued Boolean
functions. [ ]
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Composition of linear functions is also a linear function, so the following
corollary is true.

Corollary 2.1 The transformations E and D produced by a linear quasi-
group are linear functions.

If we allow Q = Zon to be with group operation addition modulo 2", for a
fixed leader [ € G, the quasigroup additive string transformation A; : Q@+ — QT
and the quasigroup reverse additive string transformation RA; : Q7 — QT can
be defined [11] as elementary quasigroup transformations:

. o (l+1‘1)*$1,j:1
Al(xl...xt)—(zl...zt)ézj—{ (Zj—1+l’j)*$j7 2<j<t
zj*(zj+2541), 1<j<t—1

R.Al(:vl...:nt):(21...zt)<:>zj:{ i (o 1), =t

These transformations are not bijective mappings. Special kind of com-
position of A and RA transformations applied consecutively, so called main
transformation M7, is used in NaSHA.

Let QTL st : Q' — Q' be a family of quasigroup transformations de-
fined by the quasigroup (Q,*), |@Q| = 2™, that are composition of s elemen-
tary quasigroup transformations, with leader string L of length s, s > 1. The
transformation QT ,; can be represented as vector valued Boolean function
BQTp sy : {0,1}" — {0,1}".

Example 2.1. For the quasigroup of order 4 with lexicographic order
231 (Table 1), the elementary quasigroup transformations ey, d;, A; and R.A;
(s =1and L = 1) of strings of length ¢ = 2, can be represented as vector valued
Boolean functions {0,1}* — {0,1}* (see Table 2), using integer representation.

* |0 1 2 3
01 2 3 0
1|2 3 0 1
2|0 1 2 3
313 0 1 2

Table 1: Quasigroup 231
We can take the leader string L to be consider as a string of variables and
in such a way we obtain a family of transformations QT+ : Q% x Q" — Q', where
the elements of Q* are considered as leaders. Then, the transformation Q7 ; can
be represented as vector valued Boolean function BQTs; : {0,1}*" x {0, 1} —
{0, 1}t

Example 2.2. For the same quasigroup 231, the elementary quasi-
group transformation e; of strings of length 2, can be represented as vector
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[0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
ei(z) |8 9 10 11 15 12 13 14 1 2 3 0 6 7 8 9
di(z)|9 10 11 8 14 15 12 13 0 1 2 3 7 4 5 6
Aj(z)|8 8 11 9 6 5 5 4 6 5 5 4 1 3 2 2

RAj(z)14 4 3 3 6 12 11 11 2 8 7 7 2 8 7 7

Table 2: Transformations eq, dq, 41 and RA;

valued Boolean functions {0,1}2 x {0,1}* — {0,1}* (see Table 3), using integer
representation.

T ‘O 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
=06 7 4 5 8 9 10 11 15 12 13 14 1 2 3 0
=18 9 10 11 15 12 13 14 1 2 3 0 6 7 4 5
=21 2 3 0 6 7 4 5 8 9 10 11 15 12 13 14
=315 12 13 14 1 2 3 0 6 7 4 5 8 9 10 11

Table 3: The transformation e; as vector valued Boolean function

3. Correlation matrices and prop ratio tables of some
quasigroup transformations

We investigated the behavior of transformations F, D, A; and RA; pro-
duced by all quasigroups of order 4, on strings of length ¢t = 2 and ¢t = 3.
The transformations E and D are compositions of s elementary quasigroup
transformations, where 1 < s < 100. We use fixed leader [ for all composite
transformations, which is the worst case. All of these transformations can be
represented as vector valued Boolean functions {0,1}* — {0,1}% for ¢ = 2 and
{0,1}% — {0,1}6 for t = 3. We use the classification of quasigroups from [9].

Example 3.1. The representation of the transformation E—_22 s—5 -2,
produced by quasigroup 231, as vector valued Boolean function is given in Table
4, where integer representation is used.

T Jo|1]2]|3[4]5]6
Er—22,5=5,1=2(T) “1‘2‘3‘0‘6‘7‘4‘

| 7|89 ]
5189101151213 ] 14

Table 4: Vector valued Boolean representation of Er_22 s—5¢—2

The correlation matrix and the prop ratio table for this Ej—22 s—5—2
transformation are given in Table 5 and Table 6, respectfully.

One can see from the correlation matrix that there exist 7 nonzero output
selection vectors that are correlated only to one input selection vector. Output
selection vectors 0001 = 1, 0100 = 4 and 1000 = 8 are correlated with input
selection vectors 1101, 0100 and 1000, respectfully, with correlation coefficient
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Table 6: Prop ratio table of the transformation Ey,

This means that this transformation has 2 linear and 1 affine

-1, 1 and 1.

1® 201 D 2s.

We obtained several interesting results from our numerical experiments.

Our experiments show us that all quasigroups of order 4 can produce linear

o and y3

Z1, Yo =

component Boolean functions, i.e., 11

E ;2 and E ;3 transformations, for some choices of the leader [. There are 48

quasigroups with a property to produce linear Ej ;o and Ej , 3 transformations,

19

independently from chosen leader and for every s = 2k and s

4k, respectfully
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and another 16 quasigroups with the same property but for s = 4k and s = 8k,
respectfully. Another 80 quasigroups have a property to produce linear Fj g o
and Ej ;3 transformations for at least one leader and for every s = 2k and s =
8k, respectfully. The last class of 288 quasigroups have a property to produce
linear Ej o and Ej 43 transformations, independently from chosen leader for
s = {6k, 8k,9k, 12k, 24k} and s = {24k, 27k, 48k, 54k, 72k}, respectfully. This
class is the only class that produce Ej s 2 and Ej 4 3 transformations with maximal
prop ratio not equal always to 1. The results about their least maximal absolute
correlation coefficients and least maximal prop ratio are given in Table 7.

E g2 Es3 Dy s.2 Dy g3
r C R, c R, C R, R,
4 1 z 1 3 1 1 1 1
g 1 T 1 5
2 32 16

Table 7: The least maximal absolute correlation coefficient C' and the least
maximal prop ratio R, of ¥ and D quasigroup transformations.

For D; s9 and D s 3 transformations, we do not obtain any linear trans-
formation for any choice of the leader and any nonlinear quasigroups of order
4. They all produce correlation matrices with 7 (¢ = 2) and 15 (¢ = 3) nonzero
output selection vectors that are correlated only to one input selection vector
and prop ratio tables with maximal prop ratio of 1. All produced non-linear
Dy g2, D3, Eys2 and Ej 3 transformations by quasigroups of order 4 have at
least one linear component polynomial in their ANF.

These experiments and Proposition 1 are enough to conclude that £ and
D transformations preserve the linearity of used quasigroups. Even more, the
FE transformation increase the linearity in the sense that nonlinear quasigroup
can produce linear transformations, sometimes. This is not the case with D
transformation. We can conclude also that non-linear E transformations have
better propagation characteristics (smaller maximal prop ratio), with less cor-
relation between their input and output, then D transformations from the same
quasigroups. Note that we have investigated the worst case - when the leader is
fixed for all composite quasigroup transformations.

We also take the quasigroup of order 8 from [11] and investigate Ej 49
and Dj ;o transformations, for s < 100, on strings with length 2, for different
choices of the fixed leader. In the set of Ej ;9 and D, o transformations, there
are functions without any linear component polynomial in their ANF. Number
of composite quasigroup transformations does not influence the correlation co-
efficients and the prop ratios in a sense that they do not decrease with it, but
they vary in some range of values.
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One can see, that even for smaller strings, taking quasigroups with higher
order decrease the maximal absolute correlation coefficient and maximal prop
ratio table of produced E transformation, regardless the number of composite
quasigroup transformations. Length of the string additionally put bigger confu-
sion and diffusion property on the same transformations. We made numerical
experiments for A; and R.A; transformations, also. Because these transforma-
tions are not bijections, we investigated the case of producing constant functions.
24 quasigroups of order 4 produce constant functions with 4; and R.A; trans-
formations, independently from the chosen leader. These quasigroups have the
structure - every next row is obtained from the previous one by rotating to the
right by one position. In addition, it is not important quasigroup to be linear,
with or without some component linear polynomial in its ANF (8 quasigroups
are without any linear component polynomial). Additionally, we examined .4;
and RA; transformations with this group of quasigroups on bigger strings, with
length up to 10, and we obtained constant functions again. We took several
quasigroups of order 8 with this kind of structure and they produce constant A;
and RA; transformations on strings of length 2 and 3. Another 88 quasigroups
produce constant functions for some choice of the leader.

24 non-linear quasigroups produce linear A; and R.A; transformations,
independently from the chosen leader (again 8 quasigroups are without any
linear component polynomial). They also have some structure - every next row
is obtained from the previous one by rotating to the left by one position. We
examined also A; and RA; transformations with this group of quasigroups on
strings with length 3 and 4, and we obtained linear functions again. Another two
sets of 86 quasigroups produce only linear A; transformations or only linear R.4;
transformations, independently from the chosen leader. Another 78 quasigroups
produce linear A; and R.A; transformations for some choice of the leader.

Ay, tZQ‘Az, t:3‘72¢41, tzQ‘RAz, t=3

1¢ R |C R | C R | C R
1 T 3 1 T 3
ﬁ 1 2 ‘ 3z 16 ‘ 1 2 ‘ 3 16
PR 1 1
2 32 2 4

Table 8: The least maximal absolute correlation coefficient and the least maxi-
mal prop ratio of A; and R.A; quasigroup transformations.

At the end, 120 quasigroups produce nonlinear A; and R.A4; transforma-
tions, independently from the chosen leader, and here structure of quasigroups
is different again (7 are linear and 38 quasigroups are without any linear compo-
nent polynomial). All these transformations have maximal absolute value of the
correlation coefficient of 1 and dependently of the leader, maximal prop ratio is
1 for the linear, and % for nonlinear quasigroups (see Table 8).
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4. Conclusion

Cryptographic properties of quasigroup transformations as vector val-
ued Boolean functions depend mainly of the properties of used quasigroup and
the string length. Linear quasigroups produce linear F and D transformations.
From the numerical results we can conclude that nonlinear quasigroups can pro-
duce linear F transformations in some cases, but not linear D transformations.
Non-linear E transformations have better propagation characteristics (smaller
maximal prop ratio), with less correlation between their input and output, then
D transformations from the same quasigroups.

For the nonlinearity of A; and R.A; transformations, nonlinearity of
quasigroup is not important, but some other structural properties of quasi-
groups must be investigated. Linear quasigroups can produce nonlinear A4; and
RA,; transformations, and vice versa, linear A; and R.A; transformations can be
produced by nonlinear quasigroups. Secondly, we can make a hypothesis that
quasigroups with structure - next row to be the previous one, rotated to the
right by one position, produce constant functions, independently of the choice
of the leader, length of the string or order of the quasigroup. Also, we can make
a hypothesis that quasigroups of order 4 with structure - next row to be the
previous one, rotated to the left by one position produce linear A; and RA;
transformations.

The order of the used quasigroup and the length of the string have in-
fluence on decreasing the maximal absolute correlation coefficient and maximal
prop ratio table of the produced quasigroup transformations, regardless the
number of composite quasigroup transformations.
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