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Abstract. Recently, convolutional codes were applied to error correction in Physical
Unclonable Functions (PUFs). In previous work, we used a mathematical model
from the literature in order to obtain reliability values for the several bits extracted
from an SRAM PUF. In this work we use real world data which are available for
a collection of Ring Oscillator PUFs (ROPUFs), in order to verify that the codes
suggested based on the mathematical model are also practicable.

1 Motivation

Physical Unclonable Functions (PUFs) can be applied in order to generate bit
sequences that can be used for cryptographic applications like secure key gen-
eration. Since extracted bit sequences can be reproduced when needed, keys
do not have to be stored in non-volatile memory. An important component
of the reproduction process is error correction, since the bit sequences are not
perfectly reproducible. Recently, we used convolutional codes for error correc-
tion in PUFs [6]. Instead of applying a mathematical model, this work uses
real world data, obtained by on-chip measurements from Ring Oscillator PUFs
(ROPUFs). We use a huge dataset consisting of ring oscillator frequencies,
which was developed in [5] and provided for public usage.

The contributions of this work are: First, we verify that the codes suggested
in [6] are applicable for practical PUFs. Second, the codes can be seen as a
suggestion of how error correction can be added to the PUFs in [5].

2 Physical Unclonable Functions (PUFs)

A PUF is an unclonable physical device from which a unique and reproducible
random bit sequence (response) can be extracted. The randomness is intrinsic
to the device due to variations within the manufacturing process. Responses
can be used as cryptographic keys or as unique identifiers for the devices. How-
ever, when reproducing a response the results vary, since PUFs are sensitive
to environmental conditions like temperature, supply voltage or aging. Error
correction compensates this effect.

In this work we focus on Ring Oscillator PUFs (ROPUFs), introduced in
[7], due to available real world data. A ring oscillator (RO) oscillates with a
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frequency which depends on delays in inverters and wires of the RO. In order
to construct a PUF, a number of ROs is placed on an FPGA. To extract one
bit, a pair of oscillators a and b is selected and their frequencies fa and fb are
compared. If fa > fb, the PUF outputs a one, otherwise it outputs a zero. To
extract a sequence of bits, for each bit a pair of ROs is compared.

The quality of a PUF construction can be evaluated by several measures.
The relative Hamming distance (HD) of two responses from different devices
(response inter-distance) should be close to 50% to fulfill uniqueness. To allow
reproducibility, the relative HD of two responses from the same PUF (response
intra-distance) should be close to 0%. A study in [5] confirmed that ROPUFs
can exhibit useful properties. At normal operating conditions, the average
response inter-distance is 47.31%, the average response intra-distance is 0.86%.
Hence, ROPUFs fulfill both uniqueness and reproducibility.

[5] provides a large data set of real world RO frequencies. 193 FPGA chips
(90nm) were used, each equipped with 512 ROs. To gather data, the authors
evaluated each RO 100 times. The result is a data set with 9.881.600 entries
which was obtained at normal operating conditions (1.2V, 25◦C). Also data of
5 PUFs evaluated with different temperature and supply voltage conditions are
available. We use the data set to verify the quality of the approach provided
in [6], since we expect real world data to yield a more realistic model compared
to theoretical assumptions.

We use the data set and implement a software framework, such that we
are able to derive bit sequences from the provided frequencies. As in [5], we
use the 512 ROs to extract a 511 bit sequence by comparing the frequencies
of adjacent ROs. Since there exist 100 measurements per RO we extract the
bit sequences 100 times and derive reliability information for each bit position.
Reliability values are transformed into soft information which is used as input
for the decoder.

3 Error Correction for Key Reproduction

Convolutional Codes, introduced in [1], recently were applied to error correction
in PUFs [2,6]. They are adequate to the PUF scenario since efficient hardware
implementations are possible, e.g. an area-optimized implementation of the
Viterbi decoder for FPGAs is provided in [3]. The main idea of convolutional
codes is to map length-k information blocks to length-n code blocks that depend
also on the µ previous information blocks. Encoders can be implemented using
linear shift registers with k inputs, n outputs and a memory of length µ. Effi-
cient maximum-likelihood decoding is possible, which can be performed using
the Viterbi algorithm [10]. The complexity of the Viterbi algorithm increases
exponentially with µ, contrarily the error probability of the decoder decreases
with µ. For details about convolutional codes we refer to [4, Chapter 8].

In order to reproduce keys, so-called Secure Sketches which use an error
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correcting code and additional helper data are applied. The Code-Offset con-
struction [8] is one of the most often used schemes. In an initialization phase
helper data are obtained from an initial PUF response rI . Therefore, a random
codeword c of a specified code C is chosen and added to rI , which results in the
helper data h. This phase occurs once in a secure environment during manufac-
turing. The reproduction phase occurs whenever the key has to be reproduced.
Let r be the re-extracted key, which differs slightly from rI due to the fuzzy
nature of PUF responses and hence can be described as r = rI + e. Adding h
to r, we get r = c + e. Since e is sparse, r can be decoded in order to get ĉ. If
the distance between rI and r is within the error correction capability of C, we
have c = ĉ. Adding h to c recovers rI .

4 Results

To verify that the usage of convolutional codes is reasonable not only in simu-
lations based on a mathematical model but also for real world PUFs, we apply
the codes suggested in [6] to all the 193 ROPUFs provided by [5].

4.1 Normal Operating Conditions

The results in this section were obtained by using data collected at normal
operating conditions (1.2V supply voltage and 25◦C ambient temperature). The
relative response intra-distance of the 193 PUFs in the data set is in the range
between 0.38% and 1.39% [5], hence we have very good channels during stable
operating conditions. For our test we first used convolutional codes of rate
R = 1

2 . Using memory length µ = 10, we were able to reconstruct all samples
from the given data set using hard decision (hd) decoding. Providing soft
information (sd) to the input of Viterbi, a code with memory length µ = 2 is
sufficient to reproduce all responses correctly. Decreasing the rate to R = 1

3
allows to decrease the memory length to µ = 3 in order to obtain good results
providing only hard information. Table 1 summarizes the portion of the 193
PUFs for which at least one of 100 key reproductions fails in average when
simulating 1000 times.

µ = 2 (hd) µ = 3 (hd) µ = 6 (hd) µ = 10 (hd) µ = 2 (sd)
R = 1

2 33 15 1 0 0
R = 1

3 1 0 0 0 0

Table 1: Number of PUFs for which key regeneration fails at least once.
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4.2 Varying Operating Conditions

The data set contains 5 PUFs which were evaluated at 9 different temperature
and supply voltage conditions. For each supply voltage and temperature com-
bination 100 measurements were taken. Table 2 shows the average portion of
failures when reproducing the key 100 times for the 5 PUFs using hard input
with a R = 1

2 convolutional code and memory length µ = 6. For calculating
the average 1000 runs were performed. Our experiments confirm the studies
in [5]: Differences in temperature do not much increase the amount of errors.
Lowering or rising the supply voltage however induces more errors. For small
variances in temperature, the chosen code with hard input is sufficient.

Using instead R = 1
3 and memory length µ = 6 without soft information at

the input of Viterbi, we are able to decode all voltage temperature combinations,
except the 0.96V case. Providing soft information helps to circumvent problems
with varying environment conditions. Even with a rate 1

2 code having memory
length µ = 2, we were able to correctly decode all test cases in all runs.

PUF 1 PUF 2 PUF 3 PUF 4 PUF 5
0.96V, 25◦C 100 100 79 100 100
1.08V, 25◦C 36 18 2 26 58
1.20V, 25◦C 0 0 0 0 0
1.20V, 35◦C 0 0 0 0 0
1.20V, 45◦C 0 0 0 0 0
1.20V, 55◦C 0 0 0 0 0
1.20V, 65◦C 0 0 0 0 0
1.32V, 25◦C 6 52 0 0 47
1.44V, 25◦C 59 99 54 91 96

Table 2: Average amount of failures when regenerating the key 100 times under
varying operating conditions using hard input (R = 1

2 , µ = 6).

4.3 Larger Number of Synthetic Measurements

The main drawback of the experiments discussed above is the low number of
available responses. Now we aim for a ROPUF model which is calibrated using
real measurements in order to generate a large number of synthetic measure-
ments. The model in this section uses a composition of frequencies for RO i as
derived in [9], when aging of chips was studied.

fi = favg + fPV + faging + fnoise, (1)

where the frequency fi of RO i consists of favg (average delay, static com-
ponent), fPV (deviation due to process variation, static component), faging
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Figure 1: Comparison of error pattern between real data and synthetic data.

(dynamic component due to aging), and fnoise (dynamic component due to
noise). For each RO we calculate the average of 100 readouts in order to re-
move noise and hence get the average and PV components. We model new
responses by simulating faging ∼ N(−6.75, 0.05) and fnoise ∼ N(0, σ) where

σ =
√

1
99

∑100
k=1(fk − favg)2. These distributions where derived in [9], by per-

forming accelerated aging via stressing the FPGAs with temperatures up to
80◦C and voltages up to 1.8V. Figure 1 shows for an exemplary PUF, that the
synthetic measurements preserve the general error pattern of the real world
data. Hence the simulation results of the synthetic data provide a good bench-
mark which encompasses the results obtained using the limited number of mea-
surements in Sections 4.1 and 4.2. Table 3 shows the results of simulations using
107 synthetic responses generated using the model discussed in this section.

µ = 2 µ = 3 µ = 6 µ = 10
R = 1

2 (hd) 1.33e-01 4.99e-02 1.99e-03 2.19e-06
R = 1

2 (sd) 3.82e-02 8.89e-04 2.70e-06 0
R = 1

3 (hd) 4.28e-03 2.78e-03 0 0
R = 1

3 (sd) 5.44e-05 0 0 0

Table 3: Word error probabilities when using synthetic responses.

5 Conclusion

Using p ≈ 0.15 as usual done in the PUF community seems to be too pessimistic
for ROPUFs, since we only obtain this order for extreme supply voltage condi-
tions [5]. Under normal conditions, a R = 1

2 convolutional code with memory
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length µ = 2 is sufficient when using soft information at the decoder’s input.
Without soft information, µ should be increased to 10. Another option is to
decrease R to 1

3 , then µ = 3 is sufficient. Dealing with varying environments,
using soft information input we were also able to decode all test cases correctly
(even the extremes) with a convolutional code of rate 1

2 and µ = 2. For approx-
imations using synthetic responses we increase µ to 6. For implementation, the
Viterbi decoder from [3] can be chosen, which is area and power-optimized for
FPGAs. In total we observe that µ can be much smaller for 90nm ROPUFs
than expected from the results in [2, 6]. Since p is much lower than assumed
by most theoretical models, list decoding and multiple readouts used in [6], are
not necessary for the specific ROPUFs considered in this work.
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