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Introduction

The aim of the dissertation is to provide solution for optimal management of com-
putational (CPU, memory, storage) and network (latency, bandwidth) resources in
Cloud/Edge/Fog distributed system platforms, which involve dynamic moveable in-
frastructure nodes and end-users. It is aware of the infrastructure topology, which
means that it is monitoring and adapting to the infrastructure state continually. It
is tailored towards modern microservice applications with complex interdependencies
that usually are used in Internet of Things (IoT) scenarios and incorporate infrastruc-
ture clusters with constriant ARM64 hardware devices. In such dynamic environment
the state of the art in Cloud/Edge/Fog platforms available in the scientific field and
in the practical world are failing to manage the Quality of Service (QoS) and Quality
of Experience (QoE) of the latency-demanding business applications, leading to big
end-to-end network latencies and degraded user experience at runtime. Proposing a
solution to this problem the dissertation makes possible the support of real-time IoT
applications with mobile nodes such as autonomous vehicles, augmented/virtual reality
(AR/VR), spacecraft computing, smart city, etc.

The dissertation makes a comprehensive analysis of the available related works in
the field and identifies several major parameters, which should be supported by one
Cloud/Edge/Fog platform in order to handle effectively moveable infrastructure nodes
and application’s QoS/QoE dynamically. All works, including the proposed solution in
the dissertation, are compared against them and at the end the benefits of the proposal
are evaluated and highlighted.

The methodology of the dissertation is the following. The stated issue is formulated
as a mathematical optimization problem and a Mixed-Integer Linear Programming
(MILP) model for finding the most optimal solutions is provided. Its architecture is
designed and implemented in the most popular Cloud/Edge platform used in the prac-
tice, called Kubernetes (K8s). The implementation is done in the Golang programming
language. A testbed cluster containing resource-constrained devices (Raspberry Pi) is
built and the implemented Edge/Fog platform is deployed on it. The testbed is emulat-
ing dynamic environment composed of geo-distributed mobile Edge/Fog nodes moving
in space. Its aim is to evaluate how the proposed model reduces total end-to-end net-
work latency of a business application in this environment. The business application
used for the evaluation is also implemented as part of the dissertation. It is called
EcoLogic and represents a practical edge-native IoT application. Its functionality is
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to measure and control carbon emissions from vehicles and is suitable for execution
in smart city scenarios. The obtained results show that the model is scheduling and
moving resources on proximal infrastructure nodes by coping to the movements of the
nodes. In this way the business application end-to-end network latency is kept at min-
imum on runtime and in continual manner. One of the most important outcomes of
the dissertation is that the solution is suitable for real-world practical infrastructures
with constrained ARM64 devices.

Chapter 1

Overview of Edge/Fog distributed
systems

The low network latency and mobility requirements are crucial for large range of ap-
plications in order to support certain level of QoS and QoE. Such kinds of applications
are for example augmented and virtual reality, autonomous driving vehicles and traf-
fic emissions control in smart cities [1]. These requirements are addressed in the novel
Edge and Fog computing platforms, which extend the computational resources of Cloud
platforms with additional infrastructure nodes located on the Edge layer of the network
and closer to the IoT devices and end-users [2]–[4], providing lower latency and bigger
bandwidth.

Cloud platforms rely on virtualization techniques to support resource utilization
and multi-tenancy. Container-based virtualization has become the standard and most
used type in Cloud platforms in contrast to hypervisor-based type, because it is more
lightweight and have better support for microservice architecture [5]. On the hardware
level, ARM CPU architecture is becoming increasingly used for servers, but its virtu-
alization support is more limited than the prevalent x86 architecture [6]. It’s known
that Edge network layer can be composed of nodes with low-power and ARM CPU ar-
chitecture [7]. From the stated above follows that constrained devices with ARM CPU
architecture and container-based virtualization can be widely used in Fog computing
platforms and thus being highly important research topic.

On the other hand microservice architecture become widely adopted and has estab-
lished principles for building software applications suitable to run in Cloud platforms
- Cloud-native [8] principles and Twelve-Factor App methodology. Right now a new
novel principles are emerging in practice called Edge-native [9], [10]. Edge-native prin-
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ciples are an extension and evolution of the Cloud-native ones. They describe how to
build a set of microservices in the most isolated, scalable and resilient way such that
they can run reliably in Edge environment. It is known that microservices can form a
graph of interconnected dependencies, which communicate between each other, called
Service Function Chains (SFCs). For example EcoLogic [1] is a typical Edge-native ap-
plication for monitoring and control of vehicle emissions in cities. It is composed of four
interdependent microservices depicted in Fig. 1.1. The Database microservice (P1) con-
tains data related to vehicle parameters and emissions, while the Backend microservice
(P2) provides an interface and analytics of this data. The VehicleAgent microservice
(P3) instances are running on a hardware nodes located in all registered vehicles. It
collects low-level vehicle parameters and sends them to the Backend microservice (P2).
The Frontend microservice (P4) serves a web-based Application Programming Inter-
face (API) and user interface. The Database (P1), Backend (P2) and Frontend (P4)
microservice instances can run on stationary or non-stationary nodes. All microservices
support multiple number of replicas running on different machines. In such dynamic
environments the infrastructure nodes are forming a geo-distributed cluster and can
move in time and space. An example cluster with nodes, which change their location
in 2 different states in time is shown in Fig. 1.2. Deploying dependent microservices
on distant nodes without latency awareness can impact the application’s response time
and overall QoS and QoE. If the nodes are mobile, the initial deployment of dependent
microservices can be on near nodes, but when the nodes change their location and
move away from each other, the end-to-end application response time will be increased
and overall QoS/QoE - degraded. It is necessary the dependent microservices to be
re-deployed on different closer nodes if such exist and thus dynamically adapting to the
mobility of nodes in time and space. The platform should keep track of the underlying
infrastructure topology composed of heterogenous nodes with different resources and
varying links in terms of network latency and bandwidth.

Previous research on latency-aware scheduling emphasize mostly on theoretical def-
initions (e.g. [11]–[14]) or heuristic-based algorithms (e.g. [15], [16]) that usually are
assessed on simulators like CloudSim [17], EdgeCloudSim [18] and iFogSim [19]. Often
if the evaluation is based on real devices they are with big resource capacity and have
x86 or x64 CPU architectures. Real world constrained devices with ARM architecture
are not considered. Additionally the devices are stationary in space, lacking mobility.
In the domain of latency-demanding applications it’s important for one Fog platform to
support allocation of SFCs on mobile Edge nodes which change their location in time
and space. According to the above exposition several major features of Edge/Fog com-
puting platforms are identified such as: infrastructure topology awareness, virtu-
alization type, application microservice dependencies support, dynamicity,
mobility, network latency awareness, ARM64 CPU architecture support and
evaluation type.
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Figure 1.1: EcoLogic application [1] microservice architecture.

Figure 1.2: Movement of nodes, part of geo-distributed (multi-region) edge cluster.
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Chapter 2

EcoLogic IoT application

One of the most impacted sectors by the IoT is the automotive industry. Recently,
tens of millions of cars are said to be connected to the Internet and their number is
expected to become hundreds of millions in the near future.

The dissertation proposes a solution for real-time monitoring and detection of rising
levels of carbon emissions from vehicles, called EcoLogic. It is used also for evaluation of
the presented framework for resource scheduling in dynamic Cloud/Edge/Fog platforms
with moveable infrastructure nodes, described in next chapters. The proposed EcoLogic
application includes hardware module, which collects sensor data related to vehicle’s
carbon emissions. The data is transferred to a cloud-based applications, where it’s
stored and analysed. The results from the analysis are used to control the carbon
emissions through driver notifications and vehicle’s power limitations. The obtained
results, resources and source code of the main software components of the solution are
publicly available. The repositories contain information on how to setup the projects
and deploy them on hardware device and server or in the cloud.

2.1 System design

The EcoLogic system is composed of two big parts: edge-native hardware modules and
cloud microservice applications. The hardware modules are located in vehicles and the
microservice applications are deployed on a cloud platform. Simplified architecture of
the system is shown in Fig. 1.1. It becomes a standard for IoT systems to incorporate
Cloud and Fog computing platforms in its architectures as main components that give
a lot of benefits like enormous computing power, high availability, disaster recovery,
storage, scalability and near real-time speeds.

The hardware module of the system has sensors and measures several engine phys-
ical parameters such as air pressure, air temperature and fuel mixture. It can also
extract parameters from the onboard diagnostic system of the vehicle. The data is
sent to applications in the cloud platform.

The cloud applications are implemented as microservices, which are designed in
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a platform agnostic way in order to have the possibility for deployment on different
cloud platforms. The cloud applications store data in a relational database, which is
represented by backing service from the cloud platform. They process the incoming
data, store it into the database and analyze it. The hardware modules communicate
with the cloud with wireless network.

The database contains all measured and calculated physical parameters. A cloud
Analytics application executes an anomaly detection on the streamed data and outlines
vehicles that have not optimal amount of carbon dioxide emissions or system failures.
Clustering analysis (K-Means) is made in order to detect anomalies. The hardware
module is notified when the vehicle is detected by the system as an anomaly, with
suboptimal amount of emissions. Then the hardware actuator is started automatically
to reduce the amount of emissions. This comprises a feedback control loop. In this
way the system monitors and controls the amount of carbon dioxide emissions in the
atmosphere in real time.

The cloud applications provide web user interface, on the base of HTML5, JavaScript
and CSS resources. Its endpoint is publicly available and accessible by clients.

2.2 Results from data analytics algorithm

This section proves the relevancy of the EcoLogic algorithm by presenting a case study
with two separate datasets: test dataset and real dataset. The goal of the case study
is to test the capability of the algorithm to find outliers in the dataset, which represent
vehicles with not optimal carbon dioxide emissions in the context of a region with many
vehicles. The cloud platform and services that are configured for the case study are as
follows:

• All described cloud applications are deployed into SAP Cloud platform.
• The data is stored in a HANA relational database, provided as a backing service

from the cloud platform.
• The Analytics application is represented by a SAP cloud platform predictive

service, which provides an algorithm for clustering analysis used for anomaly detection.
First for validation of the correctness of the anomaly detection algorithm a test

dataset, which contains known anomalies is used. The algorithm is executed on the
test dataset and the returned result is compared with the known result. An official
test dataset is used for that purpose [20]. It has data for customers with the following
parameters: id, name, lifespend, newspend, income and loyalty. The returned results
from execution of the clustering analysis with anomaly detection on the test dataset
are shown in Fig. 2.1.

The x-axis contains the income of the customers. The y-axis contains the loyalty
of the customers. The algorithm successfully make two clusters (K1 and K2) and
detects one anomaly. The clusters represent two kinds of customers: customers with
low income and low loyalty and customers with high income and high loyalty. The
anomaly, marked in Fig. 2.1 as Outlier, represents a data point, which is located too
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Figure 2.1: Identified clusters in dataset with known anomalies.

far from the centers of the clusters K1 and K2, according to other data points. The
customer, which is detected as an outlier has ID 151, income 2.5 and loyalty 0.75.
The result obtained from the algorithm is the same as the known result from the test
dataset, which proves the correctness of the algorithm for this dataset.

The hardware module of EcoLogic is installed into a real vehicle with internal
combustion engine with a capacity of 1800 cubic centimetres, working on petrol fuel.
In order to acquire bigger dataset, the collected real data is expanded with proportional
simulated data. The final operative dataset contains data for vehicles with many engine
capacities and carbon emission amounts. The x-axis contains the engine capacity
measured in cubic centimetres (cc). The y-axis contains the mass of the carbon dioxide
emissions, measured in milligrams (mg). The outcome clusters obtained after execution
of the clustering algorithm are shown in Fig. 2.2. The data points, which have unique
IDs, correspond to the vehicles.

The clustering algorithm should place vehicles, which have equal engine capacity
and different amount of emissions preferably in the same cluster. In this way, the
vehicles with not optimal emissions will not be placed in any cluster and should be
detected as outliers. The algorithm returns 8 clusters (K1-K8) for the current dataset,
which represent vehicles grouped in 8 different engine capacities – 1400, 1600, 1800,
2000, 2200, 2500, 3000 and 3200 cubic centimetres, respectively. They have different
carbon dioxide emissions values, which vary between 2.70 and 50.44 milligrams. The
vehicles with IDs 8759305, 6947228 and 5915180 are detected as outliers, because the
distance from them to their nearest clusters is bigger than the internal cluster distance.
These vehicles don’t have optimal amount of carbon dioxide emissions in the context
of the rest of the vehicles, which are located into clusters K1-K8. Important notice
for the outlier with ID 8759305 is that this is the real vehicle with parameter values
measured during the idle period on cold engine. The result obtained from the algorithm
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Figure 2.2: Identified clusters in real dataset ingested from vehicle.

is feasible and proves its correctness on the real dataset.

Chapter 3

Comparative analysis of resource
allocation in Edge/Fog

This chapter makes a comparative analysis of some important results for resource allo-
cation in Edge/Fog platforms related to their major features, identified in Chapter 1.
The features are infrastructure topology awareness, virtualization type, support for ap-
plication microservice dependencies, dynamicity, mobility, network latency awareness,
ARM64 CPU architecture support and evaluation type.

In Fog computing platforms, Edge-layer resources (processing, memory, storage and
network) are restricted in size and amount, but being essential for latency-sensitive
applications. This has made resource provisioning in such computing platforms an
important research topic.

The resource provisioning problem in the Edge/Fog computing domain is studied
and classified in the Bachiega et al. survey [21]. It identifies several metrics including
resource utilization, cost, energy and network latency. The latency is two types: node-
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to-node and end-user-to-node. Additionally this survey classifies the resource allocation
by several techniques: Integer Linear Programming (ILP)/Nonlinear Programming
(NLP), heuristics, fit-based approaches, Multiple Criteria Decision Making (MCDM),
game-based approaches and Machine Learning. Many related works usually consider
ILP models to find the optimal provisioning solution based on an objective metric.
The main limitation of these modeling approaches is the impossibility to find solution
in an acceptable period of time, thus limiting their applicability in real production
environments. However, they can serve as an optimum indicator for heuristics-based
techniques.

The availability and isolation of resources in Fog computing is usually achieved by
virtualization model. It is classified in [21] by two parameters including Virtual Ma-
chines and containerization. Many papers consider Virtual Machines. There are works
that accentuate on container placement optimizations by considering different met-
rics, including multi-tenant resource fair scheduling and waiting time [22] and reducing
end-to-end (E2E) tail latency [23]–[25].

Another important topic in Fog is the infrastructure topology awareness. It is
considered in Li et al. [26], where Microservice-Oriented Topology-Aware Scheduling
Framework (MOTAS) is presented. Another topology aware scheduler, named Gavel,
is proposed by Narayanan et al. [27], which improves the execution time of deep
learning jobs by focusing on the heterogeneity of cluster resources like GPUs, TPUs,
FPGAs and custom ASICs. Rao et al. A topology aware placement scheme which maps
microservice containers to cores on cluster machines in order to maximize performance
is presented in [28]. Also a mechanism for dynamic coalescing of hot services into a
single container is shown there.

The problem of resource provisioning in Fog-Cloud environments with container-
ized services is solved by Santos et al. in [29], where MILP formulation is described.
The formulation considers SFC concepts, several LPWAN technologies and objectives
among which is also network latency.

Dynamic replica placement algorithms for data services are presented in Aral et
al. [11], Shao et al. [12] and Li et al. [30]. They achieve enhancement of the data
availability. These three works use mean latency as a metric and do not tackle the
problems related to load distribution.

The problem of optimal service placement sequence in mobile micro clouds for
minimization of the average cost for a fixed time period is studied by Wang et al. [31].

Algorithms for dynamic replica placement and maintaining application end-to-end
tail latency within predefined threshold is proposed by Fahs et al. in two works, called
Hona [24] and Voila [25]. They support stationary and mobile nodes.

A distributed Edge orchestration framework, called ORCH, is presented by Toczé
et al. [32]. It tackles the problem for task placement in distributed dynamic Edge
environment. The framework manages to place end-user tasks on specific Edge device,
part of pool of devices in geographical area, in order to be executed.

An extension of the two related works [25], [32], called VioLinn, is provided by
Toczé et al. [33]. An optimization formulation for task placement, service placement
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and Edge device provisioning in Edge/Fog scenario has been presented.

Chapter 4

Mixed-Integer Linear Programming
(MILP) model

The problem for dynamic network-aware allocation of microservice containers in
Cloud/Fog infrastructures composed of set of moveable nodes, which change their
computational and network resource capabilities can be considered as an optimization
problem with NP-hard complexity [34]. Many ILP models providing optimal solutions
for this problem are examined, but their variables and objectives do not correlate with
the model of the real Cloud/Fog platforms and could not be applied in practice. They
are not suitable for IoT constrained devices with ARM architecture and use simulation-
based evaluation.

A novel MILP optimization model for network-aware microservice container provi-
sioning in dynamic Cloud/Fog infrastructures composed of moveable and constrained
nodes with ARM architecture is proposed in the dissertation. Its objective functions
maximize the total number of deployed workloads, minimize total replica movements
across nodes and minimize the workload’s network latency in order to provide the most
optimal placement solution. The variables, constraints and objective functions of the
model are explained in the next sections.

4.1 Model description and variables

The MILP model is tailored towards the K8s deployment model and can be used for
wide variaty of Cloud/Fog infrastructures. It is treating the Cloud/Fog infrastructure
as a set of nodes with limited computational resources such as CPU and memory. The
nodes are interconnected with network links, which have specific latency and band-
width characteristics which may vary between iterations. The microservices, running
on the cluster, are represented as a set of workloads with specific dependencies and re-
quirements in terms of computational resources, network latency and bandwidth. The
placement of the microservice containers on the nodes is directly affecting the final
end-to-end latency and bandwidth characteristics of the application. In order to pro-
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duce placement with minimal end-to-end latency in dynamic environment the model
has objectives for maximization of the workload deployments and minimization of the
replica movements and network latency. These objective functions are executed one
after another.

The model formulates the set of nodes in a Kubernetes-based Cloud/Fog cluster
as a set N = {n1, n2, . . .}. Each node n has the following computational and network
resources:

• Cn: Total CPU cores capacity in CPU units, where Cn ∈ Q+, Cn > 0.

• En: Total memory capacity in Megabytes (Mbyte), where En ∈ N.

• Bn: Total bandwidth capacity in Megabits/second (Mbit/sec), where Bn ∈ N.

The network latency and bandwidth parameters between each two nodes are defined
with the following matrices:

• Bnu,nv : Bandwidth matrix representing network bandwidth capacity from source
node nu to target node nv in Megabits/second (Mbit/sec).

• Tnu,nv : Latency matrix representing network latency from source node nu to
target node nv in milliseconds (ms).

Nodes are separated in infrastructure regions and zones forming a specific grouping.
Each region is composed of zones. Each zone z is located in only one region u. A node
n ∈ N can be located in exactly one region and zone. The set of infrastructure regions
and zones are defined as:

• U = {u1, u2, . . .}: Set of infrastructure regions, where each region u is a string
name.

• Z = {z1, z2, . . .}: Set of infrastructure zones, where each zone z is a string name.

The node membership matrix Mn,u,z (binary) represents whether node n is member
of region u and zone z in that region. We will write Mn,u,z = 1 if node n is member of
region u and zone z.

Each business application is defined as workload w. All workloads are forming a
set of workloads W = {w1, w2, . . .}.

Microservices are called pods in the K8s model. Each workload w is composed
of set of pods P = {p1, p2, . . .}. The pod membership matrix Mw

p (binary), defines
whether pod p is member of workload w. We will denote Mw

p = 1 if pod p is member
of workload w.

Each pod has one or more instances, called replicas in the K8s model. Each pod
is composed of set of replicas R = {r1, r2, . . .}. The number of requested replicas for
each pod p is defined with Rreq

p . The maximal limit of replica instances for each pod p
is defined with Rmax

p .
Each pod p has the following resource requirements necessary for its proper func-

tioning:
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• cp: CPU requirement in CPU units, where cp ∈ Q+, cp > 0.

• ep: Memory requirement in Megabytes (Mbyte), where ep ∈ N.

• bp: Bandwidth requirement in Megabits/sec (Mbit/sec), where bp ∈ N.

As an example a CPU requirement that is equal to 0.1 cpu (i.e. 100 millicpu) means
that the pod needs 10% of a CPU core to function properly.

Inter-pod dependency requirements for network bandwidth and latency are defined
in the following matrices:

• βpi,pj : Bandwidth matrix defining network bandwidth requirement in the link
from source pod pi to target pod pj.

• τpi,pj : Latency matrix defining network latency requirement in the link from
source pod pi to target pod pj.

Additionally the requirements predicate matrices define whether the corresponding
inter-pod latency and bandwidth requirements are guaranteed or not:

• Ωβ
pi,pj

: Workload bandwidth requirements predicate matrix (binary). We will

write Ωβ
pi,pj

= 1 if network bandwidth requirements from source pod pi to target
pod pj must be assured.

• Ωτ
pi,pj

: Workload latency requirements predicate matrix (binary). We will denote
Ωτ

pi,pj
= 1 if network latency requirements from source pod pi to target pod pj

must be assured.

Furthermore the replica movement factor δ is used for hard limitation of the total
number of possible replica movements for pods across nodes in the cluster, affecting
the scheduling and descheduling decisions.

The workload deployment matrix Dw (binary) decision variable, represents the
deployment state of each workload as a whole, whether all of its pods are deployed
on nodes and fully operational. We will denote Dw = 1 if the whole workload w is
deployed.

The pod deployment matrix Dw
p (binary) considers the deployment state of each

pod from concrete workload. We will write Dw
p = 1 if the whole pod p from workload

w is deployed, meaning that all of its replicas are deployed.
The replica deployment matrix Dw,p

r,n (binary) represents whether a concrete replica
from pod is placed on concrete node. We will denote Dw,p

r,n = 1 if replica r from pod p,
part of workload w, is deployed on node n.

Inter-replica stream matrix Sw,pi,rk
pj ,rm

(nu, nv) (binary) represents the network streams.
We will write Sw,pi,rk

pj ,rm
(nu, nv) = 1 if replica rk of pod pi is deployed on node nu and

replica rm of pod pj is deployed on node nv for workload w. It asserts that network
stream is achieved between specific replicas, deployed on specific nodes.
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The workload latency matrix Tw gives the total end-to-end network latency of
workload w in milliseconds.

The replica movement per iteration ∆w,p
r,n (binary) represents whether replica ri is

moved from node n to another. We will denote ∆w,p
r,n = 1 if replica r has moved from

node n to another, according to the previous iteration.
The replica movement matrix ∆w,p

r (binary) shows whether replica ri is moved
from one node to another. We will write ∆w,p

r = 1 if replica r has moved from node,
according to the previous iteration.

4.2 Objectives and constraints

The MILP model has the following objectives:

• Maximization of workload deployments (MAX WD).

• Minimization of microservice replica movements across nodes between iterations
(MIN RM).

• Minimization of workload end-to-end network latency (MIN WL).

These objective functions are executed one after another in consecutive passes. In
the beginning, the maximization of workload deployments (MAX WD) is executed.
The result from the first objective is passed-through to the second objective, which
considers replica movements across nodes between iterations (MIN RM). If necessary
it minimizes the replica movements according to constraints and modifies the result.
The result from the second pass is given to the third objective, which further enhances
the result towards minimization of the end-to-end latency (MIN WL).

All objectives are described in the following subsections.

4.2.1 Maximize workload deployments (MAX WD)

The MAX WD objective function is responsible for maximization of workload deploy-
ments. It is subject to several constraints.

Pods to workload deployment constraint∑
p∈P

Dw
p =

∑
p∈P

Mw
p ,

where Dw = 1, for ∀w ∈ W , assures that workload w is fully deployed if all pods, which
are members of the workload w, are deployed.

As pods consist of microservice replicas, the replicas to pod deployment constraint∑
r∈Rmax

p

∑
n∈N

Dw,p
r,n = Mw

p ×Rreq
p ,
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where Dw
p = 1, for ∀w ∈ W,∀p ∈ P , states that pod p is fully deployed if the requested

number of its replicas (Rreq
p ) are scheduled.

Because the model decides on which nodes to deploy replicas, the following con-
straints assures that replicas are scheduled just on the nodes with enough available
CPU, memory and network bandwidth resources according to the pod requirements:∑

w∈W

∑
p∈P

∑
r∈Rmax

p

Dw,p
r,n × cp ≤ Cn,∑

w∈W

∑
p∈P

∑
r∈Rmax

p

Dw,p
r,n × ep ≤ En,∑

w∈W

∑
p∈P

∑
r∈Rmax

p

Dw,p
r,n × bp ≤ Bn,

bpi =

|P |∑
j=1
j ̸=i

βpi,pj ,

for ∀n ∈ N, ∀pi ∈ P , where pod bandwidth is defined as bpi .
Then the model is capable to deploy more than one replica from a pod on a same

node, which is undesirable, so the replica spread across nodes constraint∑
r∈Rmax

p

Dw,p
r,n = 0 or 1,

for ∀w ∈ W,∀p ∈ P, ∀n ∈ N , assures that each replica from one pod is deployed on
different node.

The model is also able to place all replicas in a single region and zone, which again
is undesirable due to concerns related with the high availability of the workload. So
the replica spread across regions and zones constraint

∑
n∈N

∑
r∈Rmax

p

Dw,p
r,n =

{
1 if Mn,u,z = 1

0 if Mn,u,z = 0,

for ∀w ∈ W,∀p ∈ P, ∀u ∈ U,∀z ∈ Z, makes the pod replicas to be spread across
different regions and zones.

Finally the maximization of workload deployments objective function is defined as:

MAX WD = max
∑
w∈W

Dw.

It is aiming to deploy as much as possible number of workloads on the available set of
nodes, meeting all constraints.
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4.2.2 Minimize replica movements (MIN RM)

The result from the first objective (MAX WD) consists of the concrete placements of
pod replicas on the set of nodes. It includes the deployed workloads decision variable
Dw. This result is passed-through to the second objective (MIN RM), which minimizes
the number of replica movements across nodes, according to the δ input variable, which
is used for limitation of replica movements. In order to preserve the number of already
deployed workloads from the first objective function (MAX WD), there is an auxiliary
constraint defined as: ∑

w∈W

Dw = result from (MAX WD).

In this way the second objective (MIN RM) is enhancing the first result by preserving
the number of scheduled replicas from the previous objective (MAX WD).

Minimization of the replica movements between iterations objective is subject to
several constraints. Let us define replica movement per iteration decision variable as:

∆w,p
r,n =


0 if Dw,p

r,n = 1 ∧ (Dw,p
r,n )

−1 = 1

if Dw,p
r,n = 0 ∧ (Dw,p

r,n )
−1 = 0

1 Otherwise,

for ∀w ∈ W,∀p ∈ P, ∀r ∈ Rmax
p ,∀n ∈ N , where (Dw,p

r,n )
−1 is the deployment matrix

from the previous iteration. Here iteration means the previous execution of the MILP
model.

Then replica movement matrix, which contains movements for all replicas, is defined
as:

∆w,p
r =


0 if

∑
n∈N

∆w,p
r,n = 0

1 if
∑
n∈N

∆w,p
r,n ≥ 1,

for ∀w ∈ W,∀p ∈ P, ∀r ∈ Rmax
p .

Furthermore the assurance of total number of possible replica movements from one
node to another for each pod p in W is defined as:∑

p∈P

∑
r∈Rmax

p

∆w,p
r ×Mw

p ≤ δ ×
∑
p∈P

Rreq
p ×Mw

p ,

for ∀w ∈ W . From this constraint follows that:

• δ ≥ Rmax
p , if we want to not limit the movements of replicas across nodes.

• δ < Rmax
p , if we want to limit the movements of replicas across nodes.
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Finally the minimization of replica movements between iterations objective function
is defined as:

MIN RM = min
∑
w∈W

∑
p∈P

∑
r∈R

∆w,p
r .

The minimization of replica movements is useful if we want to reduce the replica
movements between iterations, because in some cases the migration of replicas re-
quire additional computational overhead and introduce network latency, which may be
unnecessary in very dynamic environment, where cluster nodes are moving very often.

4.2.3 Minimize workload end-to-end network latency
(MIN WL)

The result from the second objective (MIN RM) consists of the refined placements of
pod replicas across nodes. Again it includes the deployed workloads decision variable
Dw. This result is passed-through to the third objective (MIN WL), which aim is
to minimize the workload end-to-end latency. In order to preserve the number of
already deployed workloads from the first and second objective functions (MAX WD,
MIN RM), there is an auxiliary constraint defined as:∑

w∈W

Dw = result from (MIN RM).

In this way the third objective (MIN WL) is further enhancing the result, but also
preserving the number of provisioned replicas from previous objectives.

Minimization of the workload end-to-end network latency is subject to several con-
straints regarding the infrastructure network. First the inter-replica stream matrix
represents the specific network streams between all replicas placed on specific nodes in
the cluster. It is defined as:

Sw,pi,rk
pj ,rm

(nu, nv) =

{
1 if Dw,pi

rk,nu
∧D

w,pj
rm,nv = 1

0 Otherwise,

for ∀w ∈ W,∀pi, pj ∈ P, i ̸= j,∀rk, rm ∈ Rmax
p ,∀nu, nv ∈ N, u ̸= v.

Inter-replica stream with bandwidth preservation constraint is defined as:∑
w∈W

∑
pi,pj∈P

∑
rk,rm∈Rmax

p

∑
nu,nv∈N

Sw,pi,rk
pj ,rm

(nu, nv) =∑
pi,pj∈P

Ωβ
pi,pj

×Rreq
pi

×Rreq
pj

,

for ∀w ∈ W,∀pi, pj ∈ P, i ̸= j,∀rk, rm ∈ Rmax
p , ∀nu, nv ∈ N, u ̸= v. It assures that

all network streams between pods, which require guaranteed bandwidth, are preserved
and there are no traffic losses in the cluster.
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Inter-replica stream with latency preservation constraint is defined as:∑
w∈W

∑
pi,pj∈P

∑
rk,rm∈Rmax

p

∑
nu,nv∈N

Sw,pi,rk
pj ,rm

(nu, nv) =∑
pi,pj∈P

Ωτ
pi,pj

×Rreq
pi

×Rreq
pj

,

for ∀w ∈ W,∀pi, pj ∈ P, i ̸= j,∀rk, rm ∈ Rmax
p ,∀nu, nv ∈ N, u ̸= v. It assures that all

network streams between pods, which require guaranteed maximal latency threshold,
are preserved and there are no traffic losses in the cluster.

Let us define a stream bandwidth factor as:

sβpi,pj = Mw
pi
×Mw

pj
× Ωβ

pi,pj
,

for ∀pi, pj ∈ P, i ̸= j. We will write sβpi,pj = 1 if source pod pi depends on target pod
pj and the network bandwidth requirements between them must be guaranteed.

Then the stream bandwidth constraint is defined as:∑
w∈W

∑
pi,pj∈P

∑
rk,rm∈Rmax

p

sβpi,pj × βpi,pj × Sw,pi,rk
pj ,rm

(nu, nv) ≤ Bnu,nv ,

for ∀nu, nv ∈ N, u ̸= v. It validates that the total available network bandwidth in the
cluster is respected.

Let us define stream latency factor as:

sτpi,pj = Mw
pi
×Mw

pj
× Ωτ

pi,pj
,

for ∀pi, pj ∈ P, i ̸= j. We will write sτpi,pj = 1 if source pod pi depends on target pod
pj and the network latency requirements between them must be guaranteed.

Then the stream latency constraint is defined as:∑
w∈W

∑
pi,pj∈P

∑
rk,rm∈Rmax

p

sτpi,pj × τpi,pj × Sw,pi,rk
pj ,rm

(nu, nv) ≤ Tnu,nv ,

for ∀nu, nv ∈ N, u ̸= v. It validates that the total network latency between cluster
nodes is respected.

Furthermore the workload latency matrix is defined as:

Tw =
∑

pi,pj∈P

∑
rk,rm∈Rmax

p

∑
nu,nv∈N

Tnu,nv × Sw,pi,rk
pj ,rm

(nu, nv),

for ∀w ∈ W . It states the total end-to-end latency of workload w in milliseconds unit.
Finally the minimizing workload end-to-end network latency objective function is

defined as:

MIN WL = min
∑
w∈W

Tw.
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In order to obtain minimal workload end-to-end latency, this objective is placing de-
pendent pods on nodes with smaller inter-latencies, usually located close to each other
in the space.

The results presented in this chapter are published in [35].

Chapter 5

Results and discussion

Pod

Execution
time

result 1
replicas #

Execution
time

result 2
replicas #

Execution
time

result 3
replicas #

Example 1 and 2
(E1, E2)
replicas #

Database (P1) 1 1 1 1
Backend (P2) 1 2 2 2

VehicleAgent (P3) 1 3 6 6
Frontend (P4) 1 2 2 2

Table 5.1: EcoLogic application Pods with Replica counts.

In this chapter two examples and an execution time result will be shown, to demon-
strate how the described model handles the identified in Chapter 1 major features of
Edge/Fog computing platforms in a realistic mobile environment. The examples are
conducted in a testbed, which uses Kubernetes (version 1.24.3) Cloud/Fog platform
and container-based virtualization. They are aiming to evaluate realistic workload
represented by the EcoLogic sample application [1]. Its microservice dependencies are
shown in Fig. 1.1. The examples are using the Database (P1), Backend (P2), Vehi-
cleAgent (P3) and Frontend (P4) microservices, without the Analytics microservice.
The total count of used microservice replicas (instances) is eleven. Each replica is
deployed on different node. The testbed is emulating dynamic environment composed
of geo-distributed mobile Edge/Fog nodes moving in space. The setup is like the one
shown in Fig. 1.2, but eleven nodes are used instead of four. Its aim is to evaluate
how the proposed model reduces total end-to-end application network latency in this
environment.

Example 1 (E1). We consider eleven geographical cities in which nodes N are
located, forming a realistic geo-distributed cluster infrastructure, like the setup shown
in Fig. 1.2. All nodes are located in different regions U and zones Z. Their count
is eleven, which equal to the total count of the used microservice replicas R of the
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EcoLogic workloadW . The replicas countRreq
p for the concrete EcoLogic pods P , which

are used in the examples are shown in Table 5.1. The requested number of replicas
is equal to the maximum number of replicas permitted in the model (Rreq

p = Rmax
p ).

Each node contains only one deployed microservice replica. The real pairwise network
latency measurements between these cities are used for emulation of the geo-distributed
infrastructure on the testbed. The latency between nodes Tnu,nv vary from 10 to 60
milliseconds. The average initial distance between nodes x1 is 800 kilometers. On each
step all nodes are moved away from each other with a fixed distance ∆x (∆x = x2−x1).
In E1 ∆x equals to 10% of the average initial distance (80 kilometers). We use 20
movement steps, which is enough long period for analysis of the node movements
and changes in network characteristics. All pods request CPU cp and Memory ep
resources of 100 millicpu and 100 Mb respectively. Specific network latency τpi,pj and
bandwidth βpi,pj requirements between each two dependent pods are used, with values
of 30 milliseconds and 100 Mbps respectively. Replica movements across nodes are
not limited (δ = Rmax

p = 6). The MILP model is executed on each movement step
(iteration). On each movement step the same input variable values are conducted,
except the inter-node latency (Tnu,nv), which is changing to match on the movement
distance ∆x. At the end of each iteration, the MILP model returns a placement scheme
(Dw,p

r,n ) and pod replicas are deployed on concrete nodes.
Depending on the movement distance, the inter-pod latency requirement τpi,pj has

to be enough restrictive in order to cause violations of the network requirements and
cause subsequent pod reallocations and optimization. But if its value is too restrictive,
it is possible to enter a situation without any feasible nodes for reallocation. In this
case the model will leave the placement scheme (Dw,p

r,n ) in its latest state. The currently
deployed applications (workloads) will be available, but with reduced QoS — their
total end-to-end latency will be increased and above the configured requirement. This
situation will be resolved if nodes move to more favorable (feasible) locations or new
additional nodes join the cluster infrastructure. When the network latency requirement
is chosen correctly in this boundary zone, evaluations can be used for analysis of the
level of optimization of the MILP model compared to other solutions. So this is taken
into account in the next example.

Example 2 (E2). The design and parameters are the same as in E1, depicted
in Table 5.1. The only difference is that the nodes are moved away from each other
with twice bigger distance ∆x than in E1, which equals to 20% of the average initial
distance (160 kilometers).

The results of the examples E1 and E2 are visualized in Fig. 5.1 and Fig. 5.2,
respectively. The figures contain one plot with movement steps shown on its abscissa
axis and the average workload end-to-end latency in milliseconds on its ordinate axis.
There are three graphs, representing Kubernetes Default Scheduler (DS), Network-
aware Scheduler (NS) and Custom Scheduler (CS) with MILP. The violations of the
network latency requirements are shown in vertical dotted lines on the corresponding
movement steps. Pod placement schemes of the NS and CS schedulers are different
when there is a violation, which causes a different average latency results.
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Figure 5.1: Example E1 with small movement distance ∆x = 10%(80km) per step.
CS optimizes end-to-end latency by 20% in last step 20, compared to existing K8s
schedulers.

In example E1 results (Fig. 5.1), NS and CS have lower end-to-end network latency
compared to DS. NS and CS have practically same latency until the last step due to the
same initial placement schemes in the first step. There is a network latency violation
happening in last step 20, which results to pod reallocations and lower latency for CS
compared to NS, reduced by 20%. The late reoptimization on step 20 means that the
network latency requirement τpi,pj is loose.

Example E2 moves selected nodes with bigger distance. The result (Fig. 5.2) shows
that NS and CS have lower end-to-end network latency compared to DS. Violations
start early at step 9 and continue to step 14. CS has smaller latency compared to NS,
reaching the biggest difference of more than 500ms (approx. 48% improvement) at step
12. This example has more stringent network latency requirement τpi,pj according to
its bigger movement distance, compared to example E1. Its result has much bigger
improvement of the end-to-end latency.

Furthermore, the result of the average execution time of the model compared to the
other discussed K8s schedulers is presented in Fig. 5.3. The figure contains one plot
with the total number of used pod replicas of the EcoLogic workload on its abscissa
axis and the average execution time on its ordinate axis. There are three graphs for
the Kubernetes Default Scheduler (DS), Network-aware Scheduler (NS) and Custom
Scheduler (CS) with MILP. There is also a 30 minutes marker depicted in horizontal
dashed line. The replicas count of the specific EcoLogic pods that are used are shown
in Table 5.1. There are three measurements with total pod replica counts of 4, 8 and

21



Figure 5.2: Example E2 with big movement distance ∆x = 20%(160km) per step. CS
optimizes end-to-end latency by up to 48% starting early from step 9, compared to
existing K8s schedulers.

11, respectively. The DS have execution time of 0.06 to 0.12 seconds and NS - 0.07
to 0.13 seconds. In contrast to them, the CS have much bigger execution time of 27
to 117 minutes. This is caused by the MILP model which needs a lot of time to find
the most optimal placement solution, proved in the above results Fig. 5.1, Fig. 5.2.
Usually many real-time and critical solutions in Cloud/Fog platforms should comply
to a maximal execution time of 30 minutes.

5.1 Discussion

The obtained results in Fig. 5.1 and Fig. 5.2 confirm that in dynamic environment with
mobile nodes, the model is placing and moving pods on proximal nodes by coping to
the movements of the nodes. In this way the workload end-to-end network latency is
kept at minimum on runtime and in continual manner. In practice it is possible the
replica movements across nodes to cause downtime for the moved replicas, while the
not moved ones will continue to work uninterrupted. In this case the replica movement
factor δ, can be configured further to reduce the total number of replica movements
and their undesirable replica downtimes. Also the period between execution of the
model iterations can be configured according to the velocity (frequency) at which the
nodes are moving. The period between iterations should be inversely proportional to
the movement velocity. The pod network latency requirements (τpi,pj) has to be enough
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Figure 5.3: Execution time of CS with MILP is much bigger (27 to 117 min), compared
to existing K8s schedulers (0.06 to 0.13 sec).

restrictive in order to cause pod placement optimizations, otherwise pods will not be
moved.

The execution time results from Fig. 5.3 show that the MILP model takes much time
to provide the most optimal solution, which is more than the 30 minutes threshold, used
by some real-time critical applications in practice. This means that it can be applied
in practical environments by executing it less frequently, for example once/twice daily
or less. Nevertheless the MILP model can be used as a benchmark comparing how
optimal are other heuristics-based algorithms that could be faster. Additionally it is
generic and can be applied in a wide variety of Cloud/Fog use cases. All input variables
can be configured by platform engineers in accordance to their infrastructure resource
capacities, movement patterns and business application requirements.
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The results obtained in this chapter are published in [35].

Chapter 6

Conclusion

In recent years the massive adoption of moveable heterogeneous devices with compu-
tational capabilities brought the necessity for novel techniques for dynamic resource
allocation. This dissertation presented a MILP formulation for container provisioning
in Cloud/Fog infrastructures, composed of nodes that move in time and space. It is
suitable for dynamic and nondeterministic IoT use cases, which contain moveable enti-
ties like vehicles, satellites and aerospace vessels. It uses several objectives attempting
to maximize the number of running workloads, reducing its migrations across nodes
and improving the end-to-end network latency. Two examples with the practical mi-
croservice application EcoLogic [1] were shown. The testbed is emulating a real life
movement of computational nodes across geographical regions. The obtained results
demonstrate that the solution has a promising potential to bring big improvements
in the applications end-to-end network latency in practical Cloud/Edge/Fog infras-
tructures with moving nodes. Although with big execution time, the MILP model is
generic and can serve as a benchmark for research and evaluation of resource alloca-
tion algorithms in wide range of dynamic and mobile environments. It can be tailored
towards different use cases depending on the infrastructure resource types, workload
dependencies and movement patterns.

Dissertation contributions

The aim of the dissertation is to provide solution for optimal management of resources
in modern Cloud/Edge/Fog platforms, enabling execution of complex real-time IoT ap-
plications on constrained computational devices, which move in space. It contributes
to the better support of scenarios like connected vehicles, spacecraft computing, Aug-
mented/Virtual Reality, real-time audio/video streaming, etc. The solution is imple-
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mented in the most popular Cloud/Edge/Fog platform in practice, called Kubernetes
and is validated with a complex edge-native IoT application in real practical environ-
ment.

The dissertation contains the following contributions:

• The MILP model proposed by Santos et al. [36] is extended with new latency ma-
trix for inter-pod communication variable (τpi,pj), node availability region variable
(U) and objective function for minimization of replica movements across mobile
nodes (MIN RM).

• Capacity and demand vectors are replaced by direct variables (Bn, Cn, En, bp,
cp, ep) used into the constraints and objective functions in the mentioned MILP
model.

• The execution flow of the above MILP model is modified in order to support dy-
namic optimization of replica placements with moveable nodes. The flow consists
of phases and iterations.

• The MILP optimization model is implemented in real Cloud/Edge/Fog platform
(Kubernetes).

• The algorithm and platform are evaluated in a testbed.

• Design and implementation of a real-world edge-native IoT application, called
EcoLogic [1], for monitoring and control of carbon emissions from vehicles, suit-
able to run in smart city environments.

• Validation of the EcoLogic’s algorithm for clustering analysis, which detects out-
lier vehicles that pollute the air excessively.

• Making publicly available open-source repositories with information and source
code of the important EcoLogic microservices.

• Performing evaluations based on the EcoLogic application. They are making
emulation of node movements in the testbed cluster.

• The obtained results from the performed evaluations with the EcoLogic sample
application show reduction in the workload’s end-to-end latency by up to 48%
compared to the latest state of the art.
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