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ABSTRACT. ElGamal digital signature has numerous applications in real
time situations. Due to its utility and popularity, security threats and chal-
lenges are increasing day by day for this signature scheme. This paper
introduces a variant of ElGamal signature scheme, mainly after analyzing
the existing weaknesses of the scheme where the security depends on one
private key only. To overcome this, our scheme consists of a private key pair
and an additional random number which makes the relation between the
secret key and the randomly chosen number used more complicated. The
cryptographic security of the proposed scheme is relatively much higher than
the existing ElGamal signature scheme in literature.

1. Introduction and preliminaries. In 1985, ElGamal [2] proposed
a public key cryptosystem (PKC) and a digital signature scheme, where their
safety relies on the Discrete Logarithm Problem (DLP). The ElGamal PKC is
very efficient and safe to carry out private correspondence and to sign a document
digitally on a network. This scheme is also the foundation of many of the impor-
tant special-purpose schemes [6, 3]. There exist different signatures for a message
because of the random selection of various parameters, messages and there is a
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correspondence between every signature specifically chosen random number [8].
This is one of the threats against the security of the ElGamal Signature Scheme
(ESS).

Let us consider a finite cyclic group G of order n. The element g is a
generator of the group G and y € G another element. The discrete logarithm of
y to the base g, denoted by log, y, is the unique integer = € Z,, such that y = g*.
The ESS consists of two steps:

(i) Signing Step: The pair (a,b) is the signature for a specified message M. It
can be obtained by a random selection of an integer k such that
GCD(k,p—1)=1.

a=g" (mod p),
b=k Y (M — za) (mod (p—1)).

(ii) Verification Step: To validate the signature s = (a,b), verifier uses the
equation given below

“a” = g™ (mod p),

where y = ¢ (mod p).

In the ESS, the private key is the only entity which provides security
to the scheme and if that is compromised due to some attack, then there is no
security at all [4]. If an attacker finds a relation between the chosen random
numbers, then he or she can comfortably target the secret key.

Let Alice be using the ESS to sign two different messages. Then she
must choose two different values of k. If she chooses the same k for two different
messages M1, Ms, then the value of a will be the same for both the signatures
and immediately Eve will notice that the same value for k is used repeatedly. Let
by and by be two different values for b. Then Eve knows that

bk — My = —xa = bok — My (mod (p — 1)).

This implies
(bl — bg)k = (M1 — Mg) (HlOd (p — 1))

Now she can solve this for k. If GCD((by —b2),p—1) = r, then there will be a fair
chance to solve this congruence relation because usually the number of solutions
r is very small, so there are few feasible values for k.

Next, for every feasible value of k, Eve can compute ¢* and find out the
one which gives a. Finally Eve solves xa = (M; — kby) (mod (p — 1)) for z, as
she knows the specific value of k. There are GC'D(a,p — 1) probable values of z.
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Eve can compute ¢g” for every probable value of z, till she gets the required value
of y. Ultimately Eve knows the secret key x, so she can do forgery by producing
Alice’s genuine signature.

Thus, the wrongly chosen public key or insecurely chosen random number
will make scheme vulnerable. Therefore, the signer has to choose the random
numbers very carefully [1]. The choices for random numbers are reduced greatly
because of the restriction on its reusability, and this affects the algorithm very
much because the random number k£ cannot be reused.

Nowadays, the flow of data is rigorously increased in any kind of com-
munication network, so the need for digital signature is also increased. For the
security concern, the signer has to change its private key value from time to time
and the value of the public key too. To make this practice on a regular basis it
is also required to communicate the new public key value to their customers as
soon as it gets updated or else it will affect the business. Sometimes it is required
to use the same signature later again, so the chosen number is required to be
remembered and stored for a future use. As the number of signatures goes on
increasing, the space to store the random number used has also to be increased.

Li, Shen, Chen [5] proposed an improved ESS, again by introducing an
additional random number to the signature scheme. Here the additional random
number is used to make deciphering of the key more difficult. They further
claimed that the security of their scheme is better with reduced time complexity.

Motivated by the above works, in this work, an improved ESS is proposed.
We introduce two random numbers, one random number to generate a private
key pair and an additional random number to make the process of deciphering
more difficult by giving strength to the relation between the secret key and the
random number used.

Our paper is organized as follows: In the next section, we have given the
improved ESS, In Section 3, security analysis of the proposed ESS is given, some
conclusions are drawn in the last Section 4.

2. Proposed signature scheme. We use the basic ESS and imple-
ment the ideas of improvement.

(1) The process of the key generation is similar to the one which was used in the
ElGamal PKC. Suppose a prime p is sufficiently large so that it is difficult
to find the solution of DLP in Z,. Let g € Z,, be a primitive element. The
signer chooses a secret key x < p — 1. The public key of the individual

signer is calculated by
T

y=g* (mod p)
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and it is available publicly.

Here we introduce the second secret key in the form of a random number
d, which can be obtained by using an arbitrarily selected number e, such
that

(2.1) ed=1 (mod (p—1)).

Next, two different numbers ¢ and k are randomly selected such that both
are co-prime to z and there must exist their inverse modulo (p—1). Further
the values a and c are calculated by the equations

(2.2) a=g¢* (mod p),
(2.3) c=g' (mod p).

The value b is computed on the basis of the previously obtained values as
follows:

(2.4) b= (M — za)k™! (mod (p—1))

(2.5) M d = (xa+ kc+tb) (mod (p —1)).

Now the required private keys are (x, d), the public keys are (p,y, g, €) and
the tuple (a, ¢, b) is the signature for the plain text M.

The tuple (a,c,b), is sent to the respective client by the system. To verify

the correctness of the digital signatures on the plain text M, the client uses
the signature verification equation

(2.6) gM? = (y%a°c®)® (mod p).
The signature is the valid one, if the above equation (2.6) holds.

3. Analysis of the proposed scheme. In the original ESS, it is

required that two different random numbers are used for two different signatures.
If they are same, then it is easy for the adversary to mount a forgery attack. To
enhance the resistance against the attacks is one of the objective to introduce
random numbers. The attacker has no method to find the secret keys (z,d),
which are used to generate the signature. The attacker have to encounter the
difficulty of DLP and the intractability of the decomposition of randomly chosen
prime numbers to attack on the secret keys directly in the proposed scheme in

this paper.

Now we analyze the role of the additional random number in the proposed

scheme. This improvement helps us to avoid the threats or attacks. Some of them

are:
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1. Private Key Attack: In the proposed ESS scheme an added random
number is used to sign. Initially the attacker obtains a solution set of
the secret key = and determines the secret key, but it is mathematically
infeasible for him or her to find out k and ¢ by the encrypting equation (2.5).
Similarly, the attacker will not be able to use equations (2.2) and (2.3) to
validate the secret key x which is already known to him or her. Therefore
these types of attacks on the ESS are not going to succeed unless and until
there exists an efficient algorithm for solving the DLP.

2. Arbitrary Forged Signature Attack: The signature verification equa-
tion is targeted in such a type of a forgery attack. It is computationally
infeasible to find out b through the signature verification equation (2.6).

3. Substitution Attack According to Known Signatures: As more pa-
rameters are introduced in the improved algorithm, the possibility to adopt
a message M can be reduced naturally. If a method is derived to forge
the proposed signature, then still the computational and time complexity
is more than that to forge the original ESS, while in the traditional digital
signature algorithms, an attacker can still easily access signer’s signature of
the message or document M, and then forge a number of legitimate digital
signatures [7]. To mount an attack on our scheme with additional random
numbers is very difficult.

In our scheme an extra random number ¢ is there, which is not there
in the original ESS. So the calculation is also increased correspondingly. All
the computations regarding k£ in the original ESS must be repeated for t. The
calculation involved in the signature generation (2.5) and its verification (2.6) is
a little bit complex. The computational load is obviously increased and therefore
the efficiency will be decreased in comparison to the original ESS, but the primary
goal is achieved by strengthening the security of the scheme.

4. Conclusion. In the proposed scheme, the security of ESS is strength-
ened with the provision of an additional secret key, which closely associates to
the signature and provides safety against attacks on the private key. This im-
provement also helps to remove the weakness that the random number cannot be
reused. The signature scheme has also been improvised by introducing an addi-
tional random number, which makes the link more complex between the random
number already used in the standard ESS and the private key. This improvement
also results in the increase of difficulty for an attacker to attack on the random
number used in the algorithm. The security and efficiency of the ESS is enhanced
in two ways, without affecting the original algorithm. Therefore, the signature
scheme proposed has a wider scope of applications.
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