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Hacrosiimoro u3cieqsane anaansnpa eeKTUBHOCTTA Ha MPAKTUUECKUTE YIPAKHEHUS B
MporpaMuTe 3a BUCIIE 00pa30BaHme M0 KHOEPCUTYPHOCT U MO-KOHKPETHO B JUCITUILIAHU-
Te, CBbP3aHU C aBTEHTUKAIUs U Kpunrorpadus. Upe3 obparHara Bpb3Ka OT CTYICHTHUTE,
M3CJIeIBAHETO OIEHsIBA, ChOTBETCTBUETO MEXK/Iy TEOPETUYHUTE U IIPAKTUIECKUTE KOMIIO-
HEHTH U IIpejjiara HoJo0peHus 3a o-100pa HOAr0TOBKA Ha 00ydIaeMuUTe 38 UHIYCTPUSITA.
OT m3ceaBaHETO Ce MoaYepTaBa, Ye KaKTO WHIUBUIYAJTHUTE, TaKa U €KUITHUTE YIIPayk-
HEHWsI, 3HAYUTEIHO TO00psaBaT pa3bupaHeTO Ha CTYACHTUTE 33 KJIFOYOBH KOHIIEIIINU.
Peszynrarure mokazsBar HEOOXOIMMOCTTa OT OaTaHCHUpaHU Yy4eOHU HTPOTpaMU, KOUTO WH-
TerpupaT IPaKTUYECKH YMEHUsI U HOATOTBAT CTYJACHTUTE 38 HEIIPEK'bCHATO PA3BUBAIINTE

ce NPEeJIN3BUKATENICTBA B KHOEPCUTYPHOCTTA.
KuarouoBu gymm: aBTeHTHKAINS, KpUITOrpadus, 00yIeHne 0 KHOEPCUTYPHOCT, TPaK-

TUYIECKO ODydeHHe, aHKEeTa

1. Introduction. Cryptography and authentication are fundamental parts of cyber-
security, ensuring the confidentiality, integrity, and authenticity of digital communica-
tions and data. Cryptography protects sensitive information from unauthorized access by
encrypting it, making it unreadable without the proper decryption key. This is essential
in preventing data breaches and securing communications over networks. Authentication
mechanisms confirm the identity of users, devices, and systems, establishing trust in in-
teractions. Strong authentication techniques, such as multifactor authentication (MFA),
biometrics, and digital certificates, protect against identity theft and unauthorized access.

Integrating theoretical knowledge with practical application in the curriculum for
cryptography and authentication courses is crucial for providing students with a sys-
tematic understanding in these fields. However, there are gaps between the theoretical
depth offered in some programs and the hands-on experience needed to fully prepare
students for the real-world challenges of the industry. One of the things is the overem-
phasis on theory, particularly in the foundations of cryptography, where students are
often introduced to complex mathematical concepts and cryptographic protocols with-
out enough emphasis on their real-world applications. This can leave them with a strong
theoretical understanding but limited practical experience. While theoretical lessons may
cover a range of cryptographic techniques, practical exercises might fail to incorporate
widely-used tools or platforms, leaving students underprepared for real-world environ-
ments. The main aim of the paper is to evaluate the effectiveness of practical exercises
in cybersecurity education, specifically in the fields of cryptography and authentication.

The structure of the paper includes an introduction, a literature review, methodology,
results, and discussion, followed by conclusions and recommendations for improving the
curriculum to better prepare students for real-world challenges.

2. Literature review. In the context of education, bridging the gap between theo-
retical learning and practical application is a significant challenge. Theoretical learning
provides the fundamental understanding of concepts, but without the practical part,
students may struggle to apply their knowledge effectively in professional environment.
On the other hand, practical exercises help students develop valuable skills, but without
theoretical background, they may lack the deep understanding required to solve complex
real-world problems.

Several studies have examined this gap and suggested methods for better integration.
The paper [5] examines trends in cybersecurity education, focusing on various cyberse-
curity topics, including cryptography, and presents insights into how these subjects are
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being taught in the classroom. It explores educational models that help bridge the cy-
bersecurity skills gap and discusses how technologies like virtual classrooms and online
platforms can be utilized to enhance teaching outcomes for cybersecurity courses. In [3]
a review focused on the teaching methods and practices in cybersecurity education is
presented, particularly looking into topics like encryption and authentication, and how
they are taught in academia. Key aspects in study [1] include the teacher’s role in engag-
ing students, the need for specific engagement methods in virtual learning environments,
and the challenges students face in them. The paper [4] explores the development of spe-
cialized postgraduate education in maritime cybersecurity at the Nikola Vaptsarov Naval
Academy, focusing on meeting International Maritime Organization standards and im-
proving the cybersecurity competencies of maritime professionals. The paper [2] explores
the challenges of teaching cryptography by using certificateless signature schemes as a
case study in cryptography education. Additionally, it proposes simple improvements to
enhance security and suggests that case-based teaching methods can make cryptographic
concepts more accessible and clear for students.

One effective approach bridging the gap is to adopt combined learning models, which
incorporate both theoretical lessons and practical assignments, ensuring that students
are not only exposed to abstract concepts but also given opportunities to apply them in
simulated or real-world scenarios. Similarly, methods like action learning, which empha-
size real-life work experience, have proven effective in helping students connect theory
with practice. Educational frameworks must be continuously adapted to offer a balance
between academic and practical exercises, preparing students for the dynamic demands
of the industry.

Inconsistent assessment metrics present another challenge in aligning theoretical learn-
ing with practical competence. In many cases, students are evaluated primarily on their
theoretical knowledge, without sufficient emphasis on their ability to apply concepts
in practical situations. The lack of continuous feedback in practical exercises can re-
strict skill development, as students might not receive the necessary guidance to improve
their practical abilities during the course. Practical exercises often fail to reflect the
challenges students will face in the industry, such as securing cloud applications, imple-
menting Public Key Infrastructure (PKI), or designing zero-trust authentication models.
Group projects or team-based activities, which are essential for simulating real-world col-
laborative environments, are also often underrepresented. Without these, students may
struggle to develop the collaborative and problem-solving skills required in a professional
setting.

By examining and addressing these gaps, it is possible to ensure that students are
well-prepared to handle the complexities of their future careers, qualified with both the
theoretical knowledge and practical skills required to succeed in the rapidly evolving field
of cybersecurity.

3. Methodology. To evaluate the effectiveness of cryptography and authentication
courses in cybersecurity education, a survey was developed consisting of 22 questions.
It aimed to assess students’ perceptions of curriculum quality, the balance of theoretical
and practical content, the relevance of course materials to industry needs, and students
overall satisfaction with the learning process.

A total of 55 students participated in the survey. Most of them are in the fourth
year of their BSc program of cybersecurity and a few — from previous years. The partici-
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pants represented a diverse group in terms of academic performance and prior knowledge
of cryptography and authentication, ensuring a well-rounded perspective on the course
outcomes.

The survey included multiple types of questions:

e Multiple-choice — to gather insights on specific preferences of the course and teach-
ing methods.

e Likert scale — to evaluate satisfaction and confidence levels regarding the course
content and practical exercises.

e Open-ended questions — to provide students with the opportunity to elaborate on
challenges, suggestions, and overall impressions.

The survey was conducted anonymously over two weeks using the Microsoft Forms
platform to establish accessibility. This approach ensured honest responses and reduced
any potential biases.

To analyze the data from the exercises a quantitative analysis was conducted. This
included examining the frequency distribution of student responses to different exercises.

4. Results and discussion. The exercises included in this study cover a wide
range of tasks, which allowed for an in-depth examination of various security aspects.
From password-related attacks on different operating systems to multi-factor authentica-
tion (MFA) vulnerabilities, the exercises provided valuable insights into system security
weaknesses. Practical tasks on cryptography enhanced understanding of encryption tech-
niques, while case studies involving biometric methods demonstrated their potential and
limitations in authentication. Overall, the exercises highlighted the diverse and evolving
nature of security challenges and the importance of multi-layered defense strategies.

Table 1 presents the survey results based on responses to the question: ,;To what
extent did the tasks in the conducted practical exercises help you understand the key
principles and concepts related to authentication?”. The survey responses in the table
were combined from two categories: ,/ To a large extent and ,,All tasks contributed to
understanding the material“. These responses reflect how the students perceived the
exercises effectiveness in deepening their understanding of the subject matter, providing
insight into which tasks were most impactful.

Table 1. Impact of practical exercises on understanding key principles and concepts

Topic of the exercises Survey results (%) Exercise type
Analysis of security 78.2% Individual
breaches

Password attacks 78.1% Individual
Password security 96.3% Individual
assessment

Password managers 89.1% Individual
Cases related to biometrics  85.4% Teamwork
Handwriting analysis 85.4% Teamwork
Practical tasks related to 89.1% Teamwork
cryptography
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Topic of the exercises Survey results (%) Exercise type

PKI and working with 87.3% Individual
certificates

Table 1 indicates that individual exercises, such as those focused on security breaches,
password attacks, and password managers, received high ratings, ranging from 78.1% to
96.3%. In contrast, teamwork exercises, like those on biometrics, handwriting analy-
sis, and cryptography, also received strong feedback, with results between 85.4% and
89.1%. This indicates that both individual and teamwork-based exercises significantly
contributed to enhancing students understanding of the subject matter.

The average values for each exercise type and standard deviation are calculated to pro-
vide a clearer understanding of the overall effectiveness and consistency of the exercises.
The results are presented on figure 1 and table 2.

Table 2. Average value for exercise type and standard deviation

Average value for

Exercise type exercise type Standard deviation
Teamwork 86.63% 2.136195996
Individual 85.80% 7.75306391

The results show that the average of 86.63% of students felt that teamwork exercises
significantly contributed to their understanding. Furthermore, the low standard deviation
(2.14) indicates that student perceptions about the effectiveness of teamwork exercises
were very consistent — most students had a similar, positive experience. An average
of 85.80% of students felt that individual exercises significantly contributed to their
understanding. While this average is only slightly lower than teamwork, the much higher
standard deviation (7.75) shows a large variation in student perceptions. Some students
found the individual exercises extremely helpful, while others found them less so. The
responses were far less consistent than for teamwork exercises.

In conclusion, while the overall perceived helpfulness of both types of exercises was
similar on average, teamwork exercises led to a more consistent positive perception among
students. Individual exercises, while helpful for some, resulted in a much wider range
of opinions regarding their effectiveness in deepening understanding. This suggests that
teamwork exercises may provide a more reliable and consistently positive learning experi-
ence for students in key concepts. The larger variation in individual exercise effectiveness
is because some of them are more challenging or require different learning styles, leading
to the wider range of responses.

This highlights the value of collaborative activities in encouraging a deeper compre-
hension of complex topics, supporting peer interaction, and sharing diverse perspectives,
which often enhance the learning experience.

Key findings from the various tasks include:

e Password attacks - both Windows and Linux operating systems were found to be
vulnerable to common password-based attacks.
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Figure 1. Average value for the exercise type

e Biometric systems - case studies on fingerprint and handwriting analysis revealed
strengths and limitations of biometric authentication, emphasizing the need for
continuous improvement in these technologies.

e Practical exercises on cryptography highlighted the importance of secure key man-
agement and the need for up-to-date encryption algorithms to protect data effec-
tively.

These findings collectively underline the need for multi-layered security approaches
and constant awareness in the face of evolving threats.

To enhance cybersecurity education in cryptography and authentication courses, it
is crucial to emphasize practical application by incorporating hands-on exercises and
real-world simulations that strengthen students’ ability to apply theoretical concepts.
Integrating emerging technologies such as post-quantum cryptography and lightweight
cryptography will better prepare students for future challenges. Encouraging teamwork
through collaborative projects can mirror industry environments, while regular feedback
during practical exercises will enhance the learning experience. Revising assessment
methods to balance theoretical and practical evaluations will ensure that students are
prepared for real-world cybersecurity scenarios.

5. Conclusion. The findings of this study emphasize the critical role of practi-
cal exercises in enhancing students understanding of key concepts in cryptography and
authentication. Both individual and teamwork-based tasks were highly effective in rein-
forcing theoretical knowledge, as evidenced by the survey results. Teamwork exercises,
in particular, encouraged deeper comprehension through collaboration, while individual
tasks ensured students could apply their knowledge independently. In conclusion, practi-
cal exercises provide a comprehensive approach to cybersecurity education, bridging the
gap between theory and real-world application, and preparing students to address the
evolving challenges in the field of cybersecurity.
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