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Abstract

In this paper we make a historic survey of GPT-like encryption schemes, and show
that there are new promising directions in the design of encryption schemes inspired
from the pioneering works.
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1 Introduction. The principle of rank-metric code based cryptography relying on
Gabidulin codes is over 30 years old. It dates back to the seminal GPT scheme [15], built
upon distorting the so-called Gabidulin codes. The original intention of the authors was
to propose an encryption scheme with a public-key size one order of magnitude smaller
than that of the original McEliece cryptosystem [21].

Since 2017 and the call for standardisation of Post-Quantum resistant cryptography
by NIST, this subject has become of tremendous interest. Unfortunately, the original
scheme and all of its evolutions up to 2017 were severely broken, making it useless for
cryptography.

The seminal weakness which has been again and again exploited is the fact that
Gabidulin codes are almost Galois stable. For short, a Gabidulin code contains a huge
((k—2)-dimensional were k is the dimension) vector space which is invariant under the ac-
tion of the Frobenius automorphism generating the Galois group. All the proposals have
been carefully attacked in [24] and in [22], for essentially all the most recent evolutions
up to 2017.

So was this the end of the story? Many could have thought that it was indeed
impossible to repair it. However, a paper first published at ACCT in 2016, and then at
PQCrypto 2017, proposed a new method to distort the structure of Gabidulin code, such
that all the preceding attacks cannot be applied, [18, 19]. This idea uses an idea developed
in the design of LRPC codes, that is to know the use of a rank multiplier [16]. It consists
in taking the coeflficients of the inverse of the right scrambler in a fixed secret subspace
of sufficiently small dimension to keep polynomial-time decoding, and sufficiently large
to break the stability of the Gabidulin code through the Frobenius action.
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Up to now this approach has revealed to be resistant to all the attempted cryptanalysis
and permits the design of public-keys within one and two orders of magnitude shorter
than that of McEliece.

The goal of this paper is to present, the masking principle and some schemes using
these properties together with briefly describing the most recent approaches supporting
security claims around the schemes.

2 Preliminaries on the rank metric. Rank-metric cryptography relies on codes
which are Fym-linear, where Fym is the finite field with ¢ elements, an extension of
degree m over F,. In this context, the rank (or weight) of a vector a = (a1,...,a,) €
(Fgm)™ denoted by Rk(a) is the dimension of the F,-subspace of Fym generated by the
components of a, i.e.

Rk(a) e dim{ay,...,an)r

o
Gabidulin codes were first constructed by Delsarte as extremal object in a Bose-Mesner
combinatorial algebra [12]. Some years later, Gabidulin presented an algebraic theory
as well as a polynomial-time decoding algorithm [14]. These codes can be viewed as
analogues of Reed—Solomon codes in the rank metric, where polynomials are replaced by
linearized polynomials.

Definition 2.1. Let integers k < n < m and let g = (g1,-..,9m) € (Fgm)™ such that
Rk(g) = n. The k-dimensional Gabidulin code with support vector g denoted by Gi(g) is

defined as
de AL )
Gi(g) < {x (gﬁ-]) | x € (qu)"}7

i=0,j=1

. d ; . . .
where [i] et q", stands for the ith power of the Frobenius automorphism.

There are many different types of polynomial-time algorithms enabling to decode
errors up to a rank of |(n — k)/2]. In the rest of the paper we select any of them and
define

Decode(y = ¢ +e,Gx(g)) = ¢, if Rk(e) < [(n—k)/2]

Ve € Gi(g). e € (Fgm)", { Decode(y, Gx(g)) = *, else

Finally, the following proposition shows that the dual of a Gabidulin code is a
Gabidulin code.

Proposition 2.2 ([14]). Let Gi(g) C Fyn, then there exists h € i of rank n such that
Gn—r(h) = Gr(g)™* for the usual scalar product in Fym.

Remark 2.3. Note that Gabidulin codes are defined with the help of the Frobenius, but
one obtains the same properties by replacing it by any other generator of the Galois group
of Fgm /Ry, see [3].

3 Rise and fall of GPT code based-cryptography. To be employed in the design
of encryption schemes, GPT cryptosystem must be an OW-CPA encryption scheme. OW
stands for one-way and CPA for chosen plaintext attack. This simply means that without
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the secret part which is the secret key, a given ciphertext cannot be inverted to recover
the corresponding plaintext in a complexity which less than exponential in the plaintext
size and depending on the required security level.

Let Gi(g) be a Gabidulin code over (Fym)™ with generator matrix G = (gj[-l]). In [22],
the authors show that all the proposed evolutions of original GPT can be synthetised
under the following form:

o KeyGen — generation of the public key (pk) and secret key (sk) pair

— Pick randomly a matrix X € (Fym)**¢, for some integer ¢
— Pick randomly S € GLy(Fgm);

Pick randomly P € GL,(F);

— Return pk = G, = S(X|G)P and sk = (S, P).

o Encrypt(Gpu, X, t < [(n—k)/2])

— Pick randomly e € (Fym)" of rank ¢;
— Compute y = xGpyp + €;
— Return y.

o Decrypt(y,sk = (S,P)):

— Compute yP = xSG + eP.
— Remove the first ¢ coordinates of yP — }Tf’

— Now Rk(e/15) < Rk(eP), and since P € GL,(F,;) we have Rk(eP) = Rk(e)
therefore .
Decode(yP, Gk(g)) = xS

—1
— Compute xS g x

— Return x.

The security of encryption schemes using GPT like systems is related to the complex-
ity of solving two different problems.

1. Distinguish the code generated by Gy from random;

2. Decode y in the code generated by Gpyp. This problem is usually called Rank
Syndrome Decoding problem (RSD).

The Rank Syndrome decoding problem is a generic problem, since it applies with
sometimes some variants to the so-called rank-metric based cryptography.

It was first seriously considered in 1996 in [8], then some improvement was made
in [23], then later improved in [17].

More recently, significant breakthroughs were done in the analysis of the problem in [6,
5]. Thus, it was necessary to reconsider all of the proposed parameters until now for a
given security. However, in essence this implied a moderate increase of the parameters.
Since the complexity studies are kind of ad hoc, it is hard to present a closed formula for
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estimating this complexity. However, given parameters it is not very difficult to program
estimations of the complexity.

Concerning GPT-like encryption schemes, the first problem appeared to be more
serious. Indeed, let us denote by Cpy the code generated by Gpup and by C;[;Zib the
code obtained by elevating the codewords of Cp,y to the ith power of the Frobenius

automorphism. A generator of Cl[ib is
G, =sx!| cihp,
where [¢] is applied coefficientwise on the matrix elements. Then the dimension of the
intersection N N
i 1 i
Cly N (CLJb) n---n (Cl[,ib) :

is at least the dimension of Gi(g)*N---N (gk(g)[il){ that is at least n — k — ¢ — 1, due
to the particular structure of the underlying Gabidulin code. If the codes were randomly
chosen one would expect the dimension to be max(n — ik,0). Hence one obtains a
polynomial-time distinguisher for GPT cryptosystem. Even worse, if i is sufficiently
large, we generally obtain

ctyn-n(c,) = (gug)L - (gk(g)m)L> P

And provided that the codes are non-trivial some elementary linear algebra operations
enable to recover a polynomial-time decoder for C,ub with a large probability.

More elaborate forms of right scrambler were proposed, see for instance in [13, 25].
Unfortunately for the conceivers, the former point remains true. That is, Gy, can always
be rewritten under the form

Gpup = S™(X* | G)P, (1)

where P* has coefficients in F,;, and G* a generator matrix for a Gabidulin code of
smaller length. This nice result comes from the paper [22].

4 Rank multipliers. Relaxing optimality on the code by scrambling the columns with
a non-isometry of the metric is not new. This was done for Hamming metric in the case
of GRS codes [4], by using an almost permutation matrix P and tolerating few rows and
columns to have Hamming weight 2. This property was crucial to increase the Hamming
weight of the errors that one could add, but not too much so as to be in the decoding
region of the parent code. However this scheme and reparations was broken in [10], by
designing a distinguisher on the Hamming weight of the rows of the scrambler.

We can also adapt similar transformations to the case of rank metric: let aq,...,a) €
Fym, be F4-linearly independent. Let

V= <O¢1,...,Oz)\>[gq

be the F,-linear subspace generated by ai,...,ax. Let P € GL,(V), be a n x n-non
singular matrix with coefficients taken in V. Then
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Proposition 4.1 (Rank multiplication). For all x € (Fgm )™,

RE(xP) < ARk(x)

Proof. Consider x = (21,...,2,) € (Fgm)™ of rank 7. Let (z1,...,2,)r, be generated
by (y1,.-.,yr). Suppose V = («a1,...,)), then the components of xP, belong to the
F,-vector space generated by (y;a;); ;. It has dimension at most Ar. O

The concept of rank multiplication can be found in [16]. The paper also introduces
the notion of Low Rank Parity-Check codes a.k.a LRPC codes for cryptographic purposes.
This family of codes aims at being the equivalent of LDPC codes, but for rank metric.

An immediate corollary of the proposition is

Corollary 4.2. Let C be a [n,k,d], code over Fym. Let V be a A-dimensional subspace
of Fgm seen as an Fy-vector space. And let P € M, (V). Then

P Y (Pt |ceq)

has dimension k and minimum rank distance d', where d' > |d/\].

Proof. Since P is invertible, C and CP~! have the same dimension. Concerning the
minimum distance, suppose that d’ < d/X. Then let ¢ € CP~! # 0 with rank distance
d'. By construction cP € C. But from Proposition 4.1, Rk(cP) < d’A < d, which implies
that ¢cP = 0. Thus ¢ = 0, which contradicts the hypothesis. O

Now, with this notion of rank multiplication we are able to modify the GPT encryp-
tion scheme accordingly.

o KeyGen — generation of the public key (pk) and secret key (sk) pair

Pick randomly S € GLg(Fgm);

— Pick randomly V C Fym, F4-linear of dimension J;
Pick randomly P € GL,,(V);

— Return pk = Gy = SGP™! and sk = (S, P)

o Encrypt(Gpuw, X, t < [(n—k)/(2))])

— Pick randomly e € (Fym)™ of rank ¢;
— Compute y = xGpup + €;
— Return y.

e Decrypt(y,sk = (S,P)):

— Compute yP = xSG + eP.
— Now Rk(eP) < ARk(e) < |(n — k)/2], therefore

Decode(yP, Gk(g)) = xS
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—1
— Compute xS g x

— Return x.

A Niederreiter form can be obtained similarly to the Niederreiter idea, enabling to
reduce the public-key size and the ciphertext size without losing security.

The next question to investigate is how we dimension the encryption scheme for a
given security. As stated in previous section there are two types of attacks to consider:

o Concerning the decoding of y in the code generated by G, the standard approach
of [6, 5] is applied;

e The problem of distinguishing the public code from random, on which we will
elaborate.

In 2019 it was shown in [9] that provided
An—k+1) <n,

the public code can be polynomially distinguished from random, by simple linear algebra
techniques. It is the so-called Coggia—Couvreur distinguisher.

In the other case however whenever A(n — k + 1) > n, we do have only attacks
exponential in essence. A first basic analysis was presented in [19], and was further
improved in [20] and finally, the most up-to-date attack is [7]. The most up-to-date
complexity is thus

P(m, n, k)q()\fl)mf/\n(lfR)R

where R = k/n is the rate of the code, and P is a degree 5 polynomial counting the
complexity of linear algebra operations. Note, that since the systems are sparse we use
the complexity given by Wiedemann’s algorithm.

With all the latest improvements, the parameters for 128 bits of security are given by

m=n|k [ A]| t pk y
128 |20 3|18 |34kB | 18kB
128 |42 13| 7 |58 kB | 1.3 kB

For an equivalent security if one compares with the ClassicMcEliece NIST submission
for an equivalent security, then the parameters are the following, [1]:

e pk: 260 kB;
e y: 0.13 kB.

So, concerning the public-key size the gain is between 5 and 8 times. Note that in
this case the parameters are computed by considering the public-key under a systematic
matrix form that is to know the size is mk(n — k)/8 kBytes.

5 Most recent evolutions. In this section we present two recent evolutions of the
system which enable to consider a wider range of parameters, still with the intention to
reduce the parameters by keeping the same security.
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5.1 Direct generalisation. The first approach has been presented in 2009 in [13].
The idea is to combine the use of rank multipliers with Gabidulin, Rashwan and Honary
approach. It consists in multiplying on the right by a matrix Q = (Q1]Qz), such that
Q2 € FZXM*V) has coefficients in the base field. With this modification, the public code
can be decoded up to [(n —k —7)/(2\)].

Coggia-Couvreur distinguisher can be extended accordingly and it happens that pro-
vided

An—k+1)+v<n,
the public code can be polynomially distinguished from a random code. Moreover, if
one wants to generalize the attack in [7], then this adds a significant complexity, which

becomes
P'(m,n, ]g)q(/\—l)m—A[n(l_R)R_,YR] ,

which is ¢*'® more complex than the original scheme.
Thanks to this generalisation, we obtain much more interesting parameters than for
the original scheme. Namely one obtains the following figures:

m|n| k| X|y |t rk y
128 {89 |10 |2 | 11|17 ] 9.5kB | 0.94 kB

5.2 Multidimensional approach. A different type of approach was published in [2].
To sum up rather than decoding one ciphertext y, we will consider ¢ such ciphertexts
¥Y1i,--.,ye¢ with the property that the coefficients of the corresponding e, ..., e, lie all
in the same t-dimensional vector-space. Roughly speaking, this reduces to decode in an
l-interleaved Gabidulin code for which there are polynomial-time algorithms decoding

errors up to a rank of
l
Mﬁ” - ’“>J |

This however changes the problems that we have to consider for security.

o The RSD problem is now replaced by the so-called RSL problem (Rank Syndrome
Learning with errors). The latter problem consists to decode an increasing number
£ of codewords corrupted by errors taken all in the same ¢ dimensional vector-space.
However, ¢ has to remain rather small. Namely, [11]

— if £ > nt, then the problem can be solved in probabilistic polynomial-time;
— if £ > kt, then the problem can be solved probabilistically in subexponential-
time.

This is the reason why one has to choose ¢ < kt.

o The decoding algorithm is probabilistic with a failure probability ps of
by~ 3.5¢~MUn=k)~(C+ DA+,
This fact has to be taken into account when designing an encryption scheme.

This gives for a security of 128 bits:

min | k|XN £t pk y Dy
6150253 [6]7|48kB|1.2kB|[2724
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6 Perspectives. In this paper we only considered evolutions of the use of Gabidulin
codes to design encryption schemes based on the RSD, or RSL problems. However, one
can use other types of codes such as QC-LRPC codes which are structured quasi-cyclic
codes with a decoding algorithm. Concerning the problem of distinguishability relative
to a random quasi-cyclic codes, this raises other types of concerns. Equally, since the
decoder is in essence probabilistic, then there is a failure probability that has to be taken
into account in security reductions.

Another potential perspective to improve parameters consists in using an extension of
rank metric such as sum-rank metric. Such a proposal is made with the use of linearized
Reed—Solomon codes.
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IIOCTKBAHTOBUM KPUIITOI'PA®CKU CXEMMU,
BABNPAHUN HA KOOJOBETE HA TABU/AYJINH

Pierre Loidreau

AbcTpakT

B Tasu cratus npasum ucropuyuecku 0630p Ha mmudposu cxemu or tuna GPT u nokasea-
Me, Ue ChINECTBYBAT HOBU OOEIABAIM HAIPABIEHUS MPU TPOEKTUPAHETO Ha MMU(POBH
CXeMU, BI'bXHOBEHU OT MUOHEPCKUTE Pa3PabOTKHU.

KuarouoBu gymm: kogose na [adbumaynun, kpuntocuctema ua McEliece.
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